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Extrinsic Security =======: Network Semantics

Figure 1: The omnichain fully-connected mesh network
has universal network semantics for all connected chains
and security specialized to each link.
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Figure 2: The pareto frontier of extrinsic security vs cost
continually changes due to advancements in technology.
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Figure 3: LayerZero is divided into execution and veri-
fication layers. The verification layer securely transmits
data between blockchains, and the execution layer inter-
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prets this data to form a secure, censorship resistant mes-
saging channel.
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=
SC AL BiRY 3T MY 2O =A F O 2 Y02 B

Sender Receiver

Sender Endpoint Endpoint Receiver

send (msgf )
—>
B outboundNonce++

msg1 Sent
send (mSQZ)
—>
B outboundNonce++
msg2 Sent

MsgT, msg2 (unordered)
—
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msg2 Verified

commit (1)

msg1 Verified
msg1 Executable
msg2 Executable

IzReceive (Msg1)

msg1

msg2 Received

zReceive (Msg2)

msg2

msg2 Received

Figure 5: A packet is Sent after source transaction incre-
ments the nonce, Verified after it is committed into the
Endpoint, and Received after delivery (execution).
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Hets| ot tH MEZ ZH|5H | 2lel, R2l= o] Moz MEE = siT mfalS Zeasttt
LayerZeroW|Me Ol= MEE miZle| AF HA|E F&4 ME0|M AHSHD, H2E QIHIRE === 0|5}
=

of =A0f Chel HES 185K S22 M SR ECt.

fol

J2! 5= LayerZero W32 =Y F7|E thastE 2E0IM Ho{RD, 24 MdsS HHSHTE 0] oflof| A
OApp2 Z2X| Melo|M SHX| Melez F 7He| HIAX|E HIS7 Moz MESHH, 2 T3l 2 Sent,
Verified, Received®| M| 7tX| &El & StLtof| Rl == QUCH THZI2 SLX| A=ZQIETL
=St = Sent AEf7t |04, 0|F & E DVNS0| S X| MessageLib0i|A 0| HESHCY.
commitVerification(2& 50M= commitSf HEAE)S 555101 s @

Efol| 2|sf HBEASS 2I5HH T2 Verified &EHE MetEICH

>\U

mjzl0 3 oMo B = mizl0| HBlx|™, MElXtIt 1zReceiveE S50 H?J%EEE%H'_,E.E_H.*J
C|E2{X|X| &= sHIiZI2 Received AEHZE TSH=ICE, St O|AMQ] O|F = =2
A Agde dd 2 WXlotr| flaf == ZICt.

3.2 Messagelib

MessageLib 2X|AEZ[= MessageLibs2| 2222, Z
LHEL D =X X| MessageLibol|lM 0|E AEst= g2 Bt 2t =&1%{Ql MessageLib= 2/MA &
ots 735N, Ol 7|2 8t #alof Chet HS 2 Z R 2 5t11, MessageLib XA E2/0| 2 S M7
= HHHI@ Ct. MessageLibe 2t 1319 H/0/2 = sfA/S HB5tD, 2xiH 2ot 274(0il: DVN A1ZH)0|
ZE|H AEZRIEO| ASE H0[=2E S{A|E SIS,

QT Horo| etEM e MSSHHAME 7|ZE OAppO| S YH0IE(in- place updates)Z22E E3E|T
£ of7| ?Iol, R2|l= MessageLib Z|X|AE2/E ¥ 2t0|2{2(2| £} &HE(append-only) X AE
2|2 FAMSIQICH 2t 2t0|E2{2[= T2 EF QIHI|0|AE &45t= & el B HFHLIES #8ie = U
Ct, O|2{8t &7 = CHE 22| HIA|E ME|AT} K| = HE 54 (validation lock-in)2| &4 S m|st0y,
LayerZero?} 2= 20| M 71 OtHstn S 850 43 Y1E|E2 &8 & U s HESITL

2to[Ee{2|= SUX| M lofA mZl S HSHA

oo -~

ol

=
—
OO
o= =

0|H

O] €7= MS0ll= 22t got= AXMEH B o= UL} 0= O iy 2T EQ| 0 YO0 EL 5{E5HA| &

COZ DREZ At AZESY S s Z5HK| ZopA == ZXE 20|7| wiZ0[ct. 2Lt T
FH A HYM EHE QLEHC = +HY AetS FOot= A2 A0 MZ2 FefEs =g Hets

F= A0]7| = 5ITf. Ol= fo|Hel IE HHO| 7 |H o2EF 2ot 2HYS e fIEre & A S0,
0 20t Hot 2HES F2eleith MessageLibolA 2 2t0|22{2| S =S| = o R2[2] ZF2 M=
2 A= fFO TY HHE =0/= 21 FXIT, Ol= LayerZerod| M 225 Hots H3sk= O
ZHolct
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@ Source @ Destination

DVN,
e > /J\
: o
Nonce Hash Nonce Hash DVN, DVNg DVN¢ eee DVNy Status
1 OXAAAAAAAA... : 1 OxAA... (v v 9 v Verified
; DVNg . *

(2 0xeBBBBBBS.. Jieeesdereaneaneaneans » @QRe 2 exee.. ; S ° Verifable) |
3 oxcccecccc... : 3 oxCC... (v g 7 Verifiable
4 0xDDDDDDDD... i DVNe -~ 4 0xDD... 5 v v v

 EERREEE TR >IN
5 OXEEEEEEEEE... I 5 OXEE... (Verifying)
6  OXFFFFFFFFF.. : 6 OxFF... (& v v Verifiable
N L]
Required Optional
DVNN D= (OptionalThreshold = 2)
1 X1

Figure 6: The Ultra Light Node enforces (onchain) the configured required DVNSs, optional DVNs, and Option-
alThreshold. Verification is neither lossless nor ordered, and messages can be committed to the channel as soon as the
Security Stack is fulfilled.

o
-4 o
N

x5
Aol B¢t 7k HOIS NBY

$2|= 0] 7t T &(append-only) BA7t S SllEoHA] MM 2EM Hotg 7181 = QU= R
Z5HAHO[2t ] FHBICE O|2X 22 RIS g 2 Fa R R =
MessageLib=

SICH A=l 24 (0ll: opcode?| MAH E= F71), el HALIZ(O: 4B ME Z2EE), 4T Y25
Of CHEH o Z2[AH|0[ M 2| Zllsh= sk S2 HoMo= X252 YU|0|ES ERQE BiCf.

=~
=S
=
—

o
Ct. OApps= Z2E= 2f2[Xt2| JHEX}, ZARKE, AHHEHA 200 2ESHA &0, YH[0|EEl B=o| Hot
40| 7|E MessageLib2t SZstAL H FHO{LILE AS 28 dEXQ EH0| §ith OMP= &E s 5
Eati0F 5HX|2E, SA|0f| O] 2| 2fxHA £2t0] Ol2{et 2= F7101| Qlsf 232 Jefs UA| == 2Fs
Of ottt efM 2EA o2 QMG YH|0|EE MESdh= RES E7= M22 2 EH|0|A HES =9l 2f

o|l=22{z| HA | X|AEZ|of 75 Zdo|Ct.

Zt MessageLib= SEX Q= 2550 L2 2 S XM2[stC}: (1) HEZLIERRE HAX|IE &, (2)
fZl(& 2)2 129 Y ME510{ DVNIF AlXtofA St Hest a5 X|F, (3) AKX M2lof A
2l AF, (4) ABE HAXIE SHX| HEZIE 7 X 2= 22 AdXtof ofs XM2|=2=

MessageLib2| 2= 37|12 Z|Aelst, MZ2 dAlXte| Foin 2HS &9l 7IsS g 712 & AT

)
LayerZero #2|XHadmin)E Z&tst O F=H|T YTt MessageLib 2| X|AE2|0f F=71HE 2t0|E2{2|E
Hot7ALE Mg 4 iCt.

2&4HdE2 MessageLib (B3 AZ)7t OtL|2t 22| A=ZIE (M A|F )0l M EEEICH= Hoj| =5
Of ST}, 3.2.1-0|M HHoHE0|, MessageLib= ASE IS &M7F {RLEALE 7H40| Q= MEHZ Q!
HI2E F0l| 7|15 = Qi J2iLt B E 2l S2f A[ZA0| 7tH0] EXstitH ) 24 X{Eol|lM T2lS
g 2~ QlCk

3.2.1 Ultra Light Node
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Ultra Light Node (ULN)2 2E LayerZero H{Z0|| Z&t=|= 7|2 MessageLibO|0q, ALEXt H2| 7ts
gt 2AZ &el(quorum) 2|0|2& &sff #(t 254712 DVNg Z&te & J=5 Sttt ULN2 o
22|50 st "I ao| Z22M 7S gefs #I5tER BE E5MQ #iHA o= SetEltt. ULN
2 ME85HEE T4 E ZF OApp * 2ot ABH(Security Stack)*0ll= Z+(required) DVN &&H(X), 27
Eix(optional) DVN Z&, 22|21 A ZL(OptionalThreshold)0| Z&=ICE X DVN2 Z 40|04, aig
Ifzl2 BE X 4= DVNzt £[2 8t OptionalThreshold 7H4-2| MEHX DVNO| S H|0|2 = sHA|0l| A
Ho{opat MEE 4= QUCH 2§ DVN MHO| ULNO| &A El £, s 172 A=ZRIEN| HIIE 2 Q)
Ct. 2=~ DVN 222 OAppO| AZ A52| 27 Hotof| chal shetis A-e o+ U 5t
OlM 7H FHIst DVN2| M glol= o HIAX| = HAE5E 4= Y5 o HEA = XA Herol
iR &S DVNO|| @[JSHHME 0{X5| 2 of AEZ 2H| 10| A (ST,

rruluII

O|I
ol _l:|:
=

o Mt -I
o
L

—

1 XSt
o=
0

|2

mx
rob o
ol —|>

r

<2[= 18l 60l Ultra Light Node A3 2|0|22| 0| A|E dYsHC OApp £Z2oF AEl= Ha

DVN(S\text{DVN} AS)zt SN - 1S7H2| Mei™ DVN(S\text{DVN}_ B, \text{DVN} C,

\dots$S)0| Z&=|0f e, OptionalThresholdE 10ICt, 0= S\text{DVN}_ASo| “HHEH

(veto)”% 20{stH, mizl0] HBl=|7| @M= A8t StLte| MERX DVNO| T2l S HSSHOF StCt =A
HAIE &0l AU R0 (Verified), =2 2, 3, 62 2ot AL Q70| SFE|] 78 7t

(verlflable)o |2t X7t commitVerificationg &&517| ™7HK|= HUEIX| &=L,

A 49 5 212 L4 ASXE EE L OptionalThreshold 2712 £&5HK| oo 2 HIlE 4~ gict,

=
=
k=]
= LS M——

0|et 22 =&t 7ts$t A |lAl(primitive)= OAppO| H|S2t Hot 7to| A S THE 4~ QIS 5ih,
DVN &g LHol| A £&217] 2210|YE TS A ME 2= QA ofdl,) A& Hot ¢
HIE(2HQl ZE 2 §I)S £|ASt6tC). 2210|ME Cikde

o o
04, T StLte| DVNO| &&&[H2te MOVt e FE| &8 & 7| WZ0|C.

>|
0
x
0
1o
u

3.2.2 MessageLib H{Z 2t2| 2 ojo| 12j|o| M

MessageLibse 136t IDQF 2|0|X(major.minor) HECZ AME|D & AI=EXIET} SAUSH
major HEE 7H2l MessageLib& 735t 402t HIAX|E TEE == ULCEH Major HX2 17l 2ES}
ol o4 X519 s%_%* 2 2350, minor K2 B 3 3! 7|E} H|I}2| M (non-breaking) HES
2|5l o FEICE ZF LayerZero HIAIX[2| THZ! {2 MessageLib H{Z10| 0jE =0, DVN2 0| ARZ5t
01 SHX| 2=A2l0M w3l ASS MEE MessageLibg2 AL 2 OApp *E ot AEH(Security
Stack)*2 Xp410] 2 U= 2E J|Qlof| sl AFE& sendLibrary®t receivelibraryg& X|H$HC,
sendLibrarys HAIXIE &S uf ArES 2t0[E2{2|2| ID & HHO0|0Y, receivelibrary= HA|
XE sAlgt mh AtEE EPOIH 22|2| ID 3! HEO|C}. o]2{gh 7+ 7tsd2 OAppOl 7HE A0l 2t

O} AEHO| H| 21} HOtS XASH & Q1| BIC},

" Tlo

£ Z=EEI0|HE ?lall LayerZero= OAppOI Xtalo| Hot AEHS LayerZero e |Xi7t MER-QX|5tH=
2UCE X[A(lazy) HEY & U= st= SEQI(opt-in) HAHLIES F8istCt. J2{LF OApp &%

= 1I %"4 OHZZ|AH0| M0l M= BHEA| 7W“'OI Hot AEIS HAIXM oz ¥ st= 20| MEEICE OApp
=f Z20i| CHol KtAIQ| Hot AES MHSIHLL 7|2 HoF AE0| SEQISH | TIHK|= HAIX|IE 41E
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HIS7| HERI0M AKX ESMME 2F0| 27+s3ICH= ®([2, 512 OApp £Zof AEiS M~LAet ol 2t
o|Z Ojo[Je0|d Z=EEZS HQ = S,
S8t major A Lol M MessageLib ¥ 12{0[=(0]: 1.1 — 1.2)= EH&e5| sendLibrary ¥/E=
receivelibraryE ¥ste MO Z MY =M O|F0{EICt, J2LE M2 CHE major ™ 7te| Ot
0|20 M(0]: 1.2 — 2.0)2 O &Lt HA OApp2 0| receivelibrary(1.2)0f CHal g0 7|
ZH(grace period)g &H3st04, 0] 7|7t 2t OAppOl sendLibraryg& 2.022 MYstHet:
receivelLibrary 1.2= A HAXIE e = QUCH CF22 2, OApp2 sendLibraryE M
ER HH(2.0)22 XL 0|F HE &I HAX[= MER T2 S 7HX[X|2H R0 7|Zto] 2 o
MHX|= 0™ receivelibrary 1.22t 2.0 25 HAX|E A& == ACL || 7[7H0] BtE2E[H 2% 2.0
OF HIA|X| ZE0] 5|8 EICt Bref R0 7|Zto] ELH7| ©of| 2= XI& 21 LayerZero HA|X|7F SXX| A=
ZOIEO| HBIE|X| ZotH, w3l ME 0| YA|HO = FEt=|0{ OApp2 Z& Tl 2 HA|X|E 725t I
28l receivelibraryZ O™ H{T(1.2)2 2 CEA| X150 SHCE, O|2{8t HA O 2 LayerZero=
AMOo = QHMSIHAM L OFE gi= 2f0[E 0t0|12i|0[ME MessageLib ™ Ztol| F13I8HC}

3.3 52435 Z4EX} LI EQ|3 (Decentralized Verifier Network)

LayerZero2| H|0|HEA A= 74 718 X %11 F 25|08 HA52{H st 0| &2] M3AE St
S0 25z 22X 2HEof| 7|85 dA=(AUCH 5]. DVNO| M ez @mA|el 7|8 4~ Q0= H
ol Zut= A7V |Mel 2N 7 EM S BEE 4 §ith= AN, WetM 57t 23 RE2 xd dEHo|
Cist st HAaE2 2EX o2 NS = giCt. O[of| W2t LayerZero= 5Lt 2¥e = A1) FS{7I=2
XHAEte]l DVNE LayerZeroOf S&tet = = 2517t (permissionless), 4 7tstt 45 Z&ES 7
S15IRUCE O|SO0fIM & &~ UX0|, *EEFASt ASA HEXI(DVN)*= WENMOZ HASX EoZ 7y
L[0] I, 0|Z0| 24t el Soff ELX| == H[CIof| M ThZ! sHA|Z st M2Z|d A H=CF. o] 4
A= T DVN LWRO|ME S2H0|HE CHHE S 51&3510{, thd ASAte| Zete= Qlst I=EE FTH0|
L} @F 7582 Z[ASletTt

O] 2R CtZ A MB|AQ| = 71X SEE15H ZE) & SR E9f(shared security)zt §6t LHZEA

(finite fault tolerance)g 2 &5t} 7|&E IA2AH|QI HA|E MH| A= BE Z210|MET 2R5H= T

o Hot S MFst=n|, Ol F 7HX| SHOIM H|ZEX0|CL |, Z=EEZ0| X[Yet ASX Ho| &

HE| AL Zeto] 2 S 7&2 OAppO| Fe == A= =X[7} Qi =M, CHEE2] OAppO| st 2 S

Qloll L otA H|E0| Z0| SHLE X|LIX|A| st Eot M & ofLtE MESHOFRH ST, R LA et
O

=M= 2= 571 45 22 J[et HAE MBIATH = —E—HIOIEH Hletel 2] 517t 2 =2 Zgho| &
i

IfSHH TA| 22 EZ0| F1H0|12 3|5 =7tstt &
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78 (Type) FZ(Structure)

P [ TYPE.1, executionGas ]
7tA 2 H[0|E|E E [ TYPE.2, executionGas, nativedropAmount, receiverAddress
= ]

Sgf(Composite) [ TYPE.3, {workerID, opType, length, command}, ... ]

## 4: BIAIX] S4(Message Options) 2 S &S 44517 25t 0f% B2 A|Zf5104, 0|7 R E &
£90] O[OfZIC}. 28l 12 2.= 22f Ae 74 Bt £ g&6f 1, SLA|2] ESHHMo] B = FIf L[0/E[E 7f

A EZZ MBS 0 S515/0f Ik 2832 219/ QIO S FI0| CiE OINHE LYZBICY

Original Reconfigured
Security Stack Security Stack

v

v ’ A v
\ ': \‘ \

v —l— v ' ' v —|— v \// \‘/ =

N\ E - \ e <
= > Reconfigure > .
’ : \
|} '
\ /
\ ’

T TN Y S

o RV Vv =V ) o v =V

Figure 7: OApps can easily reconfigure their Security
Stack to exclude faulty DV Ns.
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@ Source Chain @ Destination Chain

Burn Mint — Swap
A
IzSend = B sendCompose

Message Options:
<lzReceive, gas, value>

<lzCompose, gas, value> IzReceive ® IzCompose ®
v
E b[ Packet] [ Composed Payload
composeQueue
LayerZero Endpoint LayerZero Endpoint

Figure 8: 1zCompose enables chain-agnostic composi-
tion with liveness and safety closures.

257t 4A o2 DVNO| 2957 WiZ0l|, LayerZero= A& FH|gt =Z9| LIZMEE

HY 7|E DVN 257t AT EQf0f {1, Hot Fsff, X1 xHsl, 2 /A8 HA H

SIEEtE, OApp &A= =X 22 DVNS 2010 Z2EZ9 X|&X 2Y2

OApp2 Zof AH TS Sl EciHS AEsH MeteEd = A8z 4+
7

Eo| =57t 7hssith( 2

Ofm

o174

7-| mm By |

=EA FEHOHE
OfE2|70[Me] 5 X|e &= JEE LayerZeroE &7 &
I 7tssH e E 22[0| SEet SESIC LayerZeros AS 1 A S 2a|sto 24 0] 2XH|E st
Ct, Hotof HAMO|X| f2 I E = * AKX} (executors)* =2 22|&/0, 0|2 Fo{7t
15 2ot A2|=|0f QUL MessageLibat A8iX} 7to| Hot s Al T =of
“718” ZEL| 22l F 7HK| 2 0|™ S MIZStCt. AW, o Z2|7(0|4H10] EQ
o

5}
e A8, 7, Tefe = UTF ottt AEHOIE= HARZT HASEX| SUAALE FEA
A 7

(o]

—_

QMo Z otX
Ol24t AX|L|HZH

rlo
r

|AEQt ZiAL @ WEof X2 ZeFHOo|C,
|

~
olr
fo

N 2 HI
>
A

Mr M

2|=|0], Z2ef A= Al HAIXK] HE S Y2 XY + =S BZSICE ol=28 P4z HE 7
Sot A ASS Zel =M, OHZC|AH0[HE2 LE7 0= AISo| M 2UA=RIE & CiHIE = U
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OAppO| LayerZero HIAIX|E &S ) ZE QA QI 20 X DVN S)2t sliie QIAES
MessageLibO| l{A{5t= HIO|E HiH Rl *H|A[X] ZM(Message Options)*S Sali XISt} 0|F A
Kb *EH ot ABM(Security Stack)*0| IH3l2 HEE W7tX| Ch7|5t04, HS0| QR E[H GfA/X] S0 QI

I 0| Wep SAS ™ttt

ro
>
g
—
rr
o
&
o
o

=

fel= HAIX] 242 =2 H|RAXHOZ HAEULH(4E Fx). O Mt
Q|2 AR HMH A2FS Mere #0|7| HZ0|th Z2EE +F0M R2[2 2 FH= 34X of
2AH[0| Mo 0| E3tel QIHH|0[AS Bt== 20| OfL[2, 7hstt 7te =2 +&2| egdE MEste A

Ji=g

AR S 2 D AZ|EHCEM AHE REM0| ZFYH o= SFME|D, 257t M2 A dEMS
™Mo Z JiMstct. 0|2{gt MAE MessageLibe| 2= FZZIES 0|11, LIOF7L RxHE FAH S £
slstct

HIAIX[ZF 22f AEf0f| ool ASEIH, 7tA BIES X2 QAP )l =L F517F A2 2 HIAX[E &
A o

= —
At = AULE 0= O[2H 2 F[E AtEALZAL HiXt Al O] +Z 22 OApp =& E&[HE &= U
S

0 HOME 27t 48 7158 Sol ZRESZ0| O 5= 4 YK E 71X 0IAIZ S0f LayerZerod
Re142 Musict

4.1 HIAJX] M (Message Options)

*HA|IX| &M (Message Options)*0i| IXtE = Hstet= T EF

D= MessageLibOICt DA 242 X|@lst7| o Sb&E ZEE 2dsiof stitn
sfZst7| flsll, LayerZero= 1Xj 2t0|=E2{2| T 7t2| 512 S8hd S &O0|5HA|
El DA M HAE HOISITHE 4 HX).

CH #2542 E=XHotX| EX|TH JHEX}
x 7|CHElR| =L} 0|2

Lo —

7| 2t Ml 7EX| 2Z=3t

_°£ r|r

[= R —1

28 17 25 B HHAPI Ystsloz @7ElE JIsS MYs

0

= sict, g0l ol Hs
]

= %EHI*IXIE o[o] A5 #AEof 2l 7*§E|°*O‘:'§, HAX= HAX] F
293 H&sHK g golol 5

4290|2502 EYUE B
LayerZero= AZ2AX|Ql M4 S Qe HHMOZ H&31E QIEH[0|A 1zComposeE HOlgiCt. EXX|
HMolo| ME ERMMMS CHE HEMEQ} otz 22 lele| HEIR C|AIHX| S HIO|E|E5IAH| X|§5h=
EVMO|| &l=5t ARSIl Atas] 2 4 QICH TJ2{Lt 7|1&E2| MoveVM 7|8t EEX|QIEXE 0] 7|5
S UIO|E|E5HA X|{SHX| 2B = EVM AERY HERR CIAINX| &4 o[0|22| BHM0| R&5tEICY.
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Compromised

@ Chain A/ OApp @ Chain B / OApp

mint =10 lock 10 mint_=10 lock _10
A A B B
Send malicious packet B—» Receive & Simulate Packet(s) 55 |
mint _ (+10) mint _+=10
B B

Verify Invariants Q B— Simulate Global State |

Maliciously return “true” 2 mint = 40 % lock = 30
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Figure 9: Pre-Crime rejects malicious and malformed
messages by checking OApp-specified invariants.
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