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1. 2 %K(Executive Summary)

TA W & Y2 A 7Hs A (verifiability) X TF 714 A (visibility) ol 2] &3]
e gsU T
HESAE &3 %Tor = HolE = d5std 5 AN L W8S =EekA] gL
i HolE7FAlE e = = SH A HZHIUFS a4 ow

< (cryptographic proof) f& F= AdJSFHH
o]y gk 722 AR QI3f, Web2:= A 0 2 v gl H o] A vt H Fo] BIb s e
Al A,
Web3+= 52 7He st A 7 = AW 7F 37hE = AA = 2] F A | A5 H ok
zkPasst ©| A& sl d3l7] Y8l A= dEs) el
zkTLS(Zero-Knowledge Transport Layer Security) & =% g5 4t}
ZkTLSE 2 HTTPS Al & Zefo| A & He st e HS 7Hse 58 AnE
H gk o

zkPassi= 34} TLS(Three-Party TLS), MPC(Multi-Party Computation), ~.2] 3.
1ZK(Interactive Zero-Knowledge Proofs) & Z 3} 3}o] AF&-Z}7}F 2141 2] Web2 H o] E
(cl: A AR, G 75, A4 RS, 8kg o] )l gk =S

o8& =EshA] i SHE 5 A== F

o] 2] gk o} 7| B 2 & F 3l zkPass+= Q1B Y9 <35 7| 5 (Verifiability Layer)’ © = #}-2]
FEY T

zkPass= Web29] A1 2| 74 Al & Web3 = &3 o, )15 % A4 o] & (authenticated
real-world data) ol 7|93k Al 28 At o] &-F3} of) &2] Al o] A(dApp) & 7551
aai=g

2. "4 2 57](Background & Motivation)

Q5] AE Y-S TLS(Transport Layer Security) T2 E =S 7|00 2 L35 o]
RO,

A AA ALl E €] 95% o] o] Tt 1t ¢ S 3} (end-to-end encryption) S &3]
dolHE X & 3ska JJHFU .

o}

-y

TLS+ o] H ¢] 7]/ (confidentiality) ¥} 72 /] (integrity) < 2.3} A] ¥
to]E 7} 57 HTTPS Z=H| el Al AA = YA A SS A3 de sy oz
7 (verifiable authenticity) 5} 7] Al 3314 &5t

3t &5k 3} Al 2~ Bl (decentralized systems) 2] 54

A1 ¢] - ] o] E (off-chain data)ell o g+ A1 2] 52 2 7 S (trustless verification) |
T8E w438 7S

1P Web3 TREEFLS A FEAS AY A ol = &7kl

58 715, A4 S, A5 oy 5 5% Web2 A H (verified Web2 information) ©l|



T 5% 3sl¥ AW (private servers) Stoll 7+8] 5T}
o] 2 213 Web2-Web3 7+ A1 2] A Z}(trust gap) 7} 2 &t

o Web2 o] 8= vl g7 4 o)A ¢k 1 Fo] Brbs st
o Web3 Hlo| Bl ATl /be s w BE ARk g

zkPass+ o] S &l 243t}
zkPassi= 7| £ 9] 3+ TLS A& Al 2 A 2] 57 (Zero-Knowledge Proof, ZKP) &=
H $}alo],

AREARZE 7 Q12 o] AL Q15 Web2 Tl| o] B & L} o]
A< 715 ¢ 5 (on-chain proof) .= H3E 4= 9]

71 AT} zkPass= ZEo| WAl 9} AE M5 o] FESE Al ZE ol E Y o e}l
= Verifiable Internet2 -3 &t U},

3. zKkPass 2 & F o}7| 8l *{(Protocol Architecture)

kPass T2 E T2 7] F0] T& TLS B4 RalS A4 o) 5o,
of 7] o] Al HA & 8F4 3ol Z(third cryptographic participant) 91 == (Node) &
Z7hg

o] AJ2HlL F ] 714 =84 F4 2 A (logical entities) = ©] Fo] F Yt}

& & (Role) 7]°5 (Function)
Prover Web2 t|o]H &A2~2HE 7l tlo|H & s, slld Hlo|H &
(AH&-7Ah 7IRES. 2 A| 2 A 2] F1 (Zero-Knowledge Proof, ZKP) =

A3 gt
Verifier AREAF HolE o] 85 AR BA i, Al=H T8 = A5 st
=g Aol | M=o M-S Il
A)
Node (zkPass | 3%} @l = 4] o] 7 (3-Party Handshake) 2} 4 Oﬂ =+ 43}04 TLS A4 2]
Y E 9] ) 71917 (authenticity) 3} 2 4] (integrity) = 73 534 T}




Data Source HE
3t
=

do|HE & 2~¥3sl= HTTPS =321 E(HTTPS endpoint)
(A1H)) A

o] +x& &3l A7 ¥ 3% TLS(3P-TLS, Three-Party TLS) =2 & &2

AL} M 7H] S 41 A3A7E FE s © 2 7 S(eryptographic verification) &
22 o)
T

I glo]lH Al B33 x| d(privacy-preserving channel) = g3t T}

4. 7%= 7l 8(Technology Overview)

4.1 zKTLS

zkTLS(Zero-Knowledge Transport Layer Security) & 7] <=2] 24} TLS(two-party TLS)
TZE s,

Prover(A}-&-#}), Node(:=), Data Source(H| ©] B A 2) 7+9] 32}

&l = 4| o] = (three-party handshake) & <=3 &t}

o] I} o A Prover®} Nodet= &5 2% =20l 1 E(client) & &S 4~3) 3} L,

Data Source ™= ] ™ (server) = & 231t}

U>=L el 244 ] ¥]-d vk (Elliptic-Curve Diffie-Hellman, ECDH) 7| 1.3}3}

B OF H|A] %] Q1 Z(MAC, Message Authentication Code) 3 -5 5 3l

N AR E =E5hA] 2 AdEH A 5 o2 MA 7] (session key)E =& T

o] AAl= vk Al 7HA] B

b

o,
mlo
f
o
ol
i
v

o 71914 (Authenticity): 35 4 HTTPS Al Aol A vt g o] A E 4=
UFH T
T4 (Integrity): AH&A7F to]H & Y23 AY =4 E 4= glsyh
3z g}o] ] A] (Privacy): Nodel Verifier= ©] W ¥ d|o]H = e
SlsH T

4.2 ThAZF A4 (MPC, Multi-Party Computation)

MPCE oW @ FoAA e 717t YR & @502 MASAY A4S F glus
wAsh T

> A FA A A Prover®} Nodetw 2H2F Al A 7]19] & H-(partial key) & .5}
A2 FgHEste] wAA] 1S ZEMAC)E A Y O

ol 5 F3 A 9] A}l -5-H(genuine server response) Wo] Sl X FE 4= ql o,
AzxE PHH o7 Aslar Folz} 7F k5 8F4 Al Z] (eryptographic trust) =
32
= A

gy,



4.3 548 A2 X4 ST (IZK, Interactive Zero-Knowledge Proofs)
3}

dlo] & F-A o] g<2lH ¥ zkPassi= VOLE(Verifiable Oblivious Linear Evaluation)

1ZK(Interactive Zero-Knowledge Proof) & &-8&3}o] Hel-$-4 7oA =
A1) A A (trusted setup) $1°] A H THS AAH T 5 AHF5YTL

AREARE Ut 22 FHl o] Xles 24 SdA0A S8 = AdsUHh

o “o] AL AFH AP A(licensed exchange)oll 23] A5 FH A5}
e “U Duolingo 1< 35 7122304 o] A YUt}
o U &3 AlF 2 10,0008 2] o] F Yyt
o1 2] 3 21 %-& &4 2] (on-chain) = T 8+ 4] > F(decentralized systems) U] A
H< 7hs s,
Aol 7] % d]°] & Zt(underlying data values) = 3] =% A] 5}

4.4 3|2 A e U P52 A7 (Circuit Factory & Modular Design)

zkPassi= Bristol 2~E} % =] A|°| E(AND /XOR/INV) & 7|qo 2 g}
253 3] = (modular circuit) 7-ZE A ¥ o}

7} 5 3] 2 (proof circuit)= 27| "H(schema) 2= B 2 4 o] ¥,
ol = 54 5 13 (type of verification) S 913+ =3} ¥ =2 2 Yt}

o] 2 g+ 2~ 7] ufi= A A-&-(reusable), == 3 (composable) ©| 7} 3}
Schema Market < &3l vl 32 Ut}

5. WA} A A 2 €& AlE(Network Economy & Token
Model)

zkPassi= 71U of S 2] 7 o] Aol Zeho] A B g 35 (private verification) 7] 5=
EElEl 2 ol m =
o H =2 T M-I

A3k 7| bR} 2~ ¥ (full development stack)S A& 3L T

gl o] o] (Layer) | T4 174 (Description)
8 2~ (Component)
Protocol ZkTLS Web29 Web3 & 235t d&sh4
Layer 7] HFZ(cryptographic foundation)
Developer DevHub 2~7)vl(schema) A4 X 5 (proof) A = 93
Layer 571, APIL, SDK




Gateway TransGate SDK | 343t 53 -3 0 2 dAppo] AH&AF 54 &
Layer AT 5 0= EF AolEH o

Application Schema Market A AL
Layer Eaaiiiciial s S a ]

) 324 &-& A4 (Representative Applications)

e Proof of Humanity: 29, A8 4 24 AHE QNS AW E A

e Proof of Learning: 3] == 7= 7|[MFAAHE A5

e Proof of Assets: A-3F H - = ZHH & == glo] 51

e Proof of Participation: ©| ¥l E == 7 7|2l o] o F-5 51

e Proof of Behavior: 2. >~ A<l 8 5(o] & WA, =i, 9HA )& A

2025\ 237 7|57, zkPasst

1007 ©]32] 7155 o] ¥ A2 (verified data sources),

30071 ©]742] 27| vl(schemas),

8071 =3} I} E(integration partners) = 5 3l

T4 29 7200M) ©]42] S 14H(Total Verifiable Computation, TVC) =
AR5

6. HEHT FA 2 EF X (Network Economy & Token
Model)

AT Y-S A AL A K (information) 9]l 75 % o] gk T 75 713 712 (verifiable
truth) 9ol A9 A A= ZAHFH o

TA A Bk 2l vlo] Bl = “Ho] F(visible)” FE| 2 EA P W« T

7}5 SH(verifiable)” & B} = EA| 514 X FH T

AU Y 2E o, A S-S 224E 5 o, AL E (trust) = A AL
%Ug(proof) 0] 0]—‘5_ 7]‘7§ (assumption) oﬂ 9]%3]] %%H 1il'

zkPass ¢} 71 4] 7] 21 zkTLS(Zero-Knowledge Transport Layer Security) & ©|
<= A EA A

oA Ao =, 7N Web2 Hlol B (d: 5§ 715, 21 215, shs5 o], o & Yo
)71

o] & 753} (portable), 2} o] A] & K & 3} (privacy-preserving), U E¥ A 7+
A% 7} SH(eryptographically verifiable) 3 Blj 2] ¢} 5 84 575 (cryptographic proof)
oz gl dFYH

o] A% 7} 3k "o H 7 Al (verifiable data economy) 2] 5 Al ol &=
zkPass AJ Ell A1 €] A Ak(settlement), 7 5 (validation), Z= " (coordination)= 7} 5}/ 3=
7153 e EH EF $ZKP 7} A skal sy T




6.1 = 7 & (Token Overview)
%

& -8

EZ E] 7] (Ticker) $ZKP

E & 35+ (Token Standard) ERC-20

% ¥ % (Total Supply) 1,000,000,000

T3 3 (Supply Type) 178 (Fixed), Q1 =9 o)A o

o] Zd ol 22l (Deflationary | Y- A4k = E (settlement fee)2] 4xZ}(burn)

Model) HAYS A&
vlo] W o] A1 5 (Buyback DAO FE& TR EZ 408 883 572 n Y
Mechanism) (periodic buyback)

6.2 = 2 2l E] (Token Utility)

o A u 7} A (Settlement Medium):
$ZKP zkPass A B Al ol A 51 4k (proof settlement) 2 73 54} 2 8l (verifier
execution)ol] F 83k 7] & 7] T J YT
e S AF HH (Validator Collateral):
A= HERY A9 484, 7HA, P & A sl7] 918l $ZKPE 9
HHE 2o Y
e Y EH I FYTY (Network Credits):
$ZKP= 5 A4k (verifiable computation), ‘5 3 (integration) & U/ E ] =
71AEE 7] 5-AAet7] 9138 A9 A9 Y (on-chain credit) & &5
TP
e A H] 2 F - (Service Access):
71 2 A} = $ZKPE AF-8319] zk-native 75 API 2 Zg}o|HA] B
tloly ¢l bol 3 o+ AFH T
o 4% AS/ I AW 2 (Cross-System Verifiability & Governance):
$ZKP+= ©5 % 3E =4 vl A Y= (decentralized coordination)S | 5},
A 7hs g A1 28 7k A1 =] A5 (trust layer) &= 7] 5 3 T
E3F T AHaudit) R VG2l A A4 HE E5S A AT 5 AL EU L
6.3 £ w1l 2 Wl ~¥ A (Token Allocation & Vesting Schedule)
T & | HWl=" =4 |E
T E 48.5 | TGE Al 12.5% 12} + M)A B A
(Community) % 37/NL 7 6% 43 vl 28, NA=F, AFHE
o] % 517t w4 30% W ~F




A, P E 5

SFEU A
Z7] FAA}F (Barly | 225 | 1202 S Z + 1809 A8 |22 27] /S
Investors) % W 2~ 8] R = s R
AR}

A 712} (Core | 14% | 2470 SE]Z + 24702 A F | FHA, AA Yo,

Contributors) H| A~ € A2}, A $-o
711 2

DAO A} 5-%- (DAO | 10% |51d3F A3 wl=® A 2 A e A

Treasury) LRt PATRS RS ==

7] A 7154 S

%4 (Liquidity) | 5% | TGE ] 100% <12} NG Fed 335 4

e %%ﬁ (Initial Circulating Supply):
TGE 71 ©F 20.167%, 77U E R 54 2% 155
g 9 B2 2L 22 0% w Al el = A A o

6.4 212 ] Z2}o]E (The Credibility Flywheel)

— Web22} Web32] -8 W) 3k dlo] ] o o] 7Htd
— Lol A KoY Zﬁ < o7} b 87| o] Fah Al 7t ol H
— ASH AT AE: 2 A &S (utility) T A 2 o S| Alo] A A&
— T2 E i A&} 719 9] A ) (adoption) 7F5 3}
— o S7h AEA T U EY A JIAHE &
— 7FA] % Y B S vlolE XY 53]
— WHE 5= =3k do] ] &Axv) F7HE wjnit) Edtol 2o £ -4 -1 9] S
o] £=%+-2 v F-E 2] ¥ (utility), 57 (liquidity), 2] 2] %= (credibility) S = %] 5},
A1 ] (trust) = MZ] (energy) =, UHA] ol A & A1 = d&A

o] obLit}.

]é— 3 41 %] 7 A (self-sustaining trust economy),
| 2~El & 9] 24 7 5-(coordination layer)” S

zkPass= @50 d] 3o Al E S ve
zkPass= U] A & A|AFS 9] 3k =7}
S =P 0]2401]7*13:10]] of 3} =

=

AAS AL 3 E Y

>‘ oflt >u\L

01
>~

7. AWA=HE BF XY 22 F(Governance & Security
Framework)

zkPassi= % 7] 9] 7|9t =523 24 X 2l (development-led coordination model) ol 4|



P o

ot X,

S

DAO(Decentralized Autonomous Organization) 71 ¥ d 2~ | A 2

102 oA g
a9l

ey

7.1 AW 2= AlF 3= (Governance Layers)

zkPass DAQO:

I 2 EF w7 S A F-(Treasury), 2. %= (Grant) X2 18 & S35} =
a1 AFZ A 7] #H(ultimate decision-making entity) ©. 2 7|53t}
N4l 7] 2} 9] Y 3] (Core Contributor Committees):

DAO7} 1&gk # gk H ] el A 9=+ B3 3l (non-executive) H O =,
U5 22 obe] e = gy

7] <= (Technology)

A El] 7| (Ecosystem)

% (Operations)

HE 2 & 2o] A 2~ (Legal & Compliance)

A} F-(Treasury)

A F HE] A 21 9]¢ 3] (Treasury Multisig Committee):

DAO2] 75 3}l 3-0f-5 H E] A] “L(Safe wallet) -2 2 29 51,
TREEZ A JY R 29V AES A FY ok

o O O O O

7.2 3 7123 (Voting Rules)

2 =< (Minimum Quorum):

ﬁxﬂ & T2 $ZKPO| 8% o]/ Frofsfof o) do] frad .
A dk A Oi (Standard Proposals):

F3E gl Abe] 50% o]/ 2 o= S I YT

Z gt A <t (High-Impact Proposals):
TEAN (Structural Change) B A} 7 A} ¥l i (Treasury Reallocation) ¥} -2
93 AYe] AT, 66% o1 =3 th(supermajority) 7} 2 8 3t}

7.3 E.QF 714 (Security Assumptions)

r{n

Y E A === MPC 75 (MPC-verified) ¥ 2FF 4233} w

e s} FH e AEAAY WAL+ el

TLS 7|(TLS Keys) + B 2}-9-#] #| & 2] &]F-o| A 3¢ (reconstruct) %] #4| ¢F0.™,
ARG A} S ol A R Qb &1 A e g Y o

=" A% 7 EH E(Proof Verification Contracts) <

AA A (deterministic) o7 Ao 9o,

I

73 @ =47~ (auditable open-source) 3 B = 371 & o]
LI z_}/\}g E3 2L wArsh )

=z 94z (Roadmap & Outlook)



A T8 vt 2~ E (Milestone) ™ (Description)

(Phase)

Phase I X 2B F 7|HF 35 (Protocol | ZkTLS 1 2 X 2 EE}FQ] G-&. 3P-TLS,
(2022202 | Foundation) MPC, IZK &3 7% A 7%] 255

3)

Phase II TRk} A e A 224 Schema Market % TransGate SDK = A].
(2024) (Developer Ecosystem) 8071 o179 JFEUAL T &4,
PhaseIII | &=%3 == Y EY zkPass Node Network | ¢4l ZA]. 59
(2025) (Decentralized Node 7} =] (proof-weighted)ol] 7] {3k

Network) 2H|o]| 7 A &g 3]

Phase IV | 78| d 2~ 9 dlg Zgo] = A3 DAO 7%H1L** A% 718

(2026+) 2%} (Governance & o]l E 152 93+ zZkTLS Enterprise
Enterprise Expansion) Suite 4] 2 HEJ A Q] zkTLS & 3+
g,

7 2F4 H] % (Strategic Vision)

zkPassi= 75 715 ¢k %12 (verifiable truth) 3} > 2} o] A] B & (privacy) 7} &E38H =
A 22 ‘3519\3 A g

Web22] Q15 A A& A| = #] 2] ¢+ 8 (zero-knowledge cryptography) ¢ ©ll
AHIT oA,

zkPassi= 7l Q1 Hlo|H & 7l A5 7153t ©l o] E (publicly verifiable data) =
A o

o] 2 zkPasst @5 Y Al ¢ (decentralized identity), 715 7} 3t ¥ F(verifiable
reputation)

T8 a oAl BEE =A<l 1€ ] 2 (privacy-preserving on-chain
intelligence) 2] 7] WFS 53U o}

9. W& 9 4| =5 4 Y (Legal & Compliance Statement)

zkPass # T+(zkPass Foundation) < 2~ 2~ 71 (Swiss Civil Law) ol w2} A 9%
H] 9 2] & 3](Non-Profit Association) =,

7= 54 A ‘;}Oﬂ A8 5= A d 2 2 T84 8.7 (governance and transparency
requirements) = -5}™ -9 EY E‘r

Al kel A g &4 (Mandate)< zkPass > = E = (zkPass Protocol),
zKTLS(Zero-Knowledge Transport Layer Security) 7] < 3 ¥ Q132 219]
29 3= 7l (open development) ¥} 7% X <(maintenance) = #| - &}= H 54U T

10



$ZKP ET-2 zkPass A B Al ol Al AFE-5 = 7|53 € 2] E] EZ(functional utility
token) O = A = 54U T
ol e 9&g& FAFUH

= 2 H(proof settlement) 2] v 7 ]

A3 A 22 H| ©] 7] (validator staking) & = A4k

A2+ 57 (computation metering) T+

59 7 e 2~ (decentralized governance) 3o -t

$ZKP= Aol L} 7] o] x}2] 2| (equity), 4> (ownership),

o] Q] v & J(proﬁt-sharing rights) &=+ %}:jr ol o gk % 5 (claim on future
revenue) = EFJA] 5T

$ZKP B A= o 3k 1 Ql (entity)ol] gt 2] 2 7 (voting right),

vl F(dividend), 7}*| “d5-ol t g X (guaranteed appreciation) = 2t 2| 51t
= AFES 2421 =4 (on-chain logic) 2} DAO 71 1 2~ A X} (governance

procedures) °f w2} 2] Ut

zkPass AT 2 71 AF3} 7| B 5L FA] AML(AFE A EFEA]) 2
CFT(H| ] X}%}.%H*Xl) 7)Ee e,

E - vl (token distribution) 2 7 2 & & ¥} (exchange integration) A]
A A5k 7 E2ko] A 2~ (compliance) E A& 483Ut}

E & 3ull(Token Sale)7} 2188 73-9-,

ol = 3l #HatA o g Ad 24k 2 S5 1 Al (digital asset and securities regulations)
& =%t

A T2} A} (eligible jurisdiction) ° $+74 Ut}

zkPass A Th2 29 2=, A7FE 2, ) Nl= 5 T WE Aol A

&<l HE A (licensed counsel) 7} A &4 O = 9 &5},

$ZKP7} <l W& A7 el A ]S A (non-security) 2 =] E] = (utility token)
o mXMe ERFE FASES T AYYH

10. © % I 2 AE A5 (Team & History)

zkPass 2] 722 of & ©A| 9] X stE AX W s o] ghom,
ZF A= Zeo| A & Eié}‘ﬂ/ﬂ = A5 7§ B Yl (Verifiable &
Privacy-Preserving Internet) = 2 &3}7] 913t Q.3 o] AR 2 7| F = A5

TR AE 20221 2371(Q2) ol A AEASFH T
A A HE S NTT =2 (NTT Docomo), Bl 4l E (Tencent), IBM =41 2]
I A A EZ T 5] 9lom,
Ol 52 58 o= E(applied cryptography), U E ¢ 7 E QH(network security), &4}
A 2~ Ell(distributed systems) ol 4] 212 Z+A) & B8kl 5 YT

11



2022, H L ZkTLS 22 EEQI S 27| AT 3 7S 4 ddsUTh
o] = A # %= 3% TLS(Three-Party TLS, 3P-TLS), MPC(Multi-Party

Computation),

12] 31 IZK(Interactive Zero-Knowledge Proofs) & 5313+ & 214

vy

TEFAFY

20234 &<t zkPassT— 2 & F 23T} (Protocol Alpha) &7 = 21 S5 Y T

o] A]7]oll = 7Rk} ] 2~ E Yl(Developer Testnet) = = A] 5} 1L

R o Ee] Aol d Ao 27| el A & F(Ecosystem Integration)< 75 35U T
o] & &3l TLS 7|4}t ¢+ %814 Q15 (TLS-based Cryptographic Attestation) ©]
A4 Al A dlo] ¥ 7 S (real-world data verification)ol] 48 715 ¥ S AS5Y T

202410 &= Z &2 A E 7} AT 4] ©HA (research initiative) ol 4]

] 231 = A Bl Al (growing ecosystem) = 7 33 51 T}

Schema Market 2} TransGate SDK 2] = A & 53

TR o] ThoFst -8 Ald|(use cases)oll ZHEH A AE- 71 g H S 227 Pl(reusable
verification schema) =

A 2 a2 = Al H A SF Y

AL 7= O & zkPassi= 807 ©]d2] F9 HEY 9} 3007 o] o] ~7Ivt HEH &
A dAEFH

20251 TR zkPass U E Y A+ 74 29 7 (200M) ©]/32] TVC (Total Verifiable
Computation) & 241 5}5] o,

ASAF 1AE] B 22 (Validator Incentive Design) 2}

Z%7] DAO A2 2 8 9] = (Initial DAO Governance Framework) =

g U T

o] ZA &9 == Fo](Decentralized Node Participation) 2] 7| WS vl g5 )

oko 2 202611 & 1 o] %, zkPasst %Xdﬁ& DAO AWM E 2= A A 2 A3k,

Al H > 2} o] =3 (Enterprise-Grade) Al &S &ojj & o 4 Yt}

= =114 szLS Enterprise Suite &

71388 dlo] ¥ <15 (Institutional Data Attestation) ¥} *H €] 2| Q1 & 2H(Multi-Chain
Compatibility) S #] 13},

zkPassE S1E{ Ul 9] 7| % 7 < 7 5-(Foundational Verification Layer) 0. %2 &3]3t

AU,

11.  EF A9 9138 2| (Security Audits & Risk
Management)

1 9K(Security), 32 2}o] ¥ A|(Privacy), ~12] 2 5 7}5AJ (Verifiability) = zkPass
ZR2EZFO A 7RIyt

zkPass+= & 7] 4 Q1 R} A (resilience) 2} 72 A (integrity)S £HH.5}7] 213,

32 ¢+ 5814 A5 (Formal Cryptographic Verification), =7} E 71 E & E ZFAL(Smart
Contract Audit),
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9 223 2] (Operational Risk Control) = Z2 3+ t} A 5 H.ot
32 7| 1 9] A (Multi-Layer Security Framework)

11.1 Z2 EF 9] X2l (Protocol-Level Security)

e zKTLS ¥ Z &2 MPC(Multi-Party Computation) 2} IZK(Interactive
Zero-Knowledge Proofs) <
T2 ASE a5 71 E -4 2 A (formally verified cryptographic
primitives) E 7|HF o 2 3T},
e A 7](Session Key)2} MAC(Message Authentication Code) &%k =
A A4t & & 3} (Threshold Cryptography) £ 53l A = ™,
2 ojE T Fof Rtk i Ho]HE 5 YU (reconstruct) & $1F U T
e TLS 3N =4o] 3 < (TLS Handshake Proofs) <
dl =% ol = (End-to-End) & 7= 7}53H,
dlolH &3 2] %194 (authenticity) 2} 521 %2 (non-repudiation) =
LERASIAR =S
o TE LA HEUES} ATLS TEEF BE| tha+ T Bok 7HA}
1 314 (Comprehensive Security Audit Report) &
s Foldf FAE F3l TNE dF A h
¢r Halborn 2] ZTAF W1 A €19 2%

11.2 2~vlE A EWE 9 Y E 9] F 7HA} (Smart Contract & Network Audits)

o HE 242l ~vlE 71 E 2@ E(On-Chain Smart Contracts) <} 73 5 A}
X5 (Validator Modules) <
SlowMist, PeckShield, Trail of Bits ‘&
AAl &1 H ot ZHAL 7] F(industry-recognized security firms)oll 2] 3l = H 4 H. Qb
ZFAl(Independent Audit)ES 7 3 Lt}
o zkPassi= L ZEZF AUOIE A,
] 44 - 3H(Continuous Integration) %! & 2] 71 Z(Formal Verification) & x}-&
A =
U5 | 2~ E 217 (Internal Testing Environment) = 3 5} 31 1551 T},
o Y ESHAE= XEHQ ¥ 1 vl 2 =2 1% (0Ongoing Bug Bounty Program) <
g5,
A Q) )= FH k- 3 7N (responsible disclosure) 2}
7R ¥k& H 9F 3 2 (open security collaboration)= “d#] 34 U}

11.3 -+ X9 (Operational Security)
e DAO A FH-(Treasury) & HE|A| 71 2| 7}(Multisig Wallets) =

3-of-5 A" 7% (3-0f-5 Multi-Signature Control) = - =™,
v ZH(Signer)i= 7] &4 ©. & 2l A (rotation)d U t}.
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https://www.halborn.com/audits/zkpass/zkpass---chromium-browser-extension-pentest-220f58

[ ]
N

A5 A} 5= (Validator Registration) <

U =Fo] $ZKP Z~H| o] 7] (staking) 2}

F& Al ZH(uptime) 2 21 ] A (reliability) #] X & =73l oF 3t T

wE ol AFE-E = 7] (Key)9t A4 S (Credentials)-<-

HSM 7] 4} 21 3 2} (Hardware Security Module-backed Infrastructure) ©]|
A SHA BE

A3 B X 2 E 2 (Disaster Recovery Protocol) < 712 7FAF(Quarterly
Audit) & 3 Adsg Ut

N

[ ]
r

11.4 ¢] & 314] (Risk Disclosure)

zkPass . 2 B2 FH O3 Y5 gl AE S A FH A1

B 24 9% Al 2~ " (distributed cryptographic system) =

J~ 3L E 9f| o] ¥ Z1(Software Bugs), Ul E ¢ 7 ] ¢1(Network Latency),

T+ 9% 5474 (Third-Party Dependencies) 2} ¥+ ¥ = 9] & (residual risk)=
s 4 dEH o

zkPass A T2 3 2F 4 (Vulnerability)©] 2712 7 -

o] & F 143} A & 7l (public transparency) S} 31

AFYE F53 23 4 X}(Commumty-Drlven Remediation Process) & 55l
214:8] b3 A& k& T

Y 09‘~
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