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— NODE 3 NODE 9 NODE 6
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hn 0 h; 0 h 0

NODE 8
NODE 7

= _ 2 \\ NODE 5 / — e
= h, 0
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L] 0

NODE 2 —— NODE1
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ny [
n 0 ho o

h. o
hy 0 — hs 0 =

Fig. 1: The nodes of the network operate multiple x-shards, each having its own set of pending transactions
(stacked lines on the left) and chain of blocks that starts at the genesis (rightmost rectangle).

x-shard= =2|Hez 2|0 YCHME = AZE M2, I8 10| HHEH |
EQ[F9| U & Fptof ofa 2YHEIC. O =7t 0 x-shardof| #01E & A=X= S =2 A
ofof| wiet ZYEILE 28 37| K S5 A2 7t 2, Z2f0[HA| @81t 22 x-shardel £42 AtEXL

1 O L
Q0| SHA =F 7%6PEI1 D= x-sharde| 202t & 4= U= ZQ2 Mol M HH-EICEH A=t 4M
SO0 2EES HEsto] 25 E58 3H ZQuat E2|, ZQ2 ZEEZE2 x-shardS0| MEE 7|

CHel 27t el f 2t x-sharde AHH| ASA UetE ERSIT, 0|52 S2AQ &of AAAHAS K| £
L2 M5k, s x-shardQ| &EIE 2te|sti EAMM S X2[ali). 7t S8t &2
shardof| BizZ & ADIE AEMETF MZ22| HEof 2 &= A2, AEXH0]| 2l5 HE == A= ZHHA|

XE Soll 4228 = UCH= AO|Tf. O={3 M22 EE2 ZQe| &2 =5 ¢4, iE =54, 2l0|E
=ct0[E X HEO| 7tssiA e, Ol= gt 7hsgh AF= ZF OiZ2[AH[0] 2] sty 24-0|Cf
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SHBICH M VEE2 dSA =271 elE Sall 255 ddst 2E &dst= ards dEElth H VIg2
p2p HIER AL =E7t x-shardE 251, &&7F 52 CHE EVM H|Qlat A1Z5H= Wis dEstrt
M VIIE2 ADE ZEME| =™ S W50, Z2|HutY (precompile) 2 A3E M22 7= 7HEE &
Hetch M VIIIZ2 2Q28| ER=AQ HHHA HES dHsIH 2ES H=C

Il. A|AE A 2 717" (System Settings and
Assumptions)

39| JHA|7} =XYSIC. &Helof| &oist= LEE 4
XH= 2|6 (leader) 2 2244 QUCt.

ZQ2= HUAA(E[x) HEH0N ZQ12ol EZ TS TIMZC 2N ZQIERE HOIE|E EZQI ZILE A
SSICE 2021E0f ARO[ 20| A|ZHE 0|F) AH|O[ A= =E(staked seed node)”t 2ot
= AH0|Y 22 2IYUE K22 X P04 L EZ 329 30%§ Zotet= 22 MRot FICh ZQ2
Ol A= O[2{st AH|O|H AE LET a3
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ZICY,
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secp256kl M2 AHE ECDSA [4]= ZQ1 EA| 0212 AFEX} Q1B AHSE|0 2t2nd, ZQ20iA
= HAEX| gb=C0t ZQ1 ZEEZS2 p2p WER/Y AS0M XXl gossip 811t 871 Schnorr A
WS AESIRICE ZQ2E libp2p [5]2 AFE5IH, L EE2 Ed25519 MY &4 [6]2 7|8t 2 QIS E
Ct.

Q2| el Az t@é% ErA5E7| I8 Schnorr MY [8] thAl BLS MY [7]S AtE35IH, 0|2 S
MY ZA7 HL 2802 0|R0ZICE Schnorre 25 MEXHE0]| 0121 2+2 = 0] Z0{3{0F 5HX| 2t
BLS ME2 ctd 2t2= 01|A1 kS| TR 4 AL 2l2fe| HotStuff =2 [9]o|AM Hot=l Zint ez
ZQ2 &el= ARl ME(threshold signatures)S AFE3sHX| 0*054 O|E Sl 35 MYXIE AlH P
11 0|& MYP(equivocation)E Al=st= ABALE BRI 4 QIO M2t ZQ10IAM AHEEl Schnorr CF
SMHE OFRIZIR 2 ZQ22| BLS CHEAMH L8t 35 b5y, Ol= ASAH e HIE ¢
E{(bit vector)Z ME=ICE

OII

H
il
2
0F
Ral
ol
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IV. 4|O|E{ A|&(Data Layer)

x-shardE 2Yst= 2= 2 L7t fX|ot= HIO|E = AElf(state), AEIE HAst= ERM
(transaction), J22|1 o|E A&l EziXMO| MA| =ME &St £2(block)2 2 FAME=ICE

A. 2El(State)

ZTZES2 Y 7|8t &el @2 (account-based state model)% ArESICt ZQ12 EOALQL AOIE A

EMEE FESIQICE EOA= ZIL THlut =ARt HRMOLL ADE HEMEQ| MElj= TE SjAF AE

2|X| RE 8H)KIE 5HstRICE Scilla =202 A2 2 El ADE EE—”. £ ?|gt ZQ19| APIRIC| &
5171 I3h, ZQ22| ADLE ZHEME ME{= EVM Z= S{A|QF MEHHMQI Scilla 2= SHAIE 2

N

Q2= XXM Z(HI0|E|E) AH At (account abstraction)E 7815101 EOAS ADIE HXo=z
SISHCE A S48k CHE 015, ¢ §tof W2 EaizM 501 50| E2|AE (whitelist) 2 7|Et 7

CHRFR =4 7tAH| EZ(sponsored gas fees), ERC-20 E22 2 X|2&[= 7tAH| S CHYSH 7|
MEXAEO| &8 4= UH =N Hotdat ALgAH d' S eFAAIZIC ZQ22| Y|O|E[E AI- =
= ERC-4337 [10]4 St |D4 0| EoH HM3Z7L 8ish 9| 7|sE2 88 4 ULE ZQre 83
2 AlSstd, AEE| ZoIEE Z2|ALY (precompile) 2 #85t09 st | Z2l(bundled) At
(user operatlon) ol 4 Eé S 7tsSHA ettt ZQ1oM 7EM 2 EOA= Ats2 2 ADE A
0, O 2 EOA= EHAMM| Mz S&ots A|HOM ADE AFYCZ HAEICL ZEEZ2 2
EOAS| TE SHA|ZE 7|2 ADIE A A¥otl, 7|2 AEE|X|E R RLY. 7|
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Ct. 131'—f |0|E17f of 1 XMEEH, 0|§— EHX—*.'*JOIJZMI HIorA| et
(@) E N

al = EELES E—;L%IE.’iOI 2=
GEH M0l 22te|ofof sirt, Z1E=Y % M OIOE M A2 of8dt= AS YRI5 | #Iah, x-
shard= ZEMET} A= 2EE2|X| SZH0f tish Yri=(rent)E Rt 4~ A= SHS 71EICL 24 A
E2E0f CHal JCH= A= AM(rent sponsor)% SEOISE ZEE ARA0A 2718 4= AULL 22N
[©)

EE0] CHsl & 2HE A Q

= HEHME XA 2 A1, fg AYEY 2 o0y, Ho|F o3 40T 1 AFol|M Atz 7t RH2HE
) | ZtHO| L8 o™ x-sharde sliief ZHEHES} #HEHE E | E 2z
tAH|IE %ﬂ% 2= QICt. x-shard?t 2= (subsidize)st1xt 5t= HEZHE = QCHZ

B. E2iZi M(Transactions)

ZQ2= BHA| ERAMMAEIP-2930 [11]0[A Mo|E Etel-1 ERiMM 12|11 EIP-1559 [12]01|H 3

- 1L
O|El Etel-2 EMIMS X|IBICE B|7{A| EMTME SAIKIO| A THA J17 LA SHE BXX|

— 1= = O ——) —_—

201, 2121 SlolEf, 1212 SAIKIS| 4 $(r, 5)$2H HZIE] SVSE HESIE S(v, T, 5)$ SEE 70
04, Ol EIP-155 [13]01lA1 &2IE &I91 00|C|o ZEHE 4 QICh Efl-1 ERRME ZTpxol H2 22

1/

(access list)2 Z &5, X2l O0|Cl= MEO| SvS QAL HEZ XA EICt EIP-29300A == M
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st #Z 0|62|2(Ethereum) E2izMa } CI2CHL OIE E0, VL. B EOM AYE[= AFE ZH ESA

(mtershard transaction)= SAIXH 3

A%t x-shardE €xo| Z=of H’éé =
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ZQao| & T2 Ho| 7|52 EMMO| FAH

(transaction receipt)di| Z&tst= A2 2 2I0|E S2[0[UET FHE F 7 HH 2 HUMSS A4S
&t 4= QI 2 SiC}

EE(Blocks)

ZQ2 252 80, of2Hof|A & XtM[o| dHe A SH(QC) £= TAE QC, 12[11 EHMM E5E0=2
TdELC EF 6lHollE 25 =0|, 7 HSE, S5 oAl R SiAl YA Efo'ﬁ'f.:'.*i, RANDAO 2|

(reveal), &7t 40|, 7tA St AFSEl 7tA B 279| 28 EH, At FE(state root), EEM
MM ZE(transaction root), Y45 FE(receipt root), J12[11 =5 H|QHAte| MHO| ZEHEICH &
E ZE{t FE sl{Al= 0] HollM Z0i| A7HE 20| E SEf0[HEof| EHO0|Ct

QCQP A QC= ZQ2 &elof|A siyHo|t, QC= ==0f thsll ASA+ Eofl tia~(supermajority)2| &
LIE f C. Ol= A3AHE0 | E@ SE oAt 7 HS 059 LHE H H(multisignature), 12|10

Zl HIE HIHZ PMEIC TA QCe Hol ol AEXE
shAdc= ALl H FEIA QCOol| ZatE AECHEH =

2tO|E 2Ef0|UE Z2EE2 Hletel AHps 712 =E7F =5 3EH 2 X2(5t0] o 250| 2|5 2E &
=X 2™ 4= U7 stot. o|= =] 2A417t ¢l RPC tEERH 2H At ~ gle dssido= HE
7tset HIOIHE Q¥ste IHE S «tiot=d, 2l0|E 20| 42 2 =0 T2 AT B s XME 5t
Lt &=lisHX] @7 | WiZ0lCt

=g i ofof M FelE 5! 2= [2t0f 5t 5

2 & 2tgEl 25 6|HE HEs| 25l EfOI E S20[¢HE= &
Y x-sharde| ASA Eefs 7|¢ez 25 6K L2 QCot &4l QCE ASsHor ettt A Eet2
ZQ2 t|elulio] ADLE AESMEO| o5 2he | E22, 2t0|E Z2f0[AE= H2

eth_ getProof HMEE A3t Z2lsljof 5101, 0= shE ?_*EE—.EQI iEEIII Elﬂf 51—2 e
0f 2f0|E 2ci0|AEV O REds A5 + 2
£ =0|7| ?Isll, 45A Teh2 VIIL B 2ol dEst= A4St é.*’.:.*oﬂ EEf% "7—.”51 Xﬂﬂ% 7(1|9|3f'3d
Ao M EHAE 4= AT

2t0|E S2H0|UE= EMMM A, OJHIE 21, SF0i| et A1 dEliel fRads £5 slHol ZatE
EMN RE AT FE, JEH FEE MBS A5 4 UCh HS2 01E Y [14]01 7|25, 0f= 3
ot QAES 2|Z(leaf) 2 MEets ME E2| RE S{AIE A4t 0|2 E5 &lH2| FE s{A|2t H|WE
== U sttt 2[Zo| T2 SE2 HE E2(Q| Z} 2 Hol|M 2 2= FH| L& SiASE PRI AL
2| ZE slidlsts A2 2 ARG SiAIE S| = =2 aijA|2t gfEl(concatenate) 7l CHA] 3145101 E2
Of A & 2| ?[2] R SHA|E P =Lt 0| HES E2|Q| FEO| ZEE M7hx| BHEEITt.

ZQ2 = E7t Hi35t= eth__getProof RPC HIMEE S3lf 210|E S2I0|E= HEME AEZ|XE X
ot A HENE Eelstn, Zutof Chet 12 ZYS &E 4= AUCH J2{LHO[HIE =9F 10| et E &
HE & 7t 2= RPC HIMEE EX H f | 94=Ct. Cidl, 2t0|E 22I0|HE= 2 12|E 12 HSH0]
RPC =7} gtetel O|IE 27t RESHK| HEY == UCH §sk= 271 Zotel 252 27| Qlsl, 2t0|E
S0 EE= 415t E5 32 logsBloom% stolgh 4~ QU £8 E [15]0] 2l AMEl 20 E4
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2 73l &d(false positive) & = A2Lt, LE{Of sHE E=0| ICHH 2t0|E 220|AE= diE 252
S22 2RIt el3S 2fEs € + ok
2 12|Z 1: Generic event log verification

# input: logs from blocks whose logsBloom
# indicates positives

1 for log in logs:

2 rcpts = rpc.eth_getBlockReceipts(
log.blockHash)

3

4 # check validity of receipts

5 if log.blockNumber not in rcptRoots:
6 rcptRoots[log.blockNumber] =
merkle_tree(rcpts).root

7 if block[log.blockNumber].receiptRoot
I= rcptRoots[log.blockNumber]:

8 raise RootMismatch

9

10 # verify if log included in receipt
11 if log not in
rcpts[log.transactionIndex]. logs:

12 raise InvalidLogs

13

14 # search for withheld logs

15 moreLogs = [l for 1 in sum([r.logs for
r in rcptsl, []) if 1 not in logs]

16 if any(l.address in filter.address
and filter.topics.match(1l.topics)

for 1 in morelLogs):

17 raise MissinglLogs

MEA &Fet LEJHHEAN S7[5te = JAEE, ZQ2e= AUt =M M3 Z 2 E(weak subjectivity
o

=
ol E
checkpoint)E X|2/stCt. Ol= MUIA|A 250 Yot HACE Mg 2 N £[SEH + §l= EES L

EHHCE OFX[S} M2 Z2IE O] SIHEl HEi2t S5 oiAl= slie S5 sllH Q| el FELF LX|SH0F 510, ==
= AlZf Al 0|2 CH22 =8I0}, O HEljof Ml dSAt Hehs 7[Etez L E= 0| S5 35HE 455t
0 EMMMES AAlstH, XL HEIE UEZ S| LIHA| E21F S7|8fe 4~ QUL O HIFLIE2 2f0[E
=2t0|MEE S7[etsh= Ho| = 7ESIC 2f0|E 20| E= MAXRIE S29| SUHE dEE H2EE
StA| 2411, eth__getProof RPC HIMES AKE3H 1 otof| MEE HEX e Q¥ F M3 ZRIE 5
ol thall S HSTLC

V. &9 7|&(Consensus Layer)
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ZQ12 el 2|H E Soll HIA|X|E 2tRE st HEXt A2 S
PBFT &€112|&2 #&6IRICE ZQ2= PBFTE 25| CiA|ot0d, HotStuff [9]2| Z XS}
Pipelined Fast-HotStuffE {E{5IACE Al A| 2| ﬂ% w5t | f/s H[E0| HO| EE R HE &
EZ0[| 2Qst PBFTLL, 2| uA| Mol £ HER|R X[AZ 7|Ch2|= HIERIE(Tendermint)2t &2,
HotStuff= MM (linearity)t 8%*é(respon31veness)% SAof| EESCE & £4E SA0 24

T o= o

St CH7t= 22125 Tl 32t2 52| FHE7F 25X 2, ufoj=2felste B2l Chained HotStuff=

0| LetelEl £ 1 222 §8f5t0], S HAIXIE AtEsl 0121 72| Ciefet tHAIE SAlof Zisttt.

YA =M 2SA 5HdS 2l e
8 =

A.E5 MM 2 2= 21H(Block Production and Finalization)

Fast-HotStuff [3]= EIQO0IRC 2 QIst F HA A 58 7158t LH|EE d45h= CiAl, 2HRE
22 £01 HotStuffZ 7Mstct,

M

view: v view: v+]
height: n height: n+l

QC aggQC

view:

view: v+ +i
height:

height: n+l

Fig. 2: The Pipelined Fast-HotStuff safe proposal rule. The new
block is safe either if its parent was proposed in the previous
view (top) or is referred to by the highQC among its aggQCs

(bottom).

QCE MU}, MOtEl 229| B MS T} siet QCo| & HSHI &t 131, ASAte =4
IAL Z0H ) AS A= HeteEl 252

ZQ20l|lM Ar8%|= Pipelined Fast-HotStuffoll M=, Sixl| 2|7t MER2 E5 Aot &
7

H, 45 OFMSICEA k5 f_' MEE =5 siiAl 2 7 HSef a7H X9

—|E
HE OIS elHollA H&ettt. 0] 2= 18! 29| Yol 2ALE|0 °'EL
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MZE 2|6 = ol T2 8 0[2{8t EEE £&ot0{ ME2 QCE 4ot LS 252 Mots!itt 23S
Xt7t EFRIOFRZ O] BERE[7| Hof| Rt st S5 M|QHS BHX| ZotH, OS2 Xl 24 F HS ot X|Z7HK| gt
2 =10 QCOof| cist A|HS Zetst new-view HAIX|Z Chz 2|HO|A| 2HCE Chs 2|6 = i T2 8
El new-view HA|X|E 25101 O52| A MBS HCHEl EE0| ZLEISICE MOHEl EE2 LSt ES
A= 3 250 A QC & =11 QCHIM ARHE Zd0[2HH EXSICEL ZHESICE, 0] A= 17 22| St
A= QUL
QC QC aggQC
view: Y view: v+l view: VH2+i
height: n height: n+l height: n+2
QC QC QC
view: v view: v+] view: v+2
height: n height: n+l height: n+2

Fig. 3: The Fast-HotStuff commmit rule. The block from view v is
finalized when its child from view v + 1 becomes extended
from by a new block in a later view. The two-direct-chain at
the bottom illustrates the case when the extending block is

fromview v + 2.

Pipelined Fast-HotStuffe| 75! &2 thedith 22 S50 22 S5 AL0[of 21 #|210] H-ME
2-AQl0| EEEH, ARE SN 1 XY E5 DFE AT = UCE BNHOZ, YHHOI AR E82
ALE FIHe| E5 0|F £|T HHYEICEL B S5 Ao A 22 ) E52 25 & Fst= ol of 527t
dezItt RPC HME0M AHEEl= 5 Ef 19! safet finalizede 22t RPC ==2| 24 highQCot &
Ast= 251, Pipelined Fast-HotStuff 15! #2/0] siiEst= 7Hy 2 H&2| 252 2|olsith= Ea
=g ohsict

.Ml ch4 2 2|0 2] H2|(Supermajority and Leader Definition)
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Ral
Y HI
w9 7
o
‘ _\1
0[A
21
1l
0
S
HI
){l

Xz 5Y d5At 2|tz MEE|= Bk = ASXe| X20| ASXA EHE & X =20M XX
silof 3HCt ZQ22| 2| MEH %U—'_E'-I%% olE2|Z HIZ M elofjA Z2{E] RANDAO = §x*7|

S 0of| Cig BLS MEE 37 H;PEE LTI M22

34o| SHA|S O|F Ztot XOR Q14t5101 RANDAO ZAE ZAISHCE O Zot= '-._f#— (source of

A =
randomness)E Q= st= ANIE ZAEMET} T E50|M XY H== block.prevrandaoE S5l
Age 4= o0, ESH 2} Of|Z 3 AR A eESO0| Hhae dH7|2] A|EZ A8SI0| LS o232 25 Iﬂ?_f
g 2¥st= ol &8ECh 25 ¢ 7HOIEI Ol =3 Z0|= x-sharde| #14 282 YR=M Hot ZH
olM &5 2tA(tradeoff) 7t EMSICE O 23 Z0|7} 245, 5L EE S5 HQMAE 0[2] & 4 U0
I5S 5L SAS @[&0] QAT BHH | o 2371 ZH o[ Mol S5 K|QHAEI| Of| 23 20| XHAQ]
0|E &2 + U= MEIX|S 7HX|Ci2tE, 2|C] eS|

BLS MEE S7l5HHLE 255 QS| 2224 0]
Hd(biasability)oll 2let Fek= S0{=CH.

/-\
_

of ASA TR LS, ChHS 2271 S W7
Zte[AL =2 SliE Hetol M H|7H=|0{oF S, EfE.'_f, LE L ety | L=
2 AAH 0|4 /2A2E (unbonding) 7|7H0| & W7HA| &2l &EfZ | XIECH

Pipelined Fast-HotStuff= Chained HotStuff7t 2= X2 54 F M2 X7SHCt 2he|HM ol 2|
A = st MZ2 QCE dMst=

NESI-ERES =22 Kokt 4 QICt, Kokl 222 Chained HotStuff 7
xoj| w2} obx3t 2o 7J$EI1 (12 PIClE 1 22 olA oiteio] SRS MsA EiCk 12iLf o] 29
ofolx| A 2202l & 222 D5315/0], 1 oto] BE {2|E X|o1A]7|1 0|5 22

. Pipelined Fast-HotStuff& 2|7}

0
Lt, = Q2fE 7ol SF0M Ests 29 1 =50| A5AH Zol thr 278 2|10 QCeL ERlgtE &
Yotz EA QCE BIEA| Zefste S Qo2 22 343 YX[eiCt m2tM ofelXel 2[H= 22
QCE 2AE3I0 LtE =55 Faelotn Ao X2 HReas stle dRSE o =+ 8lth

VI. HE{|3 A|&(Network Layer)

ZQ12 XYE A E E(seed node)E AtE5I0{ @S 2|6t RPC IHI|0[AE Sall HEE EzHH
Mg $ZlokRIC HE 9| &3] = (lookup node)7t EZHMME =
ETRpAIOf| A HeHE AFEL] ERNMME X 2|5ICE ZQ22| === RPC 2FE X2[stn
ME X2|sth, SA|0f 0121 x-shard?| &f2lofl ZABAtE &I o~ QUCE, S Al
CE Sof| 2t0|E S2I0|¢HE Z2E S 2 ALEoI0] x-shardet 4SAES & ULt

A. 371 2 H| 27l x-shard(Public and Private X-Shards)
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ZQ2E= 7ZQ12l U5t

oo

{| Z28HE AFS A0l M, x-shard2t 22| MER TIH2{CHI O 2 ShE YHAlS
SIULCE x-shard= &2l Of7H#Ha) T2HO|HA| MY 71 FHME S MY £+ A= S ] p2p UIEH=
Ao| F=AX #|2lo|Ct. 0|2 Sl HIERI A0 =& OHEEI?HOIAJES =S5 Z{E2 510 M2 ZHSHK| &
0, XpAlof L =of 2t 2AE 4= QUCt x-sharde ZQ2 HIQILlof| M 22| EIct, 22 x-shardQ) Xﬂdl*l
A ASK SIS HMSte L EE MEStS MO0 EBMMS HEEto2M) siE x-shardE S2
&k 4= QICt x-shard H|X|AEE|= 7HE x- shar E delot= ZHEMER IS MNEZHEMETE R
X[StCt, x-shard ZAEME = s{{E x-sharde| MU|A|A SiA|QF &Fe| D7 #HE XA s, SRt 24
ASAE RS2 et CHE x-sharddlA = AFE 7F E41 213 8 S0I8tC SE5I 2 E x-sharde=

X

o hard°| A2, D EUMMM2 et x-shard 4 ZHo2t S

%l E #zs == H|Z7 x-sharde| 25 sf|cigt
A=K 2 Eli= 5 _IEr. AHE—S— iE7f H|27 x-shardoll &5 o, 152 ZQ2 HQlLilof X
Y

E

N
Hu
=
T
n
N
U T
S
oo
toh
fob
[l
O
>+-'-><
§
[m
mju
_l','i
2
_9
|m
_$'_
2

|7 &S5t 7]2| 0|52 QESICH M2 LE7 HUA|A EEEH E%
Z10| HsiCt 7|12 37| Kol 43
olsiCt. 0

1= H|ZJ} x- shardoﬂ HHE

IH
FIF

=
HU
_\1

0

. EJHH|E7 x-shardoi|A M

f

i, ot U= A EHH iE?f & EHMMNZ s|55HK| Zote & MER 253} 7(0f &e|sof st
Ch M22 7|= MLt o S22 LIt 7IEE = U
T2 x-shard o7 01| XEE =5 = ™ol 2|Eof| 2fsf WM EICE 2|5 &= Diffie-Hellman 7| W&
[17]2 AHEst0] M| 7| E 3R5tH, p2p UIERIIE Salf slie HIAX|E HSEHCt

HIS7H x-shard2| RPC =E= 2F S 2155101 #t §l= FAA 712l HEIF fEE = AS XIS
Of tCt. 0= CHE x-shard?2| HSXAIS0| At&5h= 210|E S20[EE HEBE, O|S2 ME U &
5

0
= LIEfU= O|HIEO| Cis] BI=A] SX|2FO0FOF

B. AFE ZF S&l(Intershard Communication)

ZQ12| AfEQF B2|, x-sharde O =251 ZAg=|0] ULk 2t x-shard= Xk AlEfQt ESHFHME TIX|
i, St x-shardol HiEE ADIE ZHEAEE & [ 3 LIOJES AFS ZHIAIY BRES
S AHE3510§ CHE x-shardof| B2 E HAERES} 45 2Zst 4= QUL

22 x-sharde| 2E #Exte sief 22 x-shard7t @2 22 x-sharde| 2t0|E S2tojeiE Ag
g $iCt. 152 917 x-shardel g0l (X2 5% £E 25t 5H)T ASX YRS L1 7| hRof,
124 x-shard £20| 215 S5l ARG BE 4 QU 242 x-shardollA 2|5 &g 2t 220j4,
ASXEE 214 x-shardol|AM 2HsH AfE 7F ERIRIM S LIEH|= O|HIE 212 ZHMSICH 20| E 22}
O|MEE= A x-sharde| 22 5l|E0F & = QOO 2 1A x-shardQ| HA| =M B2 202 E2
siciofl xetEl P+Z FEO| s ASH0F T 212 x-shardoilM S AFE 7F S41 O[HIE= AFE 2t
SES Qe SUXN HEME T4 Y 50| HSE|0{0F 5t= 22 x-shard| iy ZHEME 4
J2|1 SO0, 7t e, 7EA 713 S EelSiT.
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|

ucce
CALLER —  p - SURROGATE
- NONCE
relay(SURROGATE, CALLER [vecon 4
[detiver(Ty, €y, Ty, Cy, ID, CALLER))) s By
EVINT TRANSACTION
Relayed(SURROGATE, deliver(T1,[C) ], Ty, [C2), ID, CALLER) =
[detiver(Ty, Cy, Ty, Cy, ID, CALLER) |, msg. sender := CALLER
NONCE, CALLER)
\ BLOCK

Fig. 4: The CALLER contract requests an intershard call to the SURROGATE contract's deliver() function with the target addresses T, and
7‘2 and call data C1 and 6‘2 to be used by the SURROGATE as arguments. The target x-shard's consensus LEADER includes a transaction in
its proposed block that calls the SURROGATE contract's deliver() function.

O8l 40lM 2E50[, 22 x-shard?| 2|57} MER 2£E2 HoHe i, 214 x-sharde| £[5 &™E 25
M 7t 2 O|HIE 2O 28 L& AE 7t ERHMM S TSttt 252 22 x-sharde| ZEX=0
7| MUtz|0y, 0|52 E50| Z&HE AfE 7H ERMMZ S0lot= &t EHE Mot E5 Lo Y E=
A 0F 8H7H 0|2 AJSICE, AFE 7H EEHMME 212 x-shard| M 2t o[HIE| X|HE =& HI0|H,
7tA Bt ) THA THAE AHESI0] CiA ZHHEME S SESIT,

SEO| HAIX] &AIXH(sender)= AfE 7t SE2 QS 214 x-shardofl HiZ=E SAIK} HEES| T4
2 MYEILE 7tA 228 22 x-shardQ| HI0|E|E EEC 2 El S4IXte| ZtHof| M XA EICH 2& x-
sharde| cHat ZAEE CHA| 214 x-shardQ| SAIK HEEZ AFE 2t SE2 QF6H0], 24 x-

shardoilM H=lE AF= 2F ERHAMM ANLS SX[Eh 4 AT

=Oo1—

C. A2 AH|2l E2I(Cross-Chain Communication)

ﬂlltl

CHE EVM M[QIote| 452842 ZQ2 Z1E2| &k CHE 4 £40|Ct EZ E3IX|(token bridge)Lt
OS] Af(atomic swap)dt 22 IA2AF|2 0fEE[A|0|M2 ZQ2 Z=EZ0| S
UCCB(Universal Cross-Chain Broker)d| 2|sff X|2EICH Ol= A2 CHE EVM A|Q10f| BHZEl A0t
TEMEJHH|S7| HAIXIE F1UEE £ UL S ot0] 4SEES 7HsS5H| STl A= AR HA[X|2E 1
= 43X =l Ch2l MHE 20l(acknowledgement)g $&st =, ZQ2 ASXt0l| 2fah SLX|
ﬁ& | ®|2! AfO[Ol A BAEICE SXX| A[Qls X|™st7| /leh MAX oz 117st Mol IDE AFEE
A0LE HEME = UCCB HEH 30| £5H 0= MM E ME SFS 4= QLY.

§9
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T

msg. sender == 1 B
CALLER | UCCB [

—»
vees UCCB e @G}
CALLER -siGs -SIGS y,[Cy SURROGATE
-GAS - GAS
NONCE NONCE ¢—0m0
relay(SURROGATE, *
deliver(Ty, Cy, Ty, Cq) ) By
vr v |

TRANSACTION EVENT

Relayed(SURROGATE, dis) pm h(Sl(‘S SU. RROGATF

hed(NONCE ) T2

Fig. 5: The CALLER contract requests a cross-chain call to the SURROGATE contract's deliver() function with the target addresses T, and T,
and call data C1 and (,‘2 to be used by the SURROGATE as arguments. The validators collect the supermajority’'s signatures SIGS and the
consensus LEADER submits a transaction to the UCCB contract, passing the SIGS and the requested call to its dispatch() function.

HEMET I2AHQ HAIXIE HSsHH, ELX| X2l A UCCB O|#HIEZH ZHSITE, OJHIE = S2X|
MRl 2 AKX H|Ql o AEME A SF O|0[E{(call data), ELA| 3 =X |l ID7t QIR EICE,
dEA = S MM 2|5 &YE E52 FA6, S=0M 24e 2= UCCB 0[HIES 7k 20t
dEAS2 0| O|MESZRE HZ EE|E 751, 1 RE iAo MESIH, sliiEf O[HIES S¢l5H7| ¢
sl ZQ2 H[IHe] p2p HIEH A0 Aptle] MBS Tuleltt, eixl 2[E7F AEAL 2ol B2 MBS 2felst
™, M2 E2|9| e|mof BT E F2AF|Q HAXIS HEs7| AlAfettt. 2lH = SHA| H|Qlo EHMMS
HEot0], ARG El A2 AXQ HAIX|2F 74 i M2 5T X ASAH Eol T/t METt M2 FES 2
At= ZetA|H UCCB ZEMES| dispatch &8 S &6t 26 = FHXA| HM|Qlef 7tA s Wet 7hs
of oF B2 A2 AN HAXKIE HEEIT) 2lH 7] Set 2= F2AH|Q HAX|S HEsHA| Zet 8%, T
= 2lE7H 7] S HAIX|S] HES 0|0ZIT.

UCCB ZiEHEE H%‘% A5stn, QAT Ced A S5 H0|HE SLX[ el o A
XNstchz| HE®Z H 2
X2 (deposit) &2 I3H34 of| x| =Zof k2 PEHE'-I i* HETI A &=
E2EQ| 7tA A Yo, 2jEfe| EANMM HIES sl 01|7'<|%01IH Sh=stot. Liot7h) 3=

HIAIX[of M5t OfI7| 22 HMSsH7| flsh Ci2| HEMES| oX|ZHM F7t 2 E S
£k UCCB 451”55 A2 AR HiA[X|of| 2&Hel UCCB __(nonce)g 22|50 TRl 34
(replay attack)sS 2|t
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D. 25381 282(Commonalities and Applications)

AME 2t 22 AZAH|Q EMMEE X|{ot= AEAE2 A E Ml x-sharde| 210|E Z210[HEES
M350, 2} 2| F Y E S0 LS UCCB OJMIE 25 7k 2L} 0|52 Z £ FHel 5 ZH
£ gfolstn, LE7t 2 A0S LIER 12t RPC =0 B4-S(receipt)E 2FSICE RPC = =7¢ “f%
Stz BE 20 sYUst 25 HSE VIXEE, ABAE2 tHY eth__getBlockReceipts RPC &%
AL8stol siid 282 BE A4S 7ML, ¢2|E 201 MAIE AME 2 5 o 20| UCCB OI'ﬂiI
E 2715 Zol5t=X 2Z0||M gele = ATE

T22H0 QIET0[A, J ADIE HEMET YA SE2 @FsH/| /6l UCCBO| siE O[HIES HdAl7|
TE 75k HAI2 AE 7t ERM AT 32 AHQl ERMM DE SUSICE 2 A0|= QFE §4 &
=2 S75k= EAof ACk

AME 2H A2 ZQ2 HEX Z2E S0 HO[E|[E2 S&E|0] 0], 213 x-shard2| &2|E &850 Al=
ZF ERHTMO]| CHSH "O] Ch2| S018 Yer). B A2AF|Q 8412 ZQ2 AEAV A T2 MHE
Zoliof ot , =XX| H|2lof| HiZE UCCB HEMET MES ASSH = Of2| ZIEAME(surrogate
contract)E S&3l0f ST}, 0|2 QI AZAX|Ql EMME FTIt 7tA QHS| =7t BASHR| Qb AFE 7H

E@iHMECE |20 O 3

212|F 2: UCCB event log verification

# input: blockNum, logs

1 rcpts = rpc.eth_getBlockReceipts(blockNum)
2 # check validity of receipts

3 if block[blockNum].receiptRoot

I= merkle_tree(rcpts).root:

4 raise RootMismatch

5

6 # verify if logs included in receipts

7 if any(log for log in logs if log not
in rcptsllog.transactionIndex].logs):

8 raise InvalidlLogs

9

10 # search for withheld logs

11 moreLogs = [l for 1 in sum([r.logs for
r in rcptsl, []) if 1 not in logs]

12 if any(l.address in filter.address

and filter.topics.match(1l.topics)

for 1 in morelLogs):

13 raise MissinglLogs
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oM £ B-d(finality)oll =Est=

Z 2l = ol
LASIC) & Ao M2ld2 ZQ2 &elel Hotdo| 7|BIgttt. gfel” O._I.jé(safety) 1 A=Y
(liveness)s 2&5t= 8t ZQ2 MR/ ASXE AtE5h= A2 AR & A= 7 ERHMM A St &
g

|.O H|.I_|:

ZQ2o| AZAX|Ql 2 A= 7 EAI2 ERC-20 E21} NFTE X|25t= 7 28IX|(canonical
bridge)2| 7|8t2 MSsiCt F=& M2 ZRC-2 EZ0 ZRC-6 stERC-20 2 ERC-721#A
EMEZ 2@ (wrapping)& = 7| 20| 2SI 0| 7ksstth= 20|t $E'- E ZQ29 = EVM A2l
79| ERC-721 ESIX|E O|A|Z2 S0{ 7310 HOfLt & EH =]

Z(escrow) ZHEMELQ} CHZE H|Ql0f| HEE CH2| HERMEZ M EIC, Oilﬁﬂﬁ *EEﬁHEE
ERC721Receiver Q/EHH[0|AE &SI EE ID7t 0| HEMEZ MEE|MH O
onERC721Received &7} CHE #|212| 2| ZHEHE| &

_

CHE
I NFTE 2alist= 5 &g}, o=, effdE NFT7CHE Hele| Che| HE=ME J%EIDJ, a
onERC721Received &7t 0|2 A 2f(burn)st, ZQ22| HAIZ HEE| 2l2f NFTE 2z =
NFTE gtetst A2 MES A2 st

VII. AOLE ZHEBE | & (Smart Contract Layer)

ZQ2+= 2{AE(Rust) 7|2te] EVM

TIHE S§otoq, Ol 2[Z2l stE Z3E HX|0 FIHE Z2|Huty
(precompile)& OfL|2} ZQ20i|2t SH A f

=
O NEEl= LE Ze|AnfU: XS,

—

EVM 58 ADIE ZIEE s olof, maiolgla, &7 olo|E ZQa= ScillaZ KBt 7|ofl= ZQy
T} OFRI7R| 2 QlE|mRE S Safl AMEH, oS0 SC1lla_+_ﬁE'_': EVM Hfo|E

LR r°' =

Ao 2 WNSITL ZQa= HIOIE[E Scilla®t EVM ZHERE 7to| s e 2 8d S S50, ZRC-
2 ChA| 7+Hs E20| ERC-20 ZEAIE 71 = o0 J Bt 7% Al SFCE EESH ZQ2= ZQuel TH|
HENE 7tR2B = Scilla HEHME S Zolst ZQ1 AlE2 ZQLoIMe SEst FA400 ZQROIM = MEHE

CF XIg & 7|EF E0t0] 5t9| B8H4e SAIHR, T e Scilla HEHES} YIESH ASTRS BAS|
918 ZQp.= ZQollM M Z5HE APIE Xj2iBiC

H‘|

—

O LIOt7}, ZQ2= ADME ZAEHE R OfL| 2} AFE AL RHRIO|M £ Scillat EVM 7He| 45 284S 7
St ZQ1 AF8AFE2 Scilla EHA & EVM ERHME S M| 2f6h & 7He Ee 7(I”OI ZRIMOL}
ZQ2o| AIE et HE20f| Ofdl= T A 4

|4S Scilla X|Z 2} EVM X|2Zt RE 2 H|0{&t 4= @\t

A.SZHH AFC 7F AER Q17| (Instant Intershard State Reads)

= x-shard ZHof| Af= ZF E410] MHE|M | 6t x-shardQ| AOLE ZHEET} CH2 x-shard2| AOLE 74
EE MEf(AEE|X| 2f ZEHE 211 0|2 EHMM S AAlE 1 ZA[ AES 4= QIC} 0|2 2Is ADE 7
EME = m2|HLUS S50 CHE x-shardQ| ALt 714 2i= AEZ[X| 22 X|HsHO0f §iCf, &£
St EX EE =0|9| g2 ¥ 42 CIE2 x-sharde| £5 HS E X|He & QICt

-
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O8] 60 2X0|, S| L E= EMMME LM S A|Z2|0[510] Z2|HutH0| QA5= FAA AR
; £ x-shard?| RPC =0 eth__getProof= AE3H X[HE A

—
. O -

d HE SYS QST o|d], Z2|Hutdol| MEE =5 HSLt s x-shardoilM
7t 220 25 Y E S5 HEE AT 0222, S4A= 7HM2 gt 2 Y, 22(12 =5
HEE EAMYMO FIHHO|H = ZefA[ZICE
S5 MeHRE AHLle| EF01 o] ESHMM S HetA|7|H, 1= THE x-shardQ| 2f0|E Scl0|AES A
stoz, ERHAMOf| otz gfnt 12 SHO| XFE =5 20| tis fEeHX| &Qleitt, A5AS0| 25
= +UI5HH St dE5S ™5, AU0IL M2 S S SILIRt: fRE5H| BoH sy S55 HEET.

transaction remote x-shard's local x-shard's local x-shard's local x-shard's
sender RPC node validators full nodes RPC node
simulate the transaction B th_getProofladd
execution to find out which remote H eth_getProoffaddress,
address and storageKeys from which f====-~ storageKeys, bIcckNumber);
blockNumber the precompile
requests
storageHash,
T B [storageKey, value, proof]
address, blockNumber, | ______
[storageKey, value, proof] in
supplementary transaction fields eth_sendRawTransaction(trahsaction) ‘I
>
== - eth_getProof(address,
transaction _storageKeys, blockNumber)
creation ‘
verify storageHash and proofs
storageHash, . and compare [storageKey, value,
[storageKey, value, proof] proof] with the supplementary
transaction fields

block [ " 5
validation i
(consensus) : when executing the
i [ transaction, the precompile uses the
transaction
execution

"1 values of the storageKeys supplied in
the supplementary transaction fields
Fig. 6: Handling of intershard state reads by the transaction sender, the x-shard’s validators proposing and validating the block of the
transaction and the full nodes executing the transaction

HZZ oot 220 UHE EdmMS MaE oY, ma|ZiniS S e Mol MAE 32 ALRSICH 0
S 23012 32 NT AST W7t lon, 00| 012 A6 AEA Y Lol ZNHE MEE 4 9
ct.

Z2AS AFS 7t MEH 971 CH2 x-shardoll HEE £2 Z1S 7|90 5 £H0t 2 ALS AfZE 78
Bt POLSHWAIS XIBEIC, EH HEYET SHE WS ), ©H3| CH2 x-shard2| DHE CAAP
£2 olof M RAXIC| £ TN FAI5HH Tt F2H A 7HAEf 9710 I CH2 AL Al T2
x-sharde| 2220| MBsts 712 TE0|ct ZEHE S st x-shardoll HEHE 71242 74 52 55
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0| 2HIES sHZ5t7| YA ERiTM 2EIS 0fa] 2 LD, AR} EOHZ0] HA Sl AR X
EX{5104 C}3 TS Tt Yol EANS HEaHo} sit

Olof ZAEHE G4 MBS ATIE ZIEAET KYE £210| 5T 1 ISR SHE|, 0|Fof HEE
AFBRE ER O] Th7] ZQ1 TS ChA] Alsh(resume) &t 4 UE2 sH JHFo|Ct,

ofl HEEE mR|HuAS SESH0] E2|H A7io| QR B3 HlofE{et 14 Mol S5 Ho[E, 3
27t 2 FHZE 22 50|, 12D 14 U2 IHSEHH st BEXOIH KDY BAS HUEo2M A
2 QFE 4 I} H A7} EHZL 22 £0| Afo|o] 22 MO 27 Z71S TItsto] s £
RMS S20f A2 AIZY 4 QUCH MB350 HAS ¢0, MifshH C+S 22 Motk 0|2 Az g
7812 ZHort 22 MoK £2]71 2710| falseS BHEHASO|E XAS EditHS S20f mEAlT|H,
HEIB HEXS0| Se 222 MRS 27 £700| T trued VSN oY, TE|HIIYUS 55
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VIII. SIMIE|E 2 F{HIAA H|E(Incentive and
Governance Layer)

A. EZ Z=(Token Supply)

ZQ2 ojeIHl2 H|O|E|E E3t2 ZILS AESICE 22t HAR2 ZILE X220, HIISl SRt 1 9|
2Xt(delegator)E UERIE E55t7| Qs ZILES AH0|ZSICE ZIL2 ERC-20 QIE{H|0[A R 1|0
E|=5tA efEE|0], C|mtol(DeFi) OZ2|AH|0| MM CHA| 7Hs KAt 2 ARt A FZE 4 RUCH,

x-sharde A5 HA S 2650 A2t=l ESMM 245 5 £XI5H= 1™ HUlAA SSES Setst
=HAoZ HEAEMEILt 0|52 U|O|E|E E2 MEH| QI 0f2] SM S 7HEICEH WIO|E|E E2 1t M Y|
AMA 2FEF2 Helullof|M EESIME ZILY 4= QUCtH = m|elullof o|0] i 5| A2 x-shard2 23l
AE CHE ERC-20 EZ9| dHEY & ULt 017]|0fl= AH|O|22QIE ZEtk(0{, 0|2 YIO|E|E EE

Z A25tH ERNME 420 AEX HAO| 714 HES0| Hek2 BHX| L5 & 4~ QICH £ CHE %ﬁﬁ,
x-shardE ets| M2 HO|E|E EZOE Al&fel= 292 0| AR oy EE2 =7(|0fl= @& x-
shardof|2t Zx{sHCt

AH|0]Z H&(Staking Rewards)

ZQ2o| X2 5 &2 |01| ZIL 2H|0]Z0] ER3IC, MEIFEﬁ E|o|Z HEMEO]| ZILS Of|X[st 0|2
ASAA AL o= ACE AEX= HEXL| 27t XFE B2 R2 A 7 = UKD, ?IE
X2s &AL f% HASAI0|A| 0|FstE A2 ZQ1oIA 0|01 | AAE|0|d /2A2E (unbonding) 7|
ZFO[ X|Lfof 7hs5ttt. R E 2| ASXt= AH|0|Z 20| 2ls] 2YEX2, ZQ2a= ?IYA 8= T= A

0|7{(solo staker)x= 3{25tCt.
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x-shard= AHd| ASAt AHE|ES XREA AFEE = UK, X2 SH RIS EI A= T2E
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D= ASAILEH Y= B EAUS AlMtsts SAI2 O 70l F2l=|of lenq, 017|M Sc{S}]S,
Sm{S1S, Sx{S}S& 212t sixh, £|oh, 2# ZIL F580/1, Sc{RIST Sx{R}S= 2f2f il & 587 A
Ej0/Z) HIE, Sc{F}S= 2218l =& A0|Ch HEXt= 7|CHEl £5 #5 M 42 0jAlzt o] 2t &

O
on, ol xtile| B4t %= IYXAte] AH0[F ZIL BlE0| et =St

Fig. 7: Total staking rewards the validators are expected to earn per hour. The right hand side of the product calculates an amount
based on the transaction fees and the depletion level of the ZIL reserve, and the left hand side adjusts it to encourage staking up to the
target staking ratio.
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HRIL2 ES0| WMEE= O Z2|= A2t 2710] 0f ES0CH ASAL EAS LESITH E5 M8 &5
7t oA ECH =X, AEXVF o2t 20| ol BEAS = o O 23 A[ZHo] ZEICt

SSZ_ b =\frac{Z hHE h\cdotB e}SS

e SZ hSE D8 79 & 24 2N,

e SE_hSE AlZtE oAt of| =3 &

e SB_eSE0xZ3 HO|, 5 0=zaY 25 ~E LIEHMHCY,

HAE CI32t 20| ASXHol[A| B2 EICH

o HIotX} B A (Proposer rewards): 50%+= 2% XX A| X|ZEICt

o SSMUX} HH(Cosigner rewards): 50%+= =S50 ZatE QC = A QColl 7|0fst HEXE0]|
Al 2HHEICE

SSMEX A2 AEXC| X2 H|Z0f w2t iR EICt &, & Yol ABX7HQC E£= EA QColl MES
7|03 2 W, §t BBVt CHE AEXECH F Hie] X222 ERsty QICHH, O B2 X232 718 BB XK=
CHE ASXe| & BHof| s ots SSMEXL 24 RS Bh=C} BHH MoK EA 2 252 Nofst 2 E AT
Xtof|A| SLotA X|ZE=dl, Ol= 2|t 2 MEiE|= BIE XtA|7F 0|0 BEX2| X2 2 7+&EE|7| thE0|
Cf.

rt

QCLt & QColl Z=&t=|7| sl XHele] £ = new-view HA|X|E SE35| 2| HEtX| 26t AE
Afete, Atlo] 2|H el ROl RE8 =S Hetstl sie £50] 2 2HgEH 2|0 43X 242 50%

MA & 4= U= 7|22 7HECt

C. A&X Hl2E|(Validator Penalties)
HXE A52 of AEAt= L3 20| MYEICH
o OIHM S 2 &5t AfZi(slashed)
o MZEMZ XalistH FX|(suspended)
g ASX Tets gelots AAH HEMEE S5 MQIKIEN HBAS| M52 FAST, o1 43Xt &
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o Sv_pSE2Z R US| 1S M 3L,
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o S1(i,v)$= 2l A $iSo| ABKITL & $vSel| 2|H{RICtH 1, JZX| otom o,
o SE(V)SE H[QI0] B HS $y$o| 220| gloH o, glom 1,
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ZQ2 A2 AR AL E2 gZILT ZQuollM 2HElEl AEA T2 YA3 S AEsiTt. AE A= 0
SHEYSE[0] Rlon, 82t6H HO| g= gZIL E2 ERA FO{sitt.
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IX. &% 9131 (Future Research)

ZQ2 &M 0|=, A7 A VN2 OHE EH0f| 8= F1 X[&& ZAo|Ct.

A. EAE %X} 2tSsHPost-Quantum Cryptography)
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