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Transaction
1

Transaction Leader State _| Transaction Transaction Transaction
2 (PoH Generator) 0x23432 ‘ 1 2 2
Transaction
3 >

Verifier 1 Verifier 2
1.Messages sent by users
2.Ordered output sent to v
‘M e State
3. Votes to confirm the state 0x23432 0x23432

Figure 1: Transaction flow throughout the network.
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PoH Sequence

Index Operation Output Hash

1 sha256(”any random starting value”) hashi

200 sha256(hash199) hash200

300  sha256(hash299) hash300
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SHA hash 62£51643cl...

256 count 510144806912

SHA hash 3d03%efé62e...

256 count 510145855488

SHA hash c43d862d88...

256 count 510146904064

Figure 2: Proof of History sequence
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PoH Sequence With Data

Index Operation Output Hash
1 sha256(”any random starting value”) hashil
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POH Sequence
Index Operation Output Hash
1 sha256(”any random starting value”) hash1
200  sha256(hash199) hash200
300  sha256(hash299) hash300
336  sha256(append(hash335, photographl sha256)) hash336
400 sha256(hash399) hash400
500 sha256(hash499) hash500
600 sha256 (append(hash599, photograph2 sha256)) hash600
700  sha256(hash699) hash700

Table 1: PoH Sequence With 2 Events
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AE UESHE=

hash 62£5163cl...

SHA256 count 510144806912

[:input cfd40dfs. ..

hash 3d03%eef3...
SHA256 count 510145855488
input cfd4£0df8...

hash 79a5dfldc...
SHA250 count 510146904064

Figure 3: Inserting data into Proof of History

A= ddsh= O 2QF AZIECHEM F2 AlZE Lo ZE|Z0 HRE 2 Zeds 458

Core 1

Index

Data Output Hash

200
300

sha256(hash199) hash200
sha256(hash299) hash300

Core 2

Index

Data Output Hash

300
400

sha256(hash299) hash300
sha256(hash399) hash400
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Figure 4: Verification using multiple cores
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PoH Generator A PoH Generator B
Index  Hash Data || Index Hash Data
1 hashla 1 hashib
2 hash2a hashlb || 2 hash2b hashla
3 hash3a 3 hash3b
4 hash4a 4 hash4b
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hash 99%ada5ldc... SHA SHA hash 62f£5164cl...

count 310146904064 256 256 count 510144806912
hash 2z£d23423... SHA SHA hash 3d03%eef...

count 310145855488 256 256 :'01:;1: 25::;;35‘82535488
SRS S SHA SHA hash 79aSldzc...

coun 3 14053 Vb4

input 79aSldzc. .. 256 256 count 510146904064

Figure 5: Two generators synchronizing
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Index Data  Output Hash || Index Data  Output Hash

10 hash10a || 10 hash10b
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PoH Sequence A
Index Data Output Hash
10 hash10a
20 Eventl = append(eventl data, hash10a) hash20a
30 Event2 = append(event2 data, hash20a) hash30a
40 Event3 = append(event3 data, hash30a) hash40a

AHA7HZ70E wf Event3= hash30aE &5t |04, 0] O[HIE O|F A A0 S sHA|7F EXSHA|
oromi A|ZIA AFEXH= A|ZAT} 25 OIX|EHL|CH B2 [N ZAS Za}0|91ET} O[HIES BHEst

o - =

|
A SE] gt O HIE T} 2J2i=! mimtx| MAEl SiA| £2 HISHEILICH 22t0|otEL Dix|gtoz &S

5
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ofo[XQl PoH HdXt7r 22t0]1E OHIE SHAIS MEHdsts A YX[sH| ¢
Cf|OE{2E M| ZE5t= il OfHHIE H|O|E{<f DFX[I o 2 ZEE SiA[0f Chet MBS MEY = ASLICH

PoH Sequence A

Index Data Output Hash

10 hash10a
Eventl = sign(append(eventl data, hash10a),

20 Client Private Key) hash20a
Event2 = sign(append(event2 data, hash20a),

30 Client Private Key) hash30a

40 Event3 = sign(append(event3 data, hash30a), hashd0a

Client Private Key)

O| Hio|E{2| AB0l= M ASB0| HRsHH, O SHA| O|F1Sf SHA| A[ZAOAM ST SHAIE Z=3[5HOF 2iL|Ct.
A4S

(Signature, PublicKey, hash30a, event3 data) = Event3 Verify(Signature, PublicKey,
Event3) Lookup(hash30a, PoHSequence)

O 60 M AFZARE MISe 32 W E AR 7] |3HA| oxdeadbeef...7t ZXHi5H{OF L
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HA256 hash Oxdeadbeef...
\ s count 510144806912

~
input: event data bask @ de. ..
P count 510145855488
last hash: Oxdeadbeef.. SHA256 input OxcOdebab. ..
event hash: OxcOdebab...
J

User event hash OxcOdebab is generated
with the hash Oxdeadbeef. It links
Oxdeadbeef to the next generated block
OxbadcOde. Which prevents a malicious
Loom from reordering the events in a
hidden side sequence

HA256 hash 7%a51dzc...
g count 510146904064

Figure 6: Input with a back reference.
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Figure 11: Executing BPF programs.
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