2EZX| 7IA(Ontology Gas)

SHE} BI012.2 0|7 CIX|EXIA 2F21 X H 2 EH|517 F0I5F =~ QI 2 Clt A 1202 B{oIE]

i ——— L O L= T A
20/07, EXF ARE FX = 5/X] FELICk 1 LIE0] 6 2 + QB2 Helet HE 55
S SlsfMfi= RS B TSIAIAL) 22 T FH| S0 2OI5IA7] BIEILICE ELFD = st Hod= 1
8o FIMN U HEHNS HAGIX] g1, FSE Hi2o| ofst EXt Zrfof cs0f ot Hel = X/X/

gon), Ext £42 EXXt0)A P& EL|CH

|.

271 (Introduction)

EXI(Ontology)E tMICH =2 SEEXQ UESITO|XL JE AYL ADE HEMEE &§

ot

N

rio

EXIE TS| E1'=’E' HQlo M HEli=[= MH|ARFOFEZER(AH|0|M S X|HE 2 OtL[2}) 2E=X| =2
O = JHLE OfE2|AH 0| HER! MRl CHst TR EZ 00| HA T X|gfLC.
2ol aF0 M 2E2X|= 24 MY =9 3(DID), =4 HlojE wEt =2 le|3(DDXF) %

A AR Y 7 (K|t EED 22 EH2 HE RES AlS6iM MITLICL
o] &M .i'Eié Ontology2 dApp 7 2 A&tz JHYXIE fIst 710|= &2 104, Ontology
I.OFol- __I.LA‘l _9__).\_0-” EH

u
H
=

o

.LI
o

Ol= C}Ofst 2| AA S EFA Xt

[ Ry |

H

et
50
rr
e

A
T

ol

f

o
o

olr

(m]|
mn
ol
N
==
mE
>
Ral
J
[ l_l
o
I
E
N
o0
g
N
==
e
=
ox
=2

o
>
[
=
I'IJ
Hn
=
_l:
J@
g
=
0
rlo
~
=
—t
—t
1)
[¥p]
I~
I~
r—h
(@]
.
=
n
iy
D
I~
N
—
oJ
<
=
-
[
<3
v
(-
é
=
s
i
o
:I0|__I
Okl
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E|AERIOIME s 2 A nfF o= FpATf 2EEILICE HAEY ES 2 0] 2/5(https://devel
oper.ont.io/applyOng) £ Saff A& + Q&L/Ct

2EEX| EBAE ME|A| (Ontology Trust Ecosystem)
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2X[9] =2 C|X|E X|Zf oiZ2[AHI0]M ULICE. XY Xk 2e] H M3 22| S XLt
2iC[0|E0f| M S 22| 7| SE= ONTO2| €87 2 Aoz J[oheh 4= AELICY.
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e M22 ONTID &%

ONTO Cr2ZE£ 0] 2/ 5(https://onto.app/en/download/) € I}2}FA|L.

OWallet

OWallet 2 2E=2X|2| CIX[H X|Z ClA3E S20|HEYLLCY,
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o HE|A|J(multi signature) 7|& S AFEst L8 X2 22| 3 37 X2 XA
o AE 22| € 2fX(ledger) XI¥

o LT AH|0o[3 22|

e ONTID - Agl 22|

OWallet CF2ZE=£ 0] 2/5(https://github.com/ontio/OWallet/releases/) £ [I2}AL.

Explorer

=2=2X|2 37 M| AF ML o2 E8X|2 &3 ZLEZS XHeLCt

Hi

0] S0

1>
T
_>,'_
_>,:
0fo
ol
<)
[m
11
-
Pal
=
Z
2
il

Explorer= EZZHM S{{A
2H

l,
E|, ADIE ZHESE S22 213 §|0|E 2 7

‘ Explorer

Explorer &£2 0] 2 =(https://explorer.ont.io/) £ LIEIFAHL.

ONT ID, ZHEHE 3jA|, 22
f

5
HE o+ AU

L. C Hi i (Deploy a Node)
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Triones ' E | Ontology MainNet

Triones =E= HE3 g2|of &0{st= £7|(bookkeeping) = =0(|0{, &e| LEZ X|I5t & ALEX}
=9/ ONT AH|0|Z EE% =gl _EEICHOF LICY.
ClMIE|E B gto| 2 MH = 07|(https://medium.com/ontologynetwork/triones-node-in
centive-model- dbcb175f4728)§ SelotM|L.

S7|8l £ | Ontology MainNet / Polaris TestNet

7|5t LE= HER 3 go|of £0{5tX| 2o, Triones(£7]) = =71 MAst 2£0H S7|SHELICE

Ctol I C | Ontology Privatenet / Polaris TestNet

2E2X|= Z20[8l HIAE SHFol| M S ?le

r°l'

Y == HERIR BIZE X HEL(C

L E H{=Z 710| == 0| @3 (https://docs.ont.io/ontology-node/node-deployment)ZE 2t
N
il A (Whitepapers)

27l 8 A (Introductory White Paper)

o H0j(https://ont.io/wp/Ontology-Introductory-White-Paper-EN.pdf)

o &=0{(https://ont.io/wp/Ontology-Introductory-White-Paper-ZH.pdf)

o ot=0{(https://ont.io/wp/Ontology-Introductory-White-Paper-KR.pdf) #:
@Sunghwan Kim

o U|EZ=0{(https://github.com/ontio/documentation/blob/master/nl-NL/Introd
uctory%20White%20Paper%20-2%20Dutch%20Vi.pdf) #: @Mark
Westerweel

o A=20{(https://github.com/ontio/documentation/blob/master/jp_ JP/Ontology%
20Introductory%20White%20Paper%20JP.pdf) #1<: @Miho Nakauchi

o A|QI0{(https://github.com/ontio/documentation/blob/master/es-ES/Introduct
0ry%20White%20Paper%20-%?20Spanish.pdf) #H<: @Alejandro Garcia

o E7|0{(https://github.com/ontio/documentation/blob/master/tr TR/Introducto
1ry%20White%20Paper%20-%20Turkish.pdf) #1%: @Hakan

7|& M (Technical White Paper)

o Joi(https://github.com/ontio/Documentation/blob/master/Ontology-technolo
gy-white-paper-EN.pdf)

o £=0{(https://ont.io/wp/Ontology-technology-white-paper-ZH.pdf)

» St=20{(https://ont.io/wp/Ontology-technology-white-paper-KR.pdf) #H:
@Sunghwan Kim

o H=z2t=0i(https://github.com/ontio/documentation/blob/master/nl-NL/Techno
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https://medium.com/ontologynetwork/triones-node-incentive-model-dbcb175f4728
https://docs.ont.io/ontology-node/node-deployment
https://ont.io/wp/Ontology-Introductory-White-Paper-EN.pdf
https://ont.io/wp/Ontology-Introductory-White-Paper-ZH.pdf
https://ont.io/wp/Ontology-Introductory-White-Paper-KR.pdf
https://github.com/ontio/documentation/blob/master/nl-NL/Introductory%20White%20Paper%20-%20Dutch%20V1.pdf
https://github.com/ontio/documentation/blob/master/jp_JP/Ontology%20Introductory%20White%20Paper%20JP.pdf
https://github.com/ontio/documentation/blob/master/es-ES/Introductory%20White%20Paper%20-%20Spanish.pdf
https://github.com/ontio/documentation/blob/master/tr_TR/Introductory%20White%20Paper%20-%20Turkish.pdf
https://github.com/ontio/Documentation/blob/master/Ontology-technology-white-paper-EN.pdf
https://ont.io/wp/Ontology-technology-white-paper-ZH.pdf
https://ont.io/wp/Ontology-technology-white-paper-KR.pdf
https://github.com/ontio/documentation/blob/master/nl-NL/Technology%20White%20Paper%20-%20Dutch%20V1.pdf

logy%20White%20Paper%20-%20Dutch%20Vi.pdf) #%9: @Mark Westerweel
o A=20{(https://github.com/ontio/documentation/blob/master/jp_ JP/Ontology%
20Technology%20White%20Paper%20]JP.pdf) #1%: @Miho Nakauchi

MEHA| ¥ M (Ecosystem White Paper)

o H0{(https://ont.io/wp/Ontology-Ecosystem-White-Paper-EN.pdf)

o &5=0{(https://ont.io/wp/Ontology-Ecosystem-White-Paper-ZH.pdf)

o St=0{(https://ont.io/wp/Ontology-Ecosystem-White-Paper-KR.pdf) H:
@Sunghwan Kim

o UE2t=0{(https://github.com/ontio/documentation/blob/master/nl-NL/Ecosys
tem%20White%20Paper%20-%20Dutch%20Vi.pdf) H: @Mark Westerweel

o AU=0{(https://github.com/ontio/documentation/blob/master/jp_ JP/Ontology%
20Ecosystem%20White%20Paper-]P.pdf) #19}: @Miho Nakauchi

|23 WA (Framework White Paper)

o J0{(https://ont.io/wp/Ontology-Framework-White-Paper-EN-2.0.0.pdf)
o Z=0{(https://ont.io/wp/Ontology-Framework-White-Paper-CH-2.0.0.pdf)

ol a} i A| (Infrastructure White Paper)

o F0{(https://ont.io/wp/Ontology-Infrastructure-White-Paper-EN-2.0.0.pdf)
o Z=0{(https://ont.io/wp/Ontology-Infrastructure-White-Paper-CH-2.0.0.pdf)

Eg{AE =223 WA (Trust Framework White Paper)

o Ho{(https://ont.io/wp/Ontology-Trust-Framework-White-Paper-EN-2.0.0.pd
f)

o Z=0{(https://ont.io/wp/Ontology-Trust-Framework-White-Paper-CH-2.0.0.p
df)

Eg{AE W7 &|7| (Become a Trust Anchor)

EZ{AE WF{(Trust anchors) = 2==X|2| 24 MY HES|3 o YL0|0, ERHAE HEYI L T}
2 ANEXS0A X 3Y AS MH|A E HSELICH EHAE W7o A2 JHQIRE HE 7|2, =Xt

x| S PLE 483t 4 QUALITE

dApp HI=517| (Submit a dApp)

| Fok5t 0 X|ELICE dApp 2 W3 i E0]|0{ 7 R/LIE| dApp 2E0
of S22 sttt o] 213 (https://oodapp.io/)E WEFEA L.
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https://github.com/ontio/documentation/blob/master/jp_JP/Ontology%20Technology%20White%20Paper%20JP.pdf
https://ont.io/wp/Ontology-Ecosystem-White-Paper-EN.pdf
https://ont.io/wp/Ontology-Ecosystem-White-Paper-ZH.pdf
https://ont.io/wp/Ontology-Ecosystem-White-Paper-KR.pdf
https://github.com/ontio/documentation/blob/master/nl-NL/Ecosystem%20White%20Paper%20-%20Dutch%20V1.pdf
https://github.com/ontio/documentation/blob/master/jp_JP/Ontology%20Ecosystem%20White%20Paper-JP.pdf
https://ont.io/wp/Ontology-Framework-White-Paper-EN-2.0.0.pdf
https://ont.io/wp/Ontology-Framework-White-Paper-CH-2.0.0.pdf
https://ont.io/wp/Ontology-Infrastructure-White-Paper-EN-2.0.0.pdf
https://ont.io/wp/Ontology-Infrastructure-White-Paper-CH-2.0.0.pdf
https://ont.io/wp/Ontology-Trust-Framework-White-Paper-EN-2.0.0.pdf
https://ont.io/wp/Ontology-Trust-Framework-White-Paper-CH-2.0.0.pdf
https://oodapp.io/

H|ZL|A g1¢] (Business Collaboration)

Exel 7|gt ERMS H|= dEStN ACH 2E=X|2t HUS

L|AOf
nt 10/C0ntact/)§ Adetet o~ QL

l(>|I

|2ot= 71¥2 0{7[(https://o

2EZX0f 2 A= 71el2 o] @A (https://ont.io/join)E Sall ;S XIS & = USLICH.

AZH517| (Getting Started)

dApp 7l 2pgof| chst zt=fst
Z2X|= dApp 7HY M-S G50 F10, JHUXL X7| &g M E 35350 dApp i ol 2=8HX| =
o

O
=7| ol A5 £F8S MESctd AL

Androld Command Line

| r I |
dApp Client ll utncam " dmcnun II | I '“lgff I I :I Android Wallet (Java) I | { I Ontology-CLt I |
4

. tract Tooldt
Toolkits Oevelopment ~ Smartcontract Tookdts Private Node Toolkits Demo or Template  Tutorials & Video
Smartx Punica-cil
I Punica-cli-py I I I I """‘ I I Template ” I I....c...l I Punica Box I I Tutortals I
no Wallet
= I S B R I

App Server
dApp cCleat (AAPD 108 Watiet (TS) I dApp Server (TS) I I dApp Server (Pythom) I [[ontotogy-cui || sign-server | (Java)

S ) G ==

Ontology Nodes
1 Mnmﬂ_wouocnl ||

Node 1 Node 2 Node 3 Node 4

dApp 7|2 (dApp Fundamentals)
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dApp 7i&2 3 & Qaz FIEILIL OsHE = AFLITE — A0tE ZIEME T2t dAPT S8t

dApp Backend } [ dApp Frontend

Pl
Fetch account balance i

and transaction history

[ Provider SDK

Explorer API Wallet

Synchronize block

Ontology Chain

e dAppO| A2l M HIO|EE S7|=2tst HHO|EY HR7t /S M, 2E2 XS] SDKE AHE3H7L
Restful QIHH|0|A = RPC QIHI0|AE S = USLICE SM gt 74
QASO| CHEE MR AlefS 2elsh EMQ.

|

M
ol
2
©
fujn
4>
0gt
ok 2

*dApp SIS = HHEA| TRsH FA| K710| OfELICH YU dAPPS WSS T2 5% 2 45 U

- S dAppol 2N DS SAl 7|5 RS 9 E2S LR ¥ 4 YALICH 17 F2, B
LR0| wfet E2S 2HE 4 YBLICL ADLE HEE0| OEP4 7|51 ADIE HEE ME 3=
S D8 It AL

- U= £4 20| dAppS H0|EIS HIQIo| Mo} & iz ALt

dAppel 7|2 222 ADIE ZIEE He| Lo kI ELIL. 2E2 X7t HEdh=
HBIE £ S F0{F0, Z20| W2t CHE el 2E2X[2 HAEMES 0t0[ 2]
t2E2X|= ADE ZHEMEQL HSEESHY| 9leh #& 2EH[0|A(dAPI)E H|
HXIX| 20 He|SHA dApps AF8E 4= AUES BILICE 712l 712 SO 2/
H= dAppel lial 22 7ot &EE f

ro

2

>

Ofo

Ral

N
ne mo pe
> on

o i 7to|= (https://docs.ont.io/guides-and-tutorials/development-guides)
o ¥ 7t0|= (https://docs.ont.io/guides-and-tutorials/integration-guides)

ADIE ZAEAE 7|2 (Smart Contract Fundamentals)
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Hu

X|E SmartX 2t= IDES HZ5t0, 0l= Python, C#, JavaScript(2 XI¥ 0I¥) S Atgst
WS XIRIBLIEE SmartXofl= LH’“ 2{mtelz|7} Qlof 2E2X| EIAEY(TestNet), 2
2to|8lull(privatenet), 12| 0 of|olLi(MainNet) 0| AOIE HEME S H{Z51 1 HAE

Loof thefet SEd s 71 E*'“E'% EZofotal AN, ZHEXLL AX|LHS0| 28 & s

=2 M M
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o ADIE ZEZME (https://docs.ont.io/ontology-elements/smart-contracts)

EZO0|M = HiE (Deploying a Node Locally)

2=EX| LE= 2Z 0{4lof BfZst0] dAppat AOIE HEME 22| S HAES 4 ISLICL 2= 2X|7}
N|S3H= punica suite = 7Y Z2|UYIEN, 2= ¢ £ E ZSFILICE

o dApp 7H =33 (https://docs.ont.io/developer-tools/punica-suite)

Ofz= ZA T M Xt g El= 80t /gl SEQILICE 0| 3522 2E2X| ZHU/|AZE XS g5t
= MEXSUA F1 Atz = SLEo = MEEH 4= JUSLICE

2 E LR 802t 7iE2 052t H2S 0I5t 5h7| 2lal &VH 2SS LT

0| 2010l dgE 2= 8012t Y Hol= 2E2 X9 ™| Lof sFdEL T,

EEx|2l (Blockchain)

ge|(consensus) 2t 2Z|(trust) of 7[gtsf 2t E5H= E52| |F 7|4 (ledger-based) HEH3
DE 7|stofE2|AH 0|2 SISt 2ne|E S8 (cryptography) S AtSs L81E 2|2 40| 7|
sl &gl Cf,

-E (Node)
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£E (Block)

EHMM 7|20 sff EHEM sjA|2 el SE == JE THRIILICH EE 0B = 2= = E0i|AM
2 (open), £YstH(transparent), 2 (accessed) & S7|sl(synchronized) 2 4 A&
LICE 252 M 2lofM2] =0|(height) £ &ZE =~ USLICE AlZE S7|stet AZE EE559| g2 22
Moz S5X0IS FdeL

*2ERX| S2HOI2 o 6X0ICH M2 20| YNE|E #E 22 WA £ES HTBIC,

-

HEHoz, EMMUE 58 H_H-'P g9 JHAOI'—POPF_*Q Ofs gLt stX[2t SEX| 2o M= HIES
3 E =

e 2t E

E3 (Tokens)

ONT 2t ONG = 22X H[2!2] H[0|E|E EZLICY.
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St EZQILICE O|E X|5H= OFEZE(A|0|A L{of| A it
EMEEY = JAELICE ONTO 2| dAppS EtMis HM|2. ONT = CHE CIX|E Shs| (o
=)Lt HEStH| (0f]: USD)et meter 4~ 9lon{) Binance, Huobi?t 20| ONT £ X[
Z0jM 7 SLICH
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El
o
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ONTS| EH:

=E2X MM AH0IZS et ABEA EEC2 AEE 4 AUSLICH
o S7tseLL &, E22 &4 el 12 Mg o,

HL T

E3 248 (decimal):

o 22 ONT= 24 oXl2|2 A= USLICE
« =5 =0/13920000 ¥12{0|= 0|%, 24H 9Xt2| 2 HUC|O[EE|ASLICY.

ONG

No. 10 / 55


https://www.binance.com/
https://www.huobi.com/

ONG = ONT 2+ wAfet ef= ot YLLY.

ONG<e EX:
o ONGE 2EZX| EEX(CI0|M ALS 3517 | 2T TIAZ AFEEILICH 2= 2H|Ql S T E
2R M2 AZFO| JIA 3 2 AH|BHL|C
o 250| 7HsEILICE. ONGE| Z|A 2= 0.000000001 (A gXt2| MU E)QIL|CE

E3 248 (decimal):

o 22 ONGE 243 oAt 2 A [ASLICT.
e =55 =0[13920000 ¥13[0|= 0|, 24 18XIE| 2 YUH|O|EE[USLICY.

AOIE Z{EEHE (Smart Contracts)

=t M2l el LHOIM AFE == =2 EHf2] 7|2 QA ]LICt ADLE ZIEE
|2 357._40| S5 EIH'—f% E[X] 5RUAS Wi, HIZL|A =22 Of7 [ERof et T =2 TS X210 A
LICH et ADE AEME = o] M|of glo] F&et =22t 7|sE8 =2

NeoVM

Neo 7t 0{&l(NeoVM) 2 2S2X| ADtE ZEMES Hutdst off W45= AVM HIO|E 2E £ X
2ot A=list= ATIJLICH 34X NeoVME Python ¥ C# 2= 2 ZHEMEES X[

ISt CE
X|e| 22tel IDE SmartX(https://smartx.ont.io) (Google Chromeg Edl| &H%)E &0la EA|
(@]

I,

glojdige| =223 - WASM (Web Assembly
Framework - WASM)

Al
‘58 PIII'_ AL OHEEIﬂIOIHE SEEII “Eﬂ"' S ArEsto] 7z
Cz oo dojd=a| Aol MlE 4= ASLCEH X WASM =2 Y2
2letL|C},

C|X|% X|Z (Digital Wallet)

AFEALOX Y SHH E MEStD €88 U
CIXIE X[E 71X /&L Cyano = 2
Z Ml3%0, OWallet 2 QA3 & X[ZL|Ct.

. 2EEX[= S AR 7hset M 7K
2121 X|Z0] 12, ONTO = 28I O E2[7H|0| M HEN
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https://smartx.ont.io/

dApp - 5235} 0j=2|#|0|M (Decentralized
Application)

253t OHEEHIOI“(dApp) 2 H|ZLA 225 25| flol 24 AIAEO[L HER A 2] 7|1} Y
AE HF{LIES +HELICL 2E2X|= Z| LI 2t SDKSE H|35101 dApp HE S X[@IfLCt.

B2|X| (Bridge)

E2X| H2|X|(Bridge) & OEP-42 ORC-20 EZ 7t nstnt 2E2X| FA(a-)2t 0|E2[F F
(ox ) 2t ONG H&2 XIigiLct. #50)= NFT Ha= |%%E+o1|@a:utr.
oIAZ==E2{ (Explorer)

AAZRR = 2LEZX|Q| A2 AB7|(trust verifier)LICH 22

= Eai E
MESHA|, 25 =0|, ZHEME SllA| 32| AHEXE AESI0{ HE|5HH| X3l 4= U5

OEP - 2E2X| 7|M H|2t (Ontology Enhancement
Proposals)

OEPs = 2==X| Z2|J232 H|O|E|2 EZ ONT, ONG E 7|[He= 5= E2 4 E2 Z=EZ0] Cf

SDKs

SDK = MEAL A E2E = UAEE 75 7| Xetet ZSULILE 2E2X = F2 22T 2
0 =0l SDKE H|S35t01 dApp 7HE S X|EHL Tt

dAPI

dAPI = 2E2X|7| M35tz APl 52 &5t= 0{ILICE

Restful API

 HTTP 23 = 21 7iE SHS 2ot 2X|2l HI0[HE M= o f8&LICt.

M

RPCAPI

JSON-RPC Z2EZ S AIZ5t0] 7oiEl 12 Z2AX £&(RPC) API 2L|Ct. HTTP 23/3% 2
AtE3H CIO|H S S4IRHLCE.
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Websocket API

H27(Websocket) Z2EES AHZSH0 TRIELICH L EF X2l AtO|of| FUgk WA S J7YSI0 Xt
22 H0IH 282 75t °“—|Ef

E| (Entity)

=it HERIZ 2| BEfof| A QE|E[(entity)= 70!, 412 78 22
| 2 £ AELICH 2E2X[2/ ONT ID QP DDXF Z2EZ 2 HIE]|

= El
dret LIERIZ0|M Xt & wetste Ciefet 7|sS +de & AUES L

ONTID

2E2X| HEXAZ| HE[E| off HSE CIXE M =2

DDXF

DDXF = Distributed Data Exchange Framework(&£4! C|0|E| gt =2 9|3) 2| kX2 2
=EX|7t 47|5t0{ E23l(tokenization) 2t H|0|E{(data) & 22 (claims) 2| 72HE OZ1Z2]0]
AE Edlf 7ts5H| gLich

2|22 (Resource)

DDXF 29| 2o A, 2|AA(resource)= OFIZ|0|A0M MSEl= 2= A 20[fLICH 2|AA = TF
X U= 220 L2 B8 IJH CHah & 2 QU0 FAIEC| CXE A2 & = el ZERE Z3HEo| o

A5 0L AEZ|X] SLICH met A|ARS S5l o[2{sh 2[AA0 Cist wgh(exchange) 2t T
&(transfer) ==

222l (Claim)

Z22)(Claim) 2 4I2| HER A W EF J&0llM 7HX| & 7t = AS 7hsst At ZY(verifiable
credential) O|Lt 2|#3} 2 El FZ(ownership related assertion) IL|Ct S22 749l O
O|E{(personal data), C|X|& M%’(dlgltal signatures), &4 (attributes), S2|& 2#|0j] AZE
25 ¥ell(ownership status) Sat 22 HEE LIEHL = Ol AFSE £ ELICE

ME| HIEQ|3 (Trust Network)
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Mz| HESL|A(trust network) = 24t HE$|3(decentralized network) =,
W (verifiable credentials) 2} 12| H|7{L|&E(trust mechanism) 2 AtEs}t
CIX|IY EZ2(digital tokens) O|L} 7|E} EZ&}El XM (tokenized assets) 1t
SHRfLICE

reorr
u
n

=2 (Nonce)

=2(Nonce) = 55t EM(cryptographic communication) oM A &= @le|e| 4
(arbitrary number) L|Ct TF 5t #1BE AR S 5= QISLICH

ONTID

2E2X|Q E5 et AE

—

2EEX|(Ontology) 2| &5t A =223 ONT ID(https://ontid.ont.io) = W3C #1¢t
o e EtEZYst AEXet AT 7tsot Xt S| 7 (8ot BE st 1 =23 L|CE 0]= 7Hel, 7
E

BH R, KA S CHFSH QIEIE|S EIE QS YIEY 9 SUS HEYT BE0l|M AlMstn AS AT &
UCE HAEUSLICE 7RI, 7]t x|, 2 = S CHeFet AE|E[of CHa CIX|E 2 &S 7|8 A S Mo
n
1°

- )
F0i5t= O AFEE = ASLICH

f

olr

ONT ID Z22l¥ 3= 22X &|2lojat F&te/X| Z&LICt 0] 8412 0/C{2[2(Ethereum) Zf
Hfo[HA AOFE #[2l(Binance Smart Chain) 0= F28/%/0{ 525t 7|52 o5 LHIEQY S0 =
SHAfBILICE

ONT ID = H|0|E Hsh £0{2t AR &QIS 2[5t X7 |FH (self-sovereign) A|ARIE S

Xtof[A| T -gst SXHS FOIRLICE ID 4, ME) UH0|E 3 7|Ef A &e| MA| 2ty 2 2

S| 0 EFSUSHE WAIO 2 0|R0{X|0Y, 0|2 S8l MEHH| LHo| A 2Pot= AFEXHE XAl HAZHE £ Q=
X Sk A El -

= o
= CO[E{0]] Lt 2tEet SHIQF A7HE 7HE o= UAGLICH CHEeh HEfAo AZE JHE ID= 0

ol(delegate)t £4(attributes)2S 7H& = US AS 7tset Xt SHe| HEf =, AE[E|= T|O[H]
A9d, B2 Hsh FEM0| cist 222 dMstE AEE = AUSLICHL HEX o &8t o AEIE|E O]
£ 4alist 4 Q17| i20f|, ONT ID T3 = =2 59| ef57l(disintermediation)E & A

o EtZorsl(Decentralization)

o X}7|FA(Self-sovereignty)z} 22|

o IZ20|HA| S (Privacy protection)
» HOk(Security)

o A8 20|4(Ease of use)
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Claim
Factory bring qualified customer(s)

to web-apps

anonymous credential |

Ontology mainnet :
| R O g R A I EL e b Rt AR AT i S P SNSRI (e T S T
I
I
I

W\ ONTology

Yy
- N ONT ID management N ( 7
———— map ontology domain -————— : :
with web-app account Ontolo I
— Vg)eﬁ_—ralpsp PP Name Syg'yem —»: :
ONS) . @ 2
I IS
I O g :
: Z S e e e —y
— 3 3
I o 2. : |
8 3
~ ONT ID Signing | < =1
Web-app el Signing SDK server | : |
I
| | |
- S— e __ )
‘ |
) |
I 3
I I
I I |
I
~=—1 Web-app [—--——- | |
I I I I
I I I I
T . | |
- Sign machine ——| Claim store - —: : |
| |
| |
o T T T N I
: | | : |
ONT Auth Delegate and get notified : : : I |
for for new web-apps ———! Web-a |l — - !
End user(s) i s ] : : |
I I | I
. }i [ by
S(e}lli‘;is:lvsetr::gn claim and proof e kot b ’ : : |
I
I
L |

w
=

ent Features)

Of2fl= ONT ID Z&f| 32| 2 7|s= L Lt

H ™ t7{L|Z (Account Mechanism)

x| =29t AZAE|N 2E2X], 0|HZ|2, HIO|'HA ADFE &1 ME{7{|2] OfZ2|#|0]M 2{|0|0{0f| M K| E]
= A" HFHUE.
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A2 AR 2l M2l EA (Cross-chain Identity

Aggregation)

Olci28, 282X, BSC HIolof HzE! st HE2E ot o12i510] 9212 (Oracle)Tt 212 QTH|! At
olof

1T
A HEO 2 28Y S KL 5t 2E= X[t e MQloi| 242 BiZE ONT ID ZHEME 7io[ 32
AH|2l SAE RS,

—

J

HE| XA K| 2 (Multi-asset Support)

HIEZQ!, O|HE|F, 282X S 03] M2l XHihs X|AgfL(Ct.

ME FHZ (Credit Score)

Pl
pal
HL
30
| >
o
Im
ail
Im
w3
Im
o
1o
Im
1"
:>||:
>
i)
o
on
Im

2T H|0|E|S 7|2Ho = F 40 2OjE|s BE E

| SHS Q761 ZEHE(0) BEE CfE) 0 MHIAE 0/28F +~ Q=
E 71521 0Score £ X/&elL|C OScore 0ff CfsF XfA|Et LIE

X7 =3 A2i(Self-sovereign identity)

ONT ID 2H2tof| M, HE|E|(entity) 2t= 0= L2 2|0[&fLICH:

o JHel(Individuals) - ONT ID2| 7{& AF2X}

o WX olE|E|(Legal entities) - 7|2, =%, 7|Y S
o ZHHI(Objects) - FCHTSH XtSAE 10T 717| &

o ZHIX(Content) - o171, &= 2HX S

&12(identity) 0/2}= &0/ 252X ME| HEQ/F LI0JAS] HEIEIS| IS 23] ojOjsH =
x—/o/ ZOBH L}

ONT ID = 7|2X o2 A|AH HQ| Lo M| AlHX} (identifier)o'l-lli HERFo| 2= AE|E|[= XA
A #2|5h= 2EEX| A'HXH(Ontology Identifier, ONT ID) £ 7HX|A| ElLICt

AEXE 2E2X|2| ONTO XS A28 XHAIS] ONT IDE SE5& 4+ USLICE CHREE g3 = 047((
https://ont.io)0llA =tolet o~ JUSLICY,

=E2X SEX2I0f|M, stLte| AE[E|= 0121 72| 7HE IDO|| CiSE = /204, 0] 021 IDS At0]0f] O
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ONT Auth 2 Signing server AMH|A= 2F2X| 0| Iullof Bz =[O Q&LICH

MY MH{(signing server)& Z|E ALEXES] ONT IDE OfZ2|AH[0|M LAY A|ARID AASH= W=
MH[AYLICE MY AfE{0f] EHoF O B2 H&E= 07|(https://ont.io)ollA gfelgt = AELICH.
MNE A|AEIZ o5t 2|3 0]z}
(i — I == TI C
(Workaround for Traditional
HNSHR 7 |HE2 FHeE 52 25| St A|ARS ER5t= 20| LU QLICE M2kA 0f2{sh
ALIZ| 22 A AL E B0 F1, 252X = 5Y3etEl A[AEHO0|ONT ID £ S&i5t AEY = U
£ QA02REE HNLISLICH
) ONT ID management ‘L—\ (T |
———— map ontology domain —————— : I
Web-app with web-app account Ontology | :
Name System —— I
( ONT ID (ONS) i g g :
o |
I O o
_— Lz €
) BERS ¥
8 3
> ONT ID Signing < =~ |
~ Signing SDK server i :
I
' |
Web-app TP, /
3
generate, map
and manage
'
ONT ID
|
delegate

I
|
1

End user(s)

S AIAEHS 9I5t 2 30/2H2
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S M, ID= ArEXtofA ghete 4= 9l
o|5t =7

—

OII

ONT ID 2| owner &= OHZ2|H[0| 0N Z|F AFEAIZ HEE2
SLICL HEX 22, ONT IDE AFEXIZRE OfEEA 0|8 M 2 AEZ QYEILICE 0|2 2
A0l ZH| 2|04, A8 A= sliE RS 2Bt 24 0[2{8 ‘9|’ & SI5HA ElLICh

=T 10—

Jlamoz, 9|28 ONT ID & CHSTH 22 BeiS 438 4+ UsLitk:

o o AsHE =
! €2 HYs o, 20rE

. MRIP CHAL AJAE LHO M SE(registration) ¥ 23¢21(login)=t
S2X| Mol AN 4 AUASLICE

Ontology | Ontology
i H Blockhain
; Blockhials ' Claim Verifier
Claim Issuer |
3. Claim issuer A
transmits the :
hash to Ontology ]
e blockchain : 4. Owner I
1.ONTID 2. Claim issuer ' sends the
T Sendsia signs the claim > 10a7rm.. | | claimto a ——— > 10a7m...
claim request and sends itto ' claim verifier 5. Claim
along with their the owner ‘ verifier
ONTID ' queries the
H blockchain to
verify the
claim
ONT ID ONT ID
Owner : Owner
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End-user
* - ——————- I
SSI SDK

6. submit credential

v > Trust
- Anchor(s)

Credential | I |
Consumer L ? 3.1. user ilnfo verification

4. issue credential
1. query TA servioes and 5. send credential
register consumer Lo

[
7. on-chain verification l ' v l 1o
[

[ Ontology Trust Anchor Gateway ]

3.2. on-chain attest

! v
[ Ontology Network \‘ ONTO|Ogy ]

ErS o3t AMHX} (Decentralized
Identifiers)

S5t AEXHDID, Decentralized Identifiers)= A5 7Hsst X7
CIXE RS 7155t She ME2 fdol AEXE, W3C 25t AlEX
|5

LICH sHE ArE2 07| (https: //www.w3.0rg/TR/did-core/)0ll A

|Z=#(self-sovereign)X
P HZ 350 2la 7HL =[S

ol 4= UGLICH.

& f2|= o= Aol gt DID MM =2 ZHERis LT

HEL|3 (Network) HIAE (Method)
2=2X| (Ontology) did:ont

0|Hz2|2 (Ethereum) did:etho
HFO|'HA ADLE ®|Q! (Binance Smart Chain) did:bnb
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AZS 7tsst A4 Y (Verifiable
Credentials)

AME| BE JH (Outline of the trust model)

22X M| HAHLEL 7|82 HE 7tsst XtH &Y A|ABl(verifiable credential system)of|
USLICE

AE|E|S2 At SHES YFstal 0|F 1n240i[A| Zolsti,) 0| = Sl ?:% ALE[ 7t ¥ dELICh X8 &
otz 2F, WM, AH|Z O|R0{T H4 FZ(closed loop)7t HIZ Az HAHLIES FERILICE 2E
AE|E|= SIS HMst A &= JUSLICH
Ontology ' Ontology
; Hiockhnls: g [ Claim Verifier ] BROCkRoR
Claim Issuer :
3. Claim issuer A
transmits the :
hash to Ontqlogy ' A Ownios
1.ONTID 2. Claim issuer aCkCIG0 e B sends the
owner sends a signs the claim » 10a7rm.. | ! claimtoa ————— > 10a7m...
claim request and sends itto : claim verifier 5. Claim
along with their the owner ' ve.nﬁetrh
' queries the
SNEiD : blockchain to
verify the
claim
ONT D ONT D
Owner : Owner
CI22 0| 2-doi £0{st= FHIS LT
Xt 53U 2 8XH(Credential owner) — ONT IDE 7HX| 11 QI&LICt O] AE|E|= CHE AE[E[(XHH S
o S EXt2tn 28)7F Y32st AS 7HsSH A SH(verifiable credential)2 &lS&LICE O] YE[E|=
ol Xtz 3Y 7|=(anonymous credential technology)s Salf A4 ¥ & (manipulate)
St XA SHES At Y AH|XIO|A| ®MSILICE W2t Xt 3 ARXH= A2 ZOfXH(trust
seller)e| &t &tLiCt

Xt =9 w3 xt(Credential issuer) — ONT IDZ 7HX| 1 Q&L|Ct.
Qlall Chak YE|E|E EZ(endorse)st?| fIs A4 SHS 2Z L, f
ol (trust anchors), = %%EXI MEfAO| M Q1T A 1HI¢% Xlsot= LEL = AE|E|7F ZeHEIL|C
2] A E &

No. 20 / 55



2 5 IRt M2 LEY T2l YOI AEIEISO el Cirl 2152 MBBILICE oI5 21Ent 2t
ClOlE| Z2tolbA| HE9 8 2ERX| Z2RI0I0| IS ELICE X Y YIAHE X2 B AR X}
HEYS USR L YRS E 5 e NIBLICL X124 B LEKE AE o

=
Eot|n dElg A= 2
of

o )
2l AILFE'-ISEW ELotE|0, Of| 2 %01 HEX| A
O

S50 EH@ S ZZMAE AlEfeILCE 017]0ll= f%
UASLICE X2 SE 28|XH= M2 FORR(trust

HH o], M 7|=2 &elsl|of o= 1 8F SO|
buyer)2| &S LT
End-user -
________ |
SSI SDK

6. submit credential

v > Trust
Credential = Anchor(s)

4, issue credential

1. query TA servioes and 5. send credential
register consumer P
[
7. on-chain verification l & 1 ncpest Lo
* I [

Ontology Trust Anchor Gateway

3.2. on-chain attest

'

v
Ontology Network U\ ONTology
2ol 2Es SE0IM & 4= AKO0], o] IH0l= Ml 7HX| =2 S20| ZEHELICH:
o XtA 3YH Q3 (Credential request)
o XtA ZH Y= (Credential issue)
o X4 &Y AZS (Credential verification)

2a HHolle & oHel FH7F FO{RLICE &, At 3H LEXtet ONT IDE AFst AE[E|L|CH
AZE 7tsst XA 3Y(verifiable credent1a1)01 = X SH| E (A2 w2t Z2pE o+~ AS), T
XE MYy, J2|10 SEX21 015 7|S0| ZatEL|c Y8 7|§2 C3xt 25U Ch

o X1 =™ ID (Credential ID): Xt Z@o| 1S AlHX}

» Xtz 3Y W& (Credential content): 0|E =01 &9/ ZYMA 22 EF XA = HE

o X}Z4 Y HIELC|O|E] (Credential metadata):
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o MM AlZt (Created time): X}H ZSHO| MM =l EfQIAEH
0 '“:‘I} (Issuer): 2ZXt2| ONT ID
o #MX} (Recipient): £=AIX} £9| ONT ID
° '.’_*E AlZt (Expiration time): X2 3H0| XA}52 2 PtE2 &= UNIX EH
o H|7| HI{LI& (Revocation mechanism): H7| 228 AI25tALL 17|
Sk(attestation contract)o| XI& 7|2
o EEx|2l Y (Blockchain proof)

[l

[

o
JEE IS

AEH
x

o MY (Signature):

o 2ZXte| Z74 7| (Public key of the issuer)
o MY gt (Signature value)

ZI219] 501 ZE A0l st HZ 7fs8t A1 SE HEZ2 017]0A g2lgt + QlZLict (https://g

ithub.com/ontio/ontology-DID/blob/master/claimtemplate/en/employment_ certific
ation claimtemplate.md)

AHRIO| R, /FE= A ¢ = A1 S8 ESX0A TEEl= 2F FHo
= 2RAZEAIS ONT IDeF A SHO| "2 4= U= THE 7[2tof| Hets 9/
I.

H2 BEA| AQX A0 O3 MSH WL o0, YT 7IR0| X2 EHES AN
AN
=

1. ONT ID £ RXt7} Xt S LS X074 QA S HLHM TZAMAE A[EEHLCE

2. X4 39 H*JIP‘— HE 7tstt A4 SY(verifiable credentlal)z ét' Mol oFMSH O = 4~
MXPO A HESLICEH Xt SY2 =AIXe| 71 7|(public key)E AtEs YSSHElL|CE

3. A8XHEE IZHE|°|)'— Xt ZHo| MHESH = 0|2 Kt SH LS XI0f|A| ChA| E-HL|CH

L. Xt BH UZAt= £ BHoE H 5' Y2 etFotn XA Y| MEE ‘°1E5E (attested)’ 22
HYEILICE O|F Xt SY2 222X EEX|Q10t AQXHEE= CH2(QN)of| A MSELIC

Of TX| npd2 ?lolM BHE XA Y 2SS 22| B 1~35 72X 22 ZefgfL|C},

X124 Y ZHZ (Credential verification)

XA 58S dEsks AEolle M 7HK] £ SA0| Zetk|H, 0= ?[oM 2FE AIE22 H| 4~50

Zx|olol| =xli5t=X A5
1 O & =X] 08 ol
15| (revoked)=|A=X| &0l

[ ]

>

2
oy 1O oy

NI

N
m).ll Ol' ".”[[
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EEx|2l 7|8 AZ (Blockchain record verification)
2% 7153 X7 SEel 7|20| 22 elol EXsHER| Selsts 20| BRI L =7t 282K 224
oIt 23| S7ISHE|K| 22 42, HE ZY(merkle proof)2 At&sot0] HE 7St X4 Y ETEAM
2 75% 4 YLk
HE Y2 2 =N, 2t @A = F 71| 0|8 &5 — 2ef(direction)t iA|(hash) — € =
grefLct

o Direction: sl Ui @A} &5t {2 E2|9| 7}X|(branch)Z LIEMHLICE 7Hs3t 22 = THX|

UL[CE
o Hash: 24 H|0|E{2| HA| ZfS LIEFHLICE

M2 SYs d5cte Y252 3t €Ut

=

EZiTM0| proof.BlockHeight £ QIHAEI E20f Z&t|0] J=X[ ZQIEL|CE Z3Hz|o]
X| tom false 2 HtatgL|Ch,

2. p <— GetBlockHash(proof.BlockHeight) & Al&listL|Ct,
3. proof.Nodes 2| Zf 240 CHsl], p E Ct=S2t 20| AT,

o e.Direction == "Left" 21 3d%2,p <- H(e.TargetHash, p)
o J™X|@S™ p <- H(p, e.TargetHash)
4. pZtproof.MerkleRoot 2 Z2™ true E gratgiL|Ct, OEX| 22 ™ false E dhatgtL|Ct,

ISt Xt BY 215 2| Eff(attestation tatus)i B&st= A EQFLICE 0l=
proof.ContractAddr FAE AEsH 215 A2 (attestation contract)2| &3] QIE{H|0[A
GetStatus() E SEE2ZEM 8 a#%&ﬁ ICt. &fEf7F not attested 1 3%, F 7t EretElL

i

MY A= 2 otz A|Zt (Signature verification and Expiration time)

MEE A3 W= 370 7| ID(public key ID)E AHE5t0 371 7| 2iat 4% AEHE 7P <tof &hLict 1
02 43 €150l S50 45 82 #?ﬂ%“—l Ct.

271 7| ID9| @Al2 <ONTID>#keys—<numbers> O'LIEf

371 71 ID= 374 7|2] MEHE X 3|5t= ONT ID AOIE ZHEHE HAMEES SE5H= O AFRELICH,

GetPublicKeyStatus(byte[] ontId, bytel[] pkId)

 publicKey: 371 7| gf (16Z!=)
o status: 7tsst = 71X 2t — InUse, Revoked

ME & Zat= Ml 7HK| & siLtE o= AS LT

o MYHO| REoIX| 4= (Signature is invalid)
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10| =& (Signature is valid)
. H”é'ol S=akX|2t 37 7|17+ Hi7|E (Signature is valid and the public key is revoked)

CH2o 2, BtE AlZH(expiration time)2 EfRIOFR 7|7H0| BIRE[}=X| ({2 E SR 2M HASE
USLICE
i 7] Z1Z (Revoking verification)
S = 74X g7 | 27 HIZELICEH H7| SE(revocation list)2t 7| Z=3| QIE{H|0|A(revocation
inquiry interface).

ChE2 7| =5 XA S 2E 2 o|AIZLIC o ofjAlol= 552 URLO| Zete|0] ASLIC.

"clm-rev'": {
"type': "RevocationList',
"url": "https://example.com/rev/1234"

¥

Fl& z2] QIEHO|AE o2 S0, Fa Y7t G Alofof| ZetEl 242, 5 Alefe| 3] lEH0|A
GetStatusE =£8 M gretel JEf =71 SHEl R0 |4 2felo] 5K o2 HetELth 3H o
Ef =7} F|AE ER0|= Sl 2 HretELCH

"type": "AttestContract',
"addr'": "8055b362904715fd84536€754868f4c8d27ca3f6"

—

|4 20 F2 1R AERiel FAT HS Thset X2 Yo| 5|4 Alzto| ZSEILICY,

kil

AS 7Hs K12 S| WA

arsixt(issuer) 2 =4 (recipient) 7toll ME k= X1 ZY(credential)2| 1= E A &5 2|8H
JSON Web Token &4l& &H&st0{ AHSSHCY,

EZoI 7|2 A2 M 7HK| 2= T EICE:
o &f|C{(Header)

e HO|Z=(Payload)
« M3H(Signature)

& JWT 40| BEI2Io ASE(D], ST S5 220 A& F(custom) 40| Fo/&
ct
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https://jwt.io/

= JWT A2 22X|2 ZY(blockchain proof)2 Z0f| £7t8to 24 EHEEICE
HEXO| 4= JHs5t x|-7=i =gjerlenze E|o|ofoo 7}EIC}:

D
Q
(@]
ﬁ
'O
[e))
<
'—l
(@)
Q
Q_
U')
[
Q
>
Q
~+
c
)
('D
O'
f_l
(@)
0
=~
0
>
[e))
-
3
'O
S
(@)
(@)
_h

blockchain_proof& Y2 ZR0= ERQalX| 2oy math e X (optional) O/LC}

slici(Header)
headere= At Y0 CHst MBS ZBot= ol AHEEl= YA, MY B4l (signature scheme), 22|11
274 719] IDE Holtct,

{

'alg'": "ES256",

”typ”: ”]WT_X”,

"kid": "did:ont:TRAtosUZHNSiLhzBdHacyxMX/Bg3cjWy3zf#keys-1"
k

£Md(Attribute) AY(Description)

alg AFBE ME 8IS X MBI XIQE|= gHE0| 222 0{7|0) M oI 4 QIrt,
typ "IWT: 22H|9! SH0| X1 SH| EEHE|X| oH=rt
"IWT-X": SEH|Q! SYO| At S| YR HEHEIC)

XA =59 1D, At 3 2EIX 2 H|EIH|0|E{= JSON |2 17| 2|0 10| 2= &S §fu|ct. JWT
ALOl HAIE SEE Xt BY 0|§ & Y&l jti, ISS, sub, iat, expE AFEELICE,
{

"ver": ”0.7.0”,

iss": "did:ont:TRAtosUZHNSiLhzBdHacyxMX4Bg3cjWy3r",
"sub'": "did:ont:S159Js0zpNSiPOzBdB5cyxu80B03cjGT70",
"iat": 1525465044,
"exp": 1530735444,
”jti”:

"4d9546fdf2eb94a364208fab65a9996b0o3baocasab2f56d106dac92e891b6f7fc",

"@context': "https://example.com/template/vi",
"clm": {

"Name": ”Bob Dylan",

llAgell Il
}’

"clm-rev'": {
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https://example.com/template/v1

"typ'': "AttestContract",
"addr'": ""8055b362904715fd84536€754868f4c8d27ca3f6"
h
k

£ (Attribute)  HY(Description)

ver =1 e A4 SH Are| H{H S K-t

iss 2EiXte| ONT ID

sub 2AIXtel ONT ID

iat Xt ZH0| M E A|=e| UNIX EfUARZ

exp Xt ZH0| AF=O 2 Ot &)= AR Q| UNIX EFQIAEHT

jti S 7tstt XA 3He| N3 AEX}

@context Zt HERt oliE gt YAIK o2 Holst= A4 3 2H = Ho| A2 URI
clm A 3H 2HXE Zelsh= A

clm-rev Xt 50| AF25H= 17 |(revocation) HFHLIESS Ho|st= K|

A|&ElE 7| H7{L|Z2] Z22 017[(https://ont.id) oA 2t2Igt =~ QIC}.

Ct2oz XtA ZHS Yllsy| QsiMe Xt S8 ID, 26X HEIH|0|E{ S Z&i5t= JSON ZH|E 71
3HOF ST O] JSON A= E& ZE3l(serialization) 2#1S AR50 Z1-@SHE £~ QICt 1 S EH&liX}
I Cf.

o[ 74Q! 7| & SHLHE AM85t0] H0| 2 =2t 5i|T 2| BIO|LH2] HI0|EE MB(sign) &t

235t =) H|o|2E(payload) = L2t 22 YERVt EICH—
{

”Ve]f”Z ll0.7.0||,

ss': ""did:ont:TRAtosUZHNSiLhzBdHacyxMX4Bg3cjWy3r",

"sub": "did:ont:S159Js0zpNSiPOzBdB5cyxu80B03cjGT70",

"iat": 1525465044,

"exp": 1530735444,

”jti”:
"4d9546fdf2eb94a364208fa65a9996bo3baocasab2f56d106dac92e891b6f7fc'",
"@context'": "https://example.com/template/vi",
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"clm": {
"Name": '""Bob Dylan",
IlAgell Il ll
5
"clm-rev': {
"Type": "Contract",
"Addr": "8055b362904715fd84536e754868f4c8d27ca3f6"

}

—

M(Signature)

¥l 5|Cet HO|2E7t e =, M2 JWS ZEO|| et ALtlCt
O] H&Eo| MA| MH¥E IETF M2 REC 7515 Section 5.1(https://datatracker.ietf.org/doc/ht

=2o

ml/rfc7515#section-5.1)0|A &tolst 4= ULt

Hxt= Ch3ah 2

IW Atof et &2t H0|2 =5 EZst(serialization)sto] MY =gk (signing input)S
ALk

| sig := sign(Base64URL(header) || . || Base64URL(payload))

g MG S0 ths] X ZE LS AHE5H0] JWS MBS ALrgfL|ct.

ofo
"
rr
m

"Type'": "MerkleProof",

"TxnHash'":
"c89e76ee58ae6ad99cfab829d3bfsbd7esbgaf3esb38713c9d76ef2dcba2c8en”,

"ContractAddr'": '"8055b362904715fd8/4536€754868f4c8d27ca3f6",

"BlockHeight": 10

"MerkleRoot":
"bfc2ac895685fbbo1e22c61462f15f2a6€3544835731a43ae0cba82255a9f904 ",

"Nodes": [{

"Direction': "Right",
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"TargetHash":
"2fa/49b6440104c2de900699d31506845d244ccoc8c36a2fffbo1gee7coc6e2f6"
5hi
"Direction": "Left",
"TargetHash":
"fc4990f9758a310e054d166da842dablecd15ad9f8fo122ec71946f20ae964a4"

3]

3
£4
(Attribute) MH(Description)
Type 1™z ‘Merkleproof’
TxnHash %l%' A 2f(attestation contract)d|A| Xt SH IDE SHot= EHAMO| o
ContractAddr 3Y A=A

BlockHeight &9 7|ofs Z&dt= £52 =0|

MerkleRoot E2| 37|7t BlockHeightet 'S m{e| HE E2| RE

Nodes HE E2| L 52| =& 3YH(inclusion proof)

BASE64URL(Header) || " || BASE64URL(Payload) || " || BASE64URL(Signature) "'
|| BASE64URL(MerkleProof)

S0l b5t X127 50| 5Y AME F MHIA L 7|S 7H8Y FEE HBBLICL 5, FHAEIEX 0f
el c

AHE 7tset S 2 orelof] 2EE|0] QlELICt:
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ol

% o

bool Commit(byte[] claimId, byte[] committerOntId, byte[] ownerOntId);

S AAMAM 'claimId'= At SHe| N AMHEX A2 LT 0= & M of7HH- QLT
'committerOnTId'= &¢2l2| ONT ID2LICt. 'ownerOnTId'= owner2| ONT ID2/L|C},

Ol A== X2 ZH0| ZHEIX| 9k 0l ZL0oH 2 02 Hale|nt, HUE7} HMES SE3 A0
7450 R YBHELICE DX QOB '7{AI'O R YahEL|Ct

| bool Revoke(byte([] claimId, byte[] revokerOntId);

0| gHe X124 =040| attestedO| 'revokerOnTid' 7} attester?] ONT ID2t S st 4 20] 2t
'true'E Blatst, I X| fo™ 'false' E HHEFRIL|CY,

| byte[] GetStatus(byte[] claimId),

Ol HIMEE X4 SE2| JEIE HitefLict. SHOl= 5 £22 Y27 Zetk[0] AELIC:

Lo

#1xt2] ONT ID

. NEl:'ZHEX oS, 5, '5YY, '5HE

M

BR) K| E|= M AL

ojo
m
o>
C
[l
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HA otSsl 7|&

ES224 ECDSA®t SHA224

ES256 ECDSA2I SHA256

ES384 SHA3842t &Hst= ECDSA
ES512 SHA5122f gVH5t= ECDSA
ES3-224 ECDSARt SHA3 224
ES3-256 ECDSA (SHA3 256 %3&})
ES3-384 ECDSA with SHA3 384
ES3-512 ECDSA®2} SHA3 512
ER160 ECDSA%t RIPEMD160
SM SM22t SM3

EDS512 EDDSA (SHA256 %Z£3})

ONT 212/(ONT Login)

ONT 271012 eEQsIEl WR oI5 210l ZEHER, HHUA} oI5 73io| HE AEIS &7] 7, HE(=
20| 2 ABIAO] 27| Web 3.0 4%0| Hot 2701 AHS HZE 4 U= S}

&7} ALRXH= ONT IDS £ Mu| 20| 2101Hof Bt

&S ol= X2t $ % AHR 3101 2 20lshs 21 7HsHE ofEolct

EZ(Characteristics)

o M2| £24Q(Trustless): EZs}E
o X}7|FH(Self-Sovereign): AFEX
Jksict,

)

o H[YUMS giZ(Passwordless): At&Xt= SEsHH|LUHSE HF5IALE 7| Tt ict
o AKX} Ho|d(End-user Convenient): 5t H2| 7Hol HE HESZ 012 MH|A0AM AKIE XY

ALE 7hssttt.

No. 30 / 55



o CIE 210 X|(Multi-Language): ZHEANZ=E JavaScript SDKet #AIEE Golang/Java
SDKE H|35t0] 2 S§H0] 7+s3iCt.
o =2 52Md(High Compatibility): TSXQl QIS Mu[AStHEE] M[Ql, et H[QIS Zelst

CHfst SEAQ A|ARS XIS 0124 II O| DID ZEE S0} CIfst MY HHAIS K|S
o HOFZRZM|A(Secure Process): HzIX|-8&(challenge-response) 215 #Alat CIX|E M
W 7|2 Sofl 215 I Eots BESHIL.

ALEXEI |- S 78] Q15 D1|91|—|’.§S A7 FfEE RIS | 2ol BIZ2H S E 7 A|-2E2[5h=
QelCh 2152 SEH o = AEAS| F0] 01g S dAY i CIX|E ME|A7F A= A T
FEAlE MEZD =58 [[H F7|Ho 2 2O0ls A0 stE R, QIE2 ALERT E0{0| A

ONT 20212 45 gt AFEXT 2021 AH S MSSHTt ArEXA = EE AR X[Z LHoj|A o|H|Y, X
1 =

StHsS SSstEHPHAS o =M (verifiable credential )2 & 4= QICh MHIA 2
QI Al AFEAH= S Xt BHE ZH MAIZM 0{2] e HAZ R Q1T HXIE defe 4~ QICt

QL O ARIS2 TSt 5ol 2 012 JHO| CIXIZ MRS HRstD 9/om, 042 AH|A0lN S
B H|UHE S AFB 3 ZHO0| QUTE BHIO| AHIATL RIS Z2, THE MHIASO tHat B2 %Al /2ol
S JHel HEE S ES QTBKIBH AL

L EEICH BB B2 MB|ATFAMEXOA HatH st 28 AF
HEIF IS EEtEl=X & & gl

ONT 2102I2 Ee%%* Ll IZIXIE* *1'?5' == 7¢I 2 of M2IX|-SH ¢
1

ONT 230l= ArZstH 2 AFEA ViRl &, A EAHE, B2 S E AF 2e|sl{of ot HAZFHM
H0e o= A2M, 2HE o H|of CiSsH| /et 22| REE &Y 4 QAT

ONT TAG

ONT TAGE ONT ID2t 2= 2X| 22| ‘HelA|(Ontology trust ecosystem)E 7B =2 SF 7HEF &

Y3t IE EME0ICh
O] ZE=2 72, 28, A=, Y5 S8 I8 KYC AMH|AE H|Ssetct
2E2X| 2| MEfA|= IdentityMind, CFCA, Shufti Pro S © M7 41 215 MH|AE MSsH= Al
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2| B (trust anchor)=2t 0|0, ZHIY, AH O|C|0] 21T HAl S2 Seltot QULCH.

Generate
Credentials @
KYC TA1

Step 1: Apply for Credentials

e ONTTAG ©

KYC TA2

Step 3: Issue Credentials

Application @

q
o
Z
H
H
=
o
i
>
0f0
p2|
ro
o
]
0%
o
A
rio

Q'E
1
$Q
]

o REEX| 2| MefA = o]0 T MA AEZ ME|AF AAEN 20, 2187H= X X[H2| ALEXIE
HESHCY,
& Q |55, 0121 H xHARZO| 7Is3l CHE ¢1E HIES Hfsich
o ZZEZIR Bt ASsH(end-to-end encryption) #AS AHE510{ ™ YA AFEXE O]
C

o DEOIZ MR ATtE 2EZX| 2EH|QI0| ZH (attestation)=IC.

o HAN= GX|A BH(zero-knowledge proof) S Y&E&Hd 22|52 |25
o MY HHE MEiM o= KA &~ U0 JRINE HS +~F 2 IClser 4~ UL

C|O|E{ =2}0|H{A|(Data Privacy)

Ofiet HEZ = AFEX} H[0]Ef= TAG ME{0f| MEE|X| =L,

= A4 S22 At 2lsl] 21 ME A 2t2fEInt
AFEXZEAH S| tiet M2 Hets S22 E2, 577t 27tssiH M A 58S Eaf7| fle 2XiE
CHAl HXOF SHLH.

0{2|(Mercury)
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MFE2|(Mercury)= 22 22 (trustless)st P2P(L|0 £ U|0f) Et5Yst SM Z2EZZ2 ) OISt F
HS0| M2 ZHof| EHIAIXI, A4S 7hstt Xt SH(verifiable credential), 45 758t Zef|HIE|0|M
(verifiable presentation)2 QtHstAH MEE = JYLZE Sir

HAZE AFEotH 2 = (entity)= B EY3t &1 (decentralized identity)2 ERsH &0, &5
st AlEX} (decentrahzed identifier, DID)E &sH AIEEICH.

M3 2= DID 240 FofeX| eb=(identifier-agnostic) #&2, W3C DID HAME §52(W3C
DID method registries)oll F2|&l CHefst DID A8 XI5t

dixf= 2E2X] 20| 7t ONT IDE X|AH5HH, &=0l= O X2 E5Yst AEXHE OtL[2t ENS H 7|

Ef Ef=2tst Q1 4|02 A|AEIE X|2ISH 0| & O|LCY,
M2 st(encryption)2t MH(signature) A E XE5t0{, 2ot 1t Z2I0|HAIE SA|0l| &
7

S o
= s
Yotz S48 7HssH et

—

oFf
=

I:

HFE2|l= FH| 7t 41 A, HAIX| HE, AB 7HssH At
7|8t ot T2 EZ(sub-protocol)S Ho|stCt.
MFA2[7t Holst 59| Z2EEF0= ¥Z ZE2EZ(connection protocol), YR SsHel) HAIX| 2
¢t Z= & Z(general message exchange protocol), 235 758t XA 2 ¥ Z2{|HH|0|M ME =
EEZO| ZFEICE

b

Y R Ze|HE|0|M &S @5l 0121 DID

=

7| & o}7|Ellx{(Basic Architecture)

HFAZ[0 M= 2t F=H|7t of|o]ME(agent) E S35t &= SAISICE.
O A|AEIO= M 7HK| R™E2| 00| EZ EXSHCL:

—

A2 X} 0f|0] M E(User Agent)

AEXLHO|HEE EF 2|5 FH(end entity)ol| 2Js HMO{=[0{, 2HIY 40|Lt 7|E} 2|X] E2t0|HE
(rich client)2 7S E[AHLE LIEE 4 QT
AEALOO|HES| 525t ET & StLt= &4t 2212l #Eli(24/7)7F & &~ gich= HolCt.
k

y)% a5, AS JHsst A1 ZQ(verifiable credential)2 22
2 JHAISHALE HIAIX|ZE EXSHA| ME

S2lE 0f|0]ME(Cloud Agent)

AFEXLOO|HETL X[EX o2 2Elel HEE RAIE + gle HIZEL A ALE| 0] M= HA| X2t XtH 5
2 &74(relay), = (forward), gAIXS = XP“(Store)%HOF StCk

ojmj 22tRE of|0|ME = HAIX| 2tR2& (routing)of| A0 S5t Aets St

Z2IRE H0|HEE XM M2 2 & DID(public decentralized identity)2t MH|A AEZQIE
(service endpoint) £d8& 7KK, siiE H|Z 7|2 ME 5| 2S5l 0F Sto,

r&"

MH|A OJlO]M E(Service Agent)
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-

5te| =2 E=(Sub-Protocols)

14 =2 EZ(Connection Protocol)

MZ EAEIDX
mHA2[oA= o2

Ak M|A|X| 28t = 2 EZ(General Message Exchange Protocol)

FH| 7o AZ0| 2 E 20z M2 HIAXIE F=18E 4= AUCE

|
ol M&E|= HAXI= ZefO|HA| B2 E 2lal P23t 5

=

o
X
0%
oln
l_o -
0o
ol
o
H)al
oz
1z
|0
fu
H
o
Ut
>
30
n

& 7tsst X124 5 o =pf|Hlef|o| M M4 =2 EZ(Verifiable Credential and
Presentatlon Transmission Protocol)

N
or

AT 7tsst XA 3H A| A== B ekt AEXC| M| 7HK| A&0| JUSLICE Heiit= ERXIe|
QFof| w2t ERX0A AT 7tstt At SHS Y5 e = Ao, HERAe Y SHO= X XHH &
HollM BB 7tsst 2| HIE0| M2 MME ~ JELICHE BB 7tssh ZHEHO|HME P2 HEX= Za|H
Ho|[ME 2535}5t0{ S &~ USLICE

AT 7tsst XA 3Y 2 Zf| 0|8 HE Z2EZ2 |29 M 7K D0 ME HEH 45 2HESH=X|
E MolgfLct,

XMt LH&2 Mercury?| GitHub H|0|X|E #25tM|2. (https://github.com/ont-id/mercur
y)

OScore

FEAMI HE L Ag HIF Z2 EZ(Cross-chain reputation and credit evaluation protocol)

H2(Overview)

OScores 2x|92! &i?|(on-chain behaviour)E 7|8t 2 EH 7|Z0f| U2t A& ol Hrt
(reputation)2 A2MO 2 HItsl 4= QIE S EZHMM 0K S 241510] 45 R0i5t= Z2EZ0|

2 E ONT ID(%= BHE DID 7|8 718) AE & 400 T3t 22 24X s H0IHE 2
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1. ApAbugk 42 (Asset exchange volume)

2. AOFE A|ef A2t (Smart contract association)
3. 11 E1 L(Historical holdings)

4. 71Z& 418 0|¥(Existing credit history)

OScore ¥112|F0| AtEst= H|O|E| ZQIE = ofZ2|AH|0|M, Z1E, = WEfA|of w2t 8 2 SHES}
(customization)Zt 7Hs3iCt.
[hetA] 2k 0§ Z2(7H| 0| M2 XEAL HERA L =42t IDO] Chs SXHEQl 12|

5= MES AEY H+E
Abgt 4 Qlrt,
E4(Characteristics)
=

=8t ¥ H7l(Consolidation/Aggregation)

0f2{ FIQI0fA EHAIsH AHAF U @F|Q! BES K ID OfeHofl 91ZE 4 UC

o4 (Flexibility)

e Sehs ?Iet 4% API 7|2 2211211, Ho[E[E S&F= ?let SDKE MSEHLt.

22 Alg{|(Usecases)
OScoreZ &dslet ArEXt= ONT IDE Sgfct ESiE 0 AFEX EF0fAH T2t 242 O|™E MI3e =
UL

M8 H%(Credit Score)
AKX

At= DeFi SSE0[Lt 7|EF A& 718 MB|A0|M A8 5ES Bha
Ei=2
o

Olmj AFEXt= A Mo 2 AE| XI#% XtA =% (credential)e| HEHZ HMIA|E 4= QICH.
EE2 s HI0|HE Y 12|E0| XM2[ot= S7H HIO|E 2 &felet £ JU2 T2 0| HFHLIE2 &t

5| A2| 82 (trustless)st WAoo 2 RE=SHCL,

Al vbx] A|AEH(Anti-sybil System)

2 4% OScore @ Z2{TQI(E&= APT)2 S&ot0], AFEXIL EY 7|52 &2 siH[sHALE
I(0l]: ICO, Olo{=& )il Z015t7| [al s=2HsHOF of= CIst ~Z2| AA

ENXEE Fe =+ QUL

Ol M AFXI| ZE[O|HAl= ESE[N, EciE2 Hest HE HIg &~ QUL

S i

SE2 AECI0|ALE FAISHHENM AT E RIS Stiete & RUCH

—~
a
c
)
a
=
aQ
o)
)
)
o)
N—’
b
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| OScore 2% API(https://oscore.io/api)

DDXF

2EZX| 2460/ 23t Z22)2/F(Distributed Data Exchange Framework) of CHgt Z12fst 27

27H(Introduction)

SUAAERO| EE O elEetol| wet, 7|E =27t 2[F AHEXH(end user)2| 2+
C

g

25101 7tXIE StiEkseh?| sl EHSHAl X2 =] 22| =|0{0F STt

|°| 24H|o|E] 18k =2j|2l9|3(DDXEF, Distributed Data Exchange Framework) =

Ol Ci|o]E{ Xz 2! 2 "fEI(data processing and management) £ X|s5t= QlZet Z2jle3
MEEH&% Hol5tn{, AIZX (layered) 0| HIO|E| ZA A (data-centric) Q! TH2{CHelS S5}
|

A g

0 22| A|ARIC| EA0f| CHE 2 RIS AAE HIE O 2, DDXF = CFFSH 0| 2|
Xtof|A| %i%k% DIiIE IZ1I0IE1 Q 284 (interoperability), 27 (classification), &2(format),
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Ontology DDXF

Trust Audit Function

endorsement

Resource Audit Reputation Score
Function Function

] j Trust

- J

Decentralized Data Processing and Management

Function
N _| Data processing
Resource Exchange Token Usability 'Land management R Internet and loT
Function Function " System(s)
& J
( N
DToken Model Function
( Entities,
Resource Modeling and DToken Generation resources and
Mapping Function Function operations
N J
Decentralized Data
L Interoperability Interface)
. J
@ A

Ontology Blockchain Infrastructure

- J

DDXF Zz2)2l¢/=

O] Z2f| AU 3= of] A|AH ZF ME|(trust) H O|0|E #S284(data interoperability) 2+E &
Z517| 2/t Yol et (methods) 1t QIE{H|0|A(interfaces) € XS SICt 0|2 S8l CHASH H| =L
A QFeFAILIZ|R — £35| H|0|E| nEl(data exchange) AlLt2|2 — & X|@&t = QLY

-';léi.?._t Ec' OlE{m{|0]| A (Components and Interfaces)
)

o HE[A|AHE QIR|Ol(0ff-chain) XI&l S8t

o O|O|E Hstnt M2 HstS E23(tokenize) 5101 A2 A0l Xel Y E2 7zl 43

o E3F M&(token passing) 2! HI0|E| £4 Bisl(data characteristics) JEZ X} X G|O|E
ul gt 5

o Qmafol Xtel 3 = QIEH|Ql ZxH(off-chain arbitration)oi| CHaH CO|E] M2| Y Hal oI5
(data processing and transaction authentication) #3stS X| 25101 IME|H 31
(shared incentives)S 2%}
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ONT Auth
~——for ONT ID Sign machine
End user(s)

A4
)

J
—

ONT ID

> Signing
Signing SDK |~

server

I

Account < RESTful

Audit
RESTful

Resource Audit

. =

| o[ DToken
I "\ contract
|

2 J:"— M 7tX 7|5 2ES MISEIT
o =3 AM[5| HTHEXL

X=X X2 2 O6|o|E| 2t2] — DToken 2&(Self-
governed Resource and Data Administration —
DToken Model)

Xt7|Z=HA dlo|H 2= Hlo|E| 2/ (data ownership) 2t H|0|E 24 (data acce331b111ty)
L= 7|EtHlo]E| X2| HsH(data processing privileges) 2 £2|(decouple)&te =M, H|O[Ef A
Xtof S2E ~F0i| M2 HIo|E 2|7t 7Hs3HE S Bt
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O g

=

T :I: 3

Web-app zl 8_
o

<

' O 3

DToken and kit o £

Data -« Marketplace |« RESTHul pace | (Q 3

SDK contract |  ~< o3

C21t 22 MHIAE ZAgtoto] Xi7|=3H A H|o[E| #t2|(data administration) £ 2|5t Z&4



o O|O|E] XZ(Data storage): =2t 7| st H|O[E Z2[0|HA|E #&E XE 7|SS H|u X MH|E2
2 MISstt

e ONT ID: Cl|O|E{ Xtx||, HIO|E ARAt, HIO|E X2[XAt S CHYSH FH|E AlHsH= O AFSEICH

« DToken: 0| H3t 22|(data privilege management) £ 7+535}7| 504, H|O|E X2 &
XZEo| 2E2X| 22H|Q) o=t QoM £l =2 HEISHT,

o 2EEX| 25x|2!(Ontology blockchain): F£=4(traceability) =t 22| #Z(trust
endorsement) 7|s2 H|SSHCL,

DToken B¥2 i 22 EZ

o

Holettt:

o Xj2 mHR I ofE(Resource modeling and mapping): QIE{4l = 0T A|AHS| @I
2l XHpd 2 H|o]e R el = 22telol| M st sliiE 222l HI0[HE 2|2l AEXHon-chain
identifier)et 0j&st= & 222 3! 0iE 7|52 MSSHCt.

e DToken ‘44(DToken generation): Cl|0|E| #5tS DToken YEHE EE5E ~ Ql
AL O 7158 MISSiCh DToken?| AFE2 2#|Q10{A H|O{=| 2 7| = EICt,

X
1

MRS

rir
0z

DToken 222 =5t DDXF Lioj| A E|E|(entity), Xt (resource), Zi(operation) 2 & 2|5t

7| ?let QIEH 0| A MSTTE

Er=okst OO E ®{2| Y X}l wEHDecentralized Data
Processing and Resource Exchange)

EfSYStOo|H M2l & #e| 2E2 X1 wEl(resource exchange), HI0|E] & (data transfer),
H|0|E| X{2]|(data processing) 2| H|=L|A SZH(business actions) £ X|0{st7| 2[6t HEIY O
7{LIE 2 MISSHCt,

O] 22| = 7HX| =@ 7|52 L3t £

o Xt wgl(Resource Exchange): E2 7|8t Xt & 2 wet HHLIES MSSHC
o EZ #84(Token Usability): 55| DTokeng 56! H|O|E 2 Mo S EE AtES 22517
25t HIFHLIE S HISSHTL.

0| 252 =5 DDXF Uof| A HIOIEIE X2I5t 2 2t2|5Hs lE{H|0] A XSSl

M2| ZEAHTrust Audit)

DDXF O E|0o|A = A|AR ZH X2l wEl(cross-system resource exchange) 7|sS M3t

H| =LA BEIO| CHAFM O Z Qlsl|) Cf|0|E{= ADLE CIHIO|A | £[E AMEXE = A|ARIO| 2RS4 QIO
CIOJEf X2|= HI0|E 2] HEHE Hi5tA|7|0, DDXF= H0|E QA A S| AQHM(ownership) It HZ2H
(accessibility) 2 H|0{5tH A H|O|E] X2, &, wgtS 7HS5HA STk

QIH|Ql Xt} £|E ARV} 23l5H= 7{2ll= DDXFE 96t 22| 25 (trust endorsement) &S
Stct,
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O 2=9| & 7HX| =R 7|s

rlo

CHSoh 2L

o X2l ZtAH(Resource audit): QIH|Ql X1lo| AQHn} MAMS HESLY| 5 H7LIES M2
5t 017|oll= Xt EX(resource quality) 2t 72| #2l(transaction behavior) 7t Z&HEl

Et H+(Reputation score): AFE L1} HefE 7[8te 2 DDXFO| CHSt 2| 2SS MSEt

[ )
—'T'-OEl—'T'-

| ZA} 2 &(Trust audit module) 2 L5t DDXF L 7{2Hl, CIO|E| X2 £, £|Z AH2X}of| CHt
Mz| BZ 7|5(trust endorsement function) € 754517| {st QIE{H|0|A S X ZEHC}

GREP

B X2 wet L2 EZ AL2(Generic Resource Exchange Protocol Specifications)

== (Abstract)

ot Xt wgt T2 EF(GREP, Generic Resources Exchange Protocol) 2 2= Z2X| 0| 21X 2!
Q E%O ot Xipl met T2 EZ MEO|CE
OlO|E & 7|E} XIS 2I8t 2X|C] ZY(attestation) 2 M& EHES LESHA|

Resource
Provider

Resource Resource
Consumer Auditor

Marketplace

Host

I
|
I

Marketplace | ! Marketplace Il
|
i

|
1
|
|
|
|
|
T
|
|
|
T

(T T T T = N
| |
! ! [ DToken ’ DToken |

|
| | eContract :
: : Data Resources Runtime Resources iz Digital :
I Digital | Resource 9 |
| Assets ! Assets of |
| [ N Ontology I
| : : | ( GREP (Generic Resource Exchange Protocol) ) :
| | 1 Oftchain | | Off-ine
| [ data | Cryptographic Oracle . | Contract
: ;I | : Utilities ONT ID (Hydra DAO) ONT Sign Trust Anchor :
________ \ = J
(CTTT T T \[ (TTT T T ‘I :
: | : | Ontology shard #1 ’ Ontology shard #2 Ontology shard #... :
| : | Centralized/ : I
: 3rd Chain(s) : Decentralized | :
| | | Storage | |
| b : [ Ontology main net J I
R ;N ) o y

GREP 742
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Xtel E235] U XHSHResource Tokenization and
Assetization)

GREP= Sdli =Lt Chet 2X|2 X2 S 3 HE SlES =210 &84 A5 5= UL

0| T2 EZ 5lof| A XtA2 C|X[= HEf(0l|: H|0[E, CPU 4t=] GPU A&t ME 7t 2HQl 22+,
M| AFE Z3E)Y 2 AL, S2|X Felj(of: 234t DM} 3[5HY = UCH

ZME2 0{2] AH0| REE= 'HE EME(general -purpose platform)0|7Lt, EF Xt42f ME3}
Zl 252 ?Ist E 58 wél EE(specific-purpose exchange platform)g == QUL

X2l R & (resource circulation)2 ONG, OEP-4 E2 St WlstALL, XHd 2H ZIF wst
(resource—for—resource exchange) O| HEYZ O|2HZE! £ UL},
7tsst Xt ME deff= Cha2t ZTHolof sHEEX| 248):
 HI0JE| X}l R5(Data resource circulation): 2|2 2IH|0|E{ (24 Z1H)E ONG2} w &t
o QI xt2l R 5(Computing power resource circulation): A12|=l 1A S PAXQ} w$t
o =2| XY f5(Physical resource circulation): B3}2| ARHE 2 ZOHE 7z

I fE2 2N o2 AIBHe| EZst ¥ M&(tokenization and transfer of usage rights)S
S ey

KMo o2t RSE=E A2 AREL 5, AFBAEY =& T

QLQIEHQl MHE 7HE XpI2 QEH|QI0M Q1= (delivery)=|0{0f 504, QI BHAl2 Xt2lo| M 9l J|E}
Qoloi| w2t HepEIct,

GREP Uoi|M 2EEX| HE2] HQl2 EFYsE L2 7|8HS M3t

DE ALEX—XH MISAL AH|XH ASXE QEX|Q SAX—= 2H2to| ONT IDE M5t oI Ee
O|A QLS| 2t KYC QI5S 4~3lsH{of sirt.

el el & BEEA| 2210 SS&|0{0F 510, %E Al X

(fingerprint)0| =11 sk XH4of| CHSt f

EZ2 7|4t 28l i|7{L|Z(Token-based Exchange
Mechanism)

ClOJE 2! Xt m$t 1P e ADLE J|2¥(smart contract) S Saf|l A3lc/= E2 nst U & (token
exchange and transfer) S = 758 &~ Q/Ct,

oist(Roles)
GREP2 EZ w8t ity 2 #857| 2laf LSt 22 dgh2 Holstict:
. If-‘ﬁ HI3XH(Resource Provider, RP): At & H2|E XS L 0|H™stH, 0|2 EA4H0: ONG
A At

Hed EVFS
L= 7|EHX "J)L wgt 7tsst °4EH§ D=0 RP= A ARXAE =2 1, H|0[E] AR
i%xf Clo|E & ZSE-|0|E 2|2l Sa 22 X AKX (resource aggregator) & ==
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ULt

o X3 AH[XH(Resource Consumer, RC): E3 R2| Xt2I0| 5t X1 M X2l & CiEtolCt.
RCE (B2H) Afd L= AEHE Y7| 2l =

o X2 2I5XH(Resource Authenticator, RA): At4 2 X} &
O, Xt EE= NSKH| Cist ASE Q152 MSoto] M2 E =
O =2 A& 71X E #ELt

o 2|2l ZMXH(Off-chain Judge, OJ): RP2t RC 7+ QX 2 (0l|: AH|XIZF XIS BHX|

25t 4 <2)0f| Chst 321 SRYXto|CE,

FE8| 0] A(Marketplace, MP): RP2t RC AtO[2] 70K} AetS Stof, XHple| HEFYEE X

St foIst AM 7|52 MSstH, 2l 5 E Fatstot.

O ER 0| A= NRSHEME 7HE = o0, 017|0fl= Tt A "HIEZS! QEAQ 2 HE =

=
1A 2 AMAE, A RH S fle 371 HFHU S S0| ZetElrt

—

4>
hu
=2
@)
0 Z
&
I
>
Mo
rok
_lTl_

fujo

+ o 25

0x

)

E 32 712l ZXH{Token Transaction Process)

GREP 2|0l M Z2t0[H{Al= Z| 44 112 ArO|L},
GREP2 742l AR 252 7l FE & 742 H|0|& Z2f0[HA|E 256ttt
5| CIXIE A1 & HEH| 0B = 2H|lofl Y2 EE[X] §b=L}.

5 GREP2 XH0fl Cht 7+ 2™ (price fixing) H7LIES M3 7H42 Zol Sl (auction
pricing) == ei&(bidding) S CiYst 2o = AYE o~ QIC.

UBHEOl T 74X| 712 2 AR Che T 2

1. T 717 (Fixed Pricing): X2l MBAE 2% S2 A| 7142 M50, 2 QU AR S
D Ao R A TofE 4 Uk,

—=

pricing: fixed // Pricing method
price: 10.23 // Price
currency: ONG // Price unit, e.g. ONT, ONG, etc.

“~

2. 84 717{(Negotiatory Pricing): X+ MSAI7t 2|2A S Salish uf 7142 Ho|5tK| eh&LCt,
74242 HMSXIQt AH|XF Zko| @Al ofa AR EILIC T2 ChS 7H240] M= 72k Ak Mol Y|

O|EELICt.

~

pricing: negotiatory // Pricing method set to negotiatory

}

A8tz Kpale| Heof what 727t 0| R0{E OZIE|0|A(MP)E MEISITE,

O] H XS 7+ X122 0121 MPOJ|A Chfst BiAlo 2 el 4= QICt,

O|E S0, ofLte| CIO|E Al AFE# 2 0121 MPO|IAM H2iE =~ QUCH

RP, RC, OJE Z&ist D E ALZXP7L sliEh MP2| QAR 2t KYCE 2= gt 7H- S,

el R & 1ty XHal &=H|(Resource Preparation), Xt 37l(Resource Release), X1 72|
(Resource Transaction), 0|2} 2tl(Profit Distribution), {2}l £ Z7l(Post-Transaction
Review) tHA| 2 LM EICH

o
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A 2pEE Ch3a 2o dHEIC
GREPZ S5t At 3 O|0|E| wek2 e HEH(transaction ratings)ol| 7 (st HE A|AE
(reputation-based system)= AIE510{, 42| 7|Hte| MEHAHE ASFHCL

X1 ZH|(Resource Preparation)

1. 88(Registration): RP= XS 24|210f S55t11, A0 02 == ONT ID 3 ONT ID &
A1(Document)§ M-Stk

2. 215(Authentication, MEiX): RP= RAZ 2E X2/0f Cist 0152 &l S§ir,

3. 74 Z¥E(Pricing): RP= MP2| 7t A|AHI0|| w2t Haf #2| 2 7+ BrAls ZAFESHCt.

4. HEPSE MM (Meta-information generation): RP= MP2| HEIEE HESIZ AHE5H0]
Xt HIEIC| OB E M- SHTt

X1 37l(Resource Release)

1. H|&(Submission): RP= At2I2| ONT ID, HEIH|O|E], 72l #§H2 MPO|| M| =6tct,

2. M& X2|(Information processing): MP= 2x|Q! % X}A| Ci|O|E{H|O| A0 A ST XHpl 2+
CIO|H E =35t

3. EA|(Display): MP= At EA|510{ RC7t Ylot= Atikg B st X3

el

A O
solEs

El
il

X2l 7{2l{(Resource Transaction)

1. X2l Z=3|(Resource retrieval):
RC= Xt2 HEFYEE 7|Hto 2 MPO| MEE 3 X122 2 Z3|5t10, H2HE fot= AHH
S MEBITY,

2. MX} 7|2 ®|ZA(Electronic contract signing, ME#H):
RP2} RC= MP2| HAt 7of ZSIS AMS5H0] F SARK 2 TR} A ofS st OJ S XIEEt
ONT Signg Sall Afofl MY, 0|5 el ADLE A|ofof| 7| S Stk

MP = 7o £710f it RP2H RCE 27 312 & 742} 3 0|2] 2BHS 93 212t Uszto| ONGE 7zl
A0}E 7|25 of| %|(stake)aHOF & 4= QUCH.

1. Xt AHelel E23) Y 2|2 M&(Tokenization and on-chain transfer of resource
rights):
RP= TXt 7 |2kof| 2t DTokenS MAstn, Xtlo| 82 AL &
7| Ho{StCt,

2. 2|2l 72 ¥ 2 FxH(Off-chain transaction and dispute arbitration):
Hef7t Z=2(lock-in) 7|Ztof] £0{7tH, RP= DTokensS AF25t0{ Xt@l I 21t wksHT}

HE 7S 20| 2l 42, & EWIP— =H|2l = QEX|el SHE MBS,

QIO Z7E= 0] = ntology OracleO| EEFSICE

NE=T0

—

on
m
=
o
i
o)
Q
=

rr

o|e! EHlj(Profit Distribution)

Sr=pra]

S S=E[H 72 Zatof| wef 0[{o] ZHHEITY.,
SM7L e F

H
42 0] === Ontology Oracle0| AtE0]| 0[] 2HIE E2|A

ﬂJ?ﬂ O
Wl
1
£0
ful
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7{2ll & =WIKPost-Transaction Review)

wat A A8 Lo RP RC= MEE H7K(review)sh s, ALRAL S Xiglo| HES 2078t 2 QiCt
O] WS AFBR B, OIIZ0|A L) Y, 72} HTEO ek 0jzICt

DToken

72l & RP= At H2|E LIt = DToken(ADIE A|2F) S M AT,

0| DTokendl|= A}2| ONT ID, E7Xt2| ONT ID, 7% 7|Zt(validity period)0| Z&H=ICt,
DToken=2 #&&(homogeneous) (0: #3535 273)E £ A1, HFEE(non-
homogeneous) (0l: THY AL C|O|E] HZ2H)Y == 2

DToken 11X Of| A|(Example DToken Structure)

type DToken struct {

Name // The name of the DToken

Symbol // The symbol of the DToken

Amount // The amount of the DToken

ResourcelD // The ONT ID of the resource corresponding to the resource

RealContractDigest // The record of the e-contract signed by both parties via ONT
Sign

Expires // Validity period of resource rights

Exchange // The number of times the DToken can be transferred. The DToken
cannot be transferred if the number is set to 0

Status // The status of the DToken, indicating whether it can be used. The counter
method can also be used

}

23 A| DToken®| 4= “Unused(DIAL8)”0ICk. RER|9 2 H5te HS3t7| 9ls ALBEIH, 1
el “Used(AHBE)" 02 HZEICE 02 #1 AL 758t 22 245t 7426 (Exchange)S 5
5101, Sz 30| 00| £|21 E2L BHREICE 3 ABHS 0|7517| o RPE DTokeno| 83, A},
5412 ZZsiC). |2 S0f, Hlo|ef A2 /3 DToken2 RP9L RCVHMESH JWTE 445t o A8
= % 9

Xt A4S o« ZAKResource Verification and Audit)

AQAED MM S HS5HE 529 QLIEXQ 52 AN SHAMQ| SRt HE|E AlHst=E IME S Q16
t AH2k(decentralized e-contract)zt ONT Signs Salf 2z2|=|04, ¢
sd AXp7t Yol FICt,
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QIHQl 2 (0: XF0| QAULE[X| 242 BR)0M= 2 FAFKEZE ONT Sign |20l MHsHD, 1 ot
OJE S&t S ExP7L HAEICE OJ= LEX|Ql SXHXIZ A ZHY A f% 25| 2lol| =SSt —E"”% 252l
ZHE £l X2|=| AL, 22 Al Ontology Oracles Salf ZEE LEXQI SHE ZHE 2| 210f| A
21 mZo| Li & 4= QU
oI AEIM(Extension)
GREP2 7|= Xt defA 70l HF| Tletet=E dAE /Ed 38 Z=2EZ0|C
Ol Z=EEZ2 714 7|8t X w3 EF ZH|E K|t
2EEX|C] EZ Xjito| CHE H[Qlof| 24X EXsH7| 20|, GREP2 22X =2 AR AR QI Xp4t 7Y
(cross-chain asset transactions)E U|0|E|E2 2 X|I5HC}
A I- B
ADLE ZHEE E(Smart Contracts
=2/2f Z|&2| EF2/(Units of logic and functionality)
ZE(Abstract)
AOIE ZAEE(Smart Contract)= 23 ME 7H'F0| OfL|H, M SX 2l o|njof| M ESA| 21t - X
O = AZE JHEE OfL|CE

=
0] 80{= =EA|lo] o7 HM el 19900 X5 2SO,
A t CHst E2X|21, 5] 0|H2|2(Ethereum) &0l A EE Q1 A&t =2|2f O

J2iL} AOIE HEED
L Si5te O AFEE|HA
O[H| E=A|Qlt 24k P& (distributed ledger)2| Meto M= EX =2|E F8lste ZE ARFEH Z210

1EHE JHE Bigdol| Chst XEMSH L2 0 213 (https://ont.io/develope

7| & (Functionality)
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A0IE AEME (= CXIE A 2h) = 22t eld MA2| Alets 25| fIsh D ot=(UCt SER|2H i
1 S=H|210] , 20tE ZHEEE = 285 Hof Cfefet Mo S&et =22t 7|52 ddld &
ol =]

&5HEA, ATIE ZiE2
r

ADLE ZIEEE = 2SI L REX o2 E5YUstel S5X(2! 7|ant 2850 L3t 22 YAe2 &
2= A 9lC}
oO="T M

o XAzt (Intellectual Property, IP) S
o 3% 2t2|(Supply Chain Management)
o 917 Y It (Research and Development)
o HE LMei(Legal Industry)

o 32 2 2(Government Sectors)

Ol2| FallEl Alef 0] SHE|IHL SSE(X| = M,
A Bl OF7 [RIX0f| 2} SHL Eo= 042 AMQI0IM XHAHS XS 2 2 O|HSHT. 07| M =3l
of et B= 0| SINH2E =fel 7hsSith= Z0[Ct 0= 7|E AIA-|M EX2 X

= A= Mz22 +E2 FHYS MSeT). d740l o

oS 2 ofgtg ol 2 Zoict,

28 EX| ADLE ZHEME(Ontology Smart Contracts)=

1 (High Scalability), 145 (High Performance), CHS 910] X|2I(Multilingual
Contracts), A2AH|2l(Cross-chain), A2A 7t HAl(Cross-virtual-machine) 52| 55
7|5E oLt A|AHI0| Sefoto] MSStt.

M X[ &= ¢10{= Python, C#, Rust0|04, &= Java, C++, Go, JavaScript X|20| F7}+& of|F
o[Ct.

L5t 22X = Solidity = 24 E EVM ZIEME(EVM Contracts) & X|SHCt,

Hot X X|(Security Measures)

AOLE ZEAME = EHY(Transparency), &Hd(Precision), H|& E84(Cost-
effectiveness), &84(Practicality) 52 2 X|lCt,

xr
o
ADLE HEME = £ XRH0] O]2] Y&l Alef =710| S W{Rt O|ME|=E HESO 2N, HHAX|2

~
[}
a )

-

o
FEZN2 S0 B9t F|opdS FalE 4 ULk,

=
OfL|2t, A= Ll 2H|Lt F 2 HA| S7H=7] W2 0]Ct,

20164 AO -3—’—1(DAO ttack)l' P22 AP E 2EX|5H | 2|5

SAMM QI ALIZ[ 0] M B 5| HIAESHOF SHCL

2 2tststr| st 042 *Df HE t(auditing) MH|AZF EXYSICE
15t ADE ZEHEZE ZEA51| tX| X|=lo|c}:

40
ol

2HE ZA

ofst 2t 7

=



. ol 2| A, IEYELE TofE SEH 0l M8 TES BHABICH
. HXIEHAES BHEEOR $35(0] [IoYs MBOIM HEAET} o\ Tt O 2 LS EHS BT
. 7|52 TAE £FOE NSHBICE B 7SS UIEOR O B FHOIHS QU

Smart Contract Development(https://ont.io/developer)

AOIE ZHEEBE 9| R3i(Types of Smart Contracts)
28270 Cjetst ADIE ZHEHE 23]

SEEX|0s NE T2 43 Az

— 2O -1

=2 =
ifx| ME{(dispatch center)E Sl SEE=IC:

1. U|o|E|E Z{EE(Native Contracts):
2EZX|9ONT 2 ONG ZHHEHMEZ HE QEP E2 TZEET} 1 7|58 Zt2|sit,
2. NeoVM Z{E2E(NeoVM Contracts):
AVM HIO|EZE(AVM bytecode)Z Tt =0 NeoVM AFI0H| A ASHEICE,
841 Python 2 C# ¢10{E X[t
3. WebAssembly (WASM) VM ZHEE;
O|Al 7tsstHio|H2| ZE YA o= HufUE|0] WebAssembly HTI0| A MY EICE
&% Rust & C++ ¢10{E K|S,

Y
)
/ \ Native

71 Contract Layer

2 Smart Contract
Layer >
Dispatch Center

Invoke Smart
> Contract

NeoVM

Opcode Contract Layer

App Call

Y

WASM VM

\ ) | Contract Layer

ADLE HEMEIF AVM HIO|EIEZ AUt AE opcodert MMM siet ZHEMEE 2 He
ot b 2x|Qlof| WS EICE O EHMM 2 LY TIAS AESHH, O A[FO|M ZHEME = 27|10 Y
I MERT EICH

0%, ADIE HEHET} SEEU C|ATIR| HE} ZIEHEC| R3S AlMSICH 4 71X ZEE g3
242t e izo| AITIONN AE|{, H0] BE0| st HEAE AZo2 MLEI}

EVM ZHEBE(EVM Contracts)
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o|H2|2 7Ha 0{AI(EVM, Ethereum Virtual Machine) 2-Z0i| M &3=|= Solidity ADIE #HE
E 5t 2EZX|0f| A BYZE 4 QICt,

MetaMask, web3.js, Truffle, Hardhat S2| 7§ ¥ HAE E7= 222X HAEUD} HIHl 2
FOollM S2HEICE Solidity ZEBE = HIO|ERER HufE|0f EVM QiI|ZE(EVM opcode) 412
2 fAHEC,

ol g, &8 7tsd, 12|11 1210] 2EEX|(Ontology) 201 M 0 EA &

7Hgt 7to|E= Ct2 =3 E & aste): https://ont.io/developer

mo
[e)

| Hl7{L|& (Consensus Mechanism)

2E2X/9] gl HIER I tj7{LIZ

271 (Introduction)

#E 7t HIZHEl "ol 318 (Verifiable Byzantine Fault Tolerance, VBFT) 2 2EE2X]| &<
AIZI(Ontology Consensus Engine, OCE) 2| 34! &o| 2112|F0|C},
0l XI23H(Proof of Stake, PoS), A3 7|58t Lt &++(Verifiable Random Function,

7
=&
Z12|F0|C VBFT= gfe| 152 2fES X|5H0, VRF= &2 1& W FAfe|d1 38dE 2gstdH

M2 =5 §o|(final consensus)o| E5=E S0t &9 HEQ = 2EXOZ E BEOZ 1

gro| Y| E9|3 (Consensus Network)

ol HES = 222X HESYZ LHo|A Edst= O[HIEOf| CHolf &2l 1tEE 3ists ZE &9l L&
(consensus node)Z 7S EICE 0170 = 25 MY, Y& A2 @X|) TJ2(10 &9 Y E ENst 28

S 7|3t L E HEYIAZE TEsh= 10| ZetEIC

gte| £H L E2|3 (Consensus Candidate Network)

Fe10] RX|Sk= 0l A

04 X =
LIEFstH, gfel =52 A5t
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New block generated

Q. ) == 0 O

Management contract sets up

s - = Z(Candidate Node Pool)

Jo

gto] I EQ|3 1= (Building a Consensus Network)

'—ﬂ = F’E E*QI Ehj-l AOE ﬁEE—.E(consensus management smart contracts) sl 7
= MOl YA o2 HiZE|0f AFHE|D|) H7|MOoR §to| L=
ELEE= @té Ct. PoS H|0|[22 VBFT2| £23t mt2t0|E| 5 5iLi0]
A9 = gholof Fojgh L EE MEHSIO] §F 2R 2o Bol nHE g |

_5
L
]
[
m
Ju
[m
;
ro
MUm
Hu
Ral
i
|m
_I_

2t12|E 712 (Algorithm 0verview)

VBFT 27|52 MEXQl HiEel Zof 5|8(BFT) 212152 JiMst Hel2, 259142 HS 7hssi
BHEC}, 5t 21 2.C0| BHo|0|Als VRFE 7|80 2 251502 22 Hot L-C A|E7} MEEIC), L AlES
S2 AZ LT HE} S22 & LT HER TEE|, 0] Meiof w2t go| 3Ho| $HEICH VRFE I8t
2xto|M H20] Hot, 2F, & LC MELS 0f 2H2S0j0 ZEkX| 0, 0[S &5t | 7| t2of ofel
S0 Ciet MEH0| STt YDB|FS TS} 20| 2ok 4 QUL
1. VRFE 7|¢to2 go| WES|T04 2 Aot =SS Metpict, 2t Riot S 222 Hotirt,
2. VRFE 7|$O2 HZ -2 MeE3iCh 2 245 wCi Hotel 222 2%sn 255 5, 7t 52

QUERIE 71T 20| FHSICL
3. VRFE 7|Hte2 ot LEE MESICE 0| Lt ES2 HE LB FHE SHKNCE ASst £[8
o|'O| 7=|_l|- 9_}-I‘|o|-|:_|-



22 ol ef2ETt AR EILY,

H=E =5 5
AS 7}55h L §k4 (Verifiable Random Function)

—_— L O = Z|- IolAl HA = IA IE /- |

R

L-E MEH (Node Selection)
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=% (Abstract)

2E2X] £ 2474 (An introduction to Ontology nodes)

S2EZX| ..E (Ontology Nodes)

HESZ0| 90| Tt 2, =0 93 w5t 0f2] 7IX|7} /T, Of2s 1 S=0]ct,

O =

o EZ0|2Y|A =E(Triones node) | 2EZX| H|I4l(Ontology MainNet)
o EZP0|QUA LEE= HEYI olof Fo{st= & 7|S(bookkeeping) == =0|C} &2l .=
C2 MESHE ) AKX ONTE AH|0|Z(staking)sto] E2E Saf MEECLR2EEX] &
o|(Consensus)of| Cist XtA|SH §E = https://ont.io/ 0l &Helgt 4 UL,
e &7|3t .E(Synchronization node) | 2=2X| HjQlull / Z2t2|A HIAEHI(Ontology
MainNet / Polaris TestNet)
o S8t =EE UERA &olof FHOfstX| 2on{) EZO|QUIA(HE 7|5 LEI st =5
2 &7|slot= It stk
o [t L-E(Single node) | Z2tol8l E|AEUI(Private TestNet)

o 2EZX|= Zel0[8l HIAE etH0 M| THHS ?lo THE =& HIER S BiZ S X|ASHTH.

S E2X| CLI (Ontology CLI)

2ERA HEAR LEE 4, 22|, d2XEs5| ?lth e 7|sS «&E EEE Q/H0lA

(Command Line Interface, CLI).

ZQ2 7|'s (Features)

o 2EEX|HQIL Z2t2|A HAEU = T20[8] HIAEHINM LE AN
e L-CO|RPC, REST, WebSocket 5t2| AH|AE 22|

o HEYI ItAH|(gas fee)2t =SS EAUMMM st 5 L& Li2t0[E 43

o REEX| Ml gol L= Al gl a2
o AE L Xpit 22|

o C}E MY(Multi-Signature) 71N A 2! EzHHME MY
e S 3 EUMMH YH X3

e ANEZAEMEHIZ ZISE

L| E{|3 &4 (Network Environments)

222X EEH|2 HESZ= 370 2Y &4 (public live environment )zt 374 HIAE &4 (public
test environment)2 2 M EIC}
ESH WYX= Z2t0[8] HIAE SHE0l|M = EE B == UL,
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