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o HQSIC] W2fk|= 220[ QCHH AHHlE M22 FHE Mot = ASLICE
o M ZHXE FIIBIAL A E MSE & ASLIC

B = Ry |_i
e D= 2AME GitHub(https://github.com)s S35 HEE 4 AU&LICH

AN
Of OtO|E[0ft X[AlS Z[03l| FAI7|E =CHRILICH
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Neo-CLI= CH32 20| HIAER A0 M Haliet 22 HEeiLCh

o Windows 10
e Ubuntu 20.04
e macOS Big Sur / & 111

Neo-CLICI2EC

Neo-CLI &x| 7t0|=(https://github.com)& #1501 GitHubd|A Neo-CLI I{7|X|E CI22
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2 HEYT 4

mZafo|H M2 28

Neo:= 7, CIHE R HAE SHS I8 BHIAESS MSRLICH

— — — A= =
Lo HU ROIGH B2 HIAE E2S AEY 4 UES X Z2to|8l Miels e 5 ASLICH
of2 Hsa’q SILIES AEiEh 2 ELTE:

Ch =2 meto|8l Mol M (https://github.com)
& cE2 metol8l Mol MY (https://github.com)
o 30| MBEl= K& S &1st0] ZetolHl Helg ddsty, MUAlA 220 NEO2F GASE QIEsHHAI2.

o Cf
2l

Xz oty -’.-.‘-HI

OfX| AOIE ZAEME HHZOf| AFSE M2 2 X2 U S Hds 22SLT
1. 0.jsonOlzt= 0|59 MZ22 X[ utds Wdstn, LIS AFE = JALE 7|2 FAE SAfRILICL
2. HHIAlA =20 NEO2F GASE Q& X2 €1, e XZe| 2= A2 0. json2 2 T&st = 727t &feld wi7bx| 7[CHE L
C}.

3. 0.jsons SO AM0| FIHo = SR =X] ZIFILILY.

n

Zatolsl Q! gt e
olx| etds Fdsta, C

HAEHE sl
__r!.

)

L3 ’éil

2. .NET 8.0 SDK(https: //dotnet mlcrosoft com/en us/download/dotnet/S 0)CIR2E 2 Mx

3. PEES Malst $, SDKVH AR o2 MA|=|Rt=x| Selsty| 2ls The B2ols eligh|ck:

O oo

dotnet —-list-sdks

2X|7h {ctH SDK HH #&7F EA|ELICY,

ZHE=E HE8 8%

Neo.SmartContract.Template(https://github.com)2 Neo ADIE HEME I A| At8ot= T2 E HIESIQLICL HIZSIZ 4
X8t &) HO|d £ Visual StudioZ E5f Neo AOIE HEME Z2HME S MM~ QI&L|CEH
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L)

E dotnetEHIESI 2

dotnet new install Neo.SmartContract.Template

Tk

*
9

dotnet new list

Neo.SmartContract.Template(https://github.com)g HX|§t Foll= LIt 22 7|2

¢ neocontractowner - GetOwner % SetOwner HAMZ=
e neocontractoracle - OracleRequestE At
e neocontractnep17 - Mint & Burn HMEE =

E1

me3E 0|22 7|5z #N ClEa|o 0|22

O En

JIZE0j| AFEE[E neocontract ElZ2l2neocontractownerZ 0/50] HZEUELICH

oj'2ojM EESSE ALES

dotnet new neocontractnepl7

— 11—

&LICt oll: dotnet new neocontractnepl? -n MyFirstContract

Z

EE T2 Huje

Ef0|E QB0 A0 Z2HE H2 2 0|6t

or

HEL|C} 8t —n, ——name <name> &

o

net
4

30

dotnet build

nccs

ECEEZ|9 bin\sc £ of2fjof| EHEL|CH

o ZAEME ZbMof ChEt o e MEE= 7|2 /g (https://github.com)g
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e Neo N32t Neo Legacy ZAEE 7to| xto| o] Chst H 2= Neo Legacyete| xto| & (https://github.com)s &2

SHYAI2.

HEHE H|E U SS

O[F M0l M= NEP17 ZAEE MtA(NEP17 . nef)t ZHE o
O|H| Neo-CLIE AtEsto] ZIEHES B E R S&st= 2HYS E%‘ﬁflﬂﬁl—l =

/\
=
m
o
=
\l
B
Q
=}
-
—
D
(2]
f_+'
—.
(%]
o
=}
~—
Nm

2H
=

HuEASLICE

ZIEE Hlj3x£

Neo-CLIOA BiZ M2 deploy <nefFilePath> [manifestFile]S YLt
OlAl= CrE ot 25U

deploy NEP17.nef

Or

deploy NEP17.nef NEP17.manifest.json

07t 2Al=|H NEP17 ZAERETHHIEE|D], 2t 2= AL Qs AtIs2 2 X2 LT

neo> deploy NEP17.nef
Script hash: 0xb7f4d011241ecl13dbl6c0e3484bdd5dd9a536126
Gas: 10.1477624

Signed and relayed transaction with
hash=0xe03aade81fb96c44ell5alcc9cfe984a9df4a283bdl0aalaefa’ebf3e2961757

O XtMlst 82 ADLE ZAEE HiZ(https://github.com)E & I5HIA|2.

invokeE AtE310{ ZIEHEES SEY 4 AUSLICH

invoke <scriptHash> <operation> [contractParameters=null] [witnessAddress=null]

(CIPNF

invoke 0xb714d011241ecl3dbl6c0e3484bdd5dd9a536126 symbol
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EELEERY

g

E|H oEa 22 27 EHE U

Invoking script with: '10c00c046e616d650c1419f81497c319b62ba93f73c711d41bleeff50c2341627d5b52"
VM State: HALT

Gas Consumed: 0.0103609

Evaluation Stack: [{"type":"ByteArray","value":"VGIrZW5TeWlib2w="}]

relay tx(no|yes):

Aoq.
=20

* VM State: HALT= VMO| d3Xo 2 M|} SS 2|0|stH, FAULTE A8 & 0|22 2l VMO| B2=USS 2|0/ Lt
» Evaluation Stack: ZIE2HE %%‘ ANE LIEHLHD) 240] BAtYE &= ByteArray® 42 Base64 2 QIALELICY,
e O|O|E Z=oH E'j%FS 017] (https [/www.base6decode.org/)olIA 5t 4= AUELIC

Neo 27|

Neo= @E £ A FIFLIE| T2 2542l Z24E /L L.

Neo= &&5Y3
xgamaax
I.

+

toHZ2|70|(dApp) 7HE S SISt 7HE ISt 7|58 2E 22Xl Z2MEQILICE Neos ADIE HEHES SaH Apate| Cf
tssts 788 & QA &LICh C#, Python, Go, TypeScript, Java & C N 7
227 JHLE > JASLICE £ Neos HEEYSH AER|X|, 2212, =02) 1| MH|IA(DNS)2 22 228t 40|E|2 QIZ2LE HIB5H0] XA
EH QI SI(Next-Gen Internet)2| 74105t 7[gt2 T EEHL|CE

Neooi| Chal o 2ot 7|(https://github.com)

ol

Neo N3= HRLIE|7} FEot= QE ZSZ 02 M, 270 HH{HA DHS E5| 22 SiA| Adstn} oIME|E RHS £I510] 2= Z0{X|7}
SH HedEE & AT LT

HH{HA Hat

M2L AHHEAA PHe SHX}(candidates), 198 24 (committee members), §2| = =(consensus nodes)2 LA EL|CY,
0| 0_]2|I— |o||_-|| | E|-EHII|E-| 5@ I;I 2;q|ol_| §|_}70_| | _T’I; | o5t |:H:ro|.|:|:|, 3=II-Q_| LEoC= ERTN uHE‘P(l"f ='§ AH i 1%}% CtCF

— A 2= Oo —_— T 1=
=
Slels| TYRAT Blo| EE I e EE 92 U 40| SHAS SoM MEEUC
0lS 9| Ei= Of2f JZOE MHE 4 YALICH
Sli5| PHIT} E0l T Ziof PAIEQ! Es SIXIH, 7| Slpisl P £(21%)7t 80 i C 4(7%) 2 BY| 20| APHEOR Fo| 1o
EL Slels| yelo] BRREoR B 4 AALIC
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Candidates

Committee

Consensus nodes

S HXHCandidates)

SE NI EE V|22 S EAZ S50 FEASZRE X[X|E 2ot ¢ s A2 AELILE S5 EHMO0| 2H|lof 7| Z = H,

NEO E®/Xt= Neo ME{A2| St} =

SEIPLEE # = X olZ3(epoch) S sie S EXOA £HE 2= XY F42| NEO E2 5 gthsto] 212 F0iCH A MEL L
Qs A0 Y2 HRLE|S X|XIE HU=KIE BESH| sl TH NEO E22| 20% 0[&0| FH20l| AHEE ZR0let 747t K58t
LIC} Ol 71y 2 HE 22 €8 22| SHAPI ASo 2 93] A4 pat g =2 MEEL(CH

ol2is) THRUS 49 21H0| FCt SE $HA B0|M HBULICL LRI SE 45 2122010 ME|OR, SRR 9I215]0] Mt w2t
QISP S FHeFe ZHY 4 YLt

Oliz{3t Heto] S2IE|7| SUsfAls, FIR1e] T4l 50% O|A0] S2I3Hot i, 015 SEHI! TI20|EIS 2RI A HAI517| et ET
ofl MBtLict,

G5 9I9I5l CHSTH 22 CHYt = 288 YE 4 gLtk

o Q22(Oracle) ==
o StateRoot &9 =&
¢ NeoFS 0|{&/(Inner Ring) ==

82| .- =(Consensus Nodes)

[e)
ol
fe)

21H
=]

=
=

EE
2 2

NI

| B9 5 FC SE 49 75 B
fLCt,

22 ot AlEtSin 222

| ==(consensus nodes)ZA &S 4&isto] EAMMM SE3 X160 Neo 25H(0!

10
o

i (o}
fol

r

rlo
Ho

40
rio
ol
-

G OREIK 2, ol e == 212 =00 A E LT

OIMIE|H(Incentives)

Neo N3&= Neo LegacyZ2FE 0|02 2 0|5 EZ H7LIZS MElictil I NEO= HHHIAE, GASE XESE2E AFE LT

NEO

NEOE Zoi 322012 712 D= /o0, |4 £he|7h 12 LEFO0{X|X]| gf&Lich
NEO HSxt= Neo UESIT0| AQXI0[R} B2XRA, UED LHojA SE E2HMS MASORN 80| LC M5, §to| Mt XM 44
B QE XY Su e e Mt A

L5k Hesk NEOQ| U0 w2 siehshs GASE

7Y 4 ASLIC
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GAS

GASE Neo HESR A X HO{E Aistr| 95t oz E2(fuel token)2 2, Z[4 E2l= 0.000000010|04 0|2 ‘Datoshi’ztn 5L
Cf,

AEXH= GASE A3 (cla1m)of7i|— TOH(purchase)E Sl 855t 4= IO, LHIER|T ALE A| EHME TE KHot 52| Kpot digh,
DApp A& 52| &l<|ol| s YF2Fe| GASE UERZ ##EE I f

23 0 FHEE dHotAH ) GASS| £ £l Datoshie Lt 0] Mol &L

1 Datoshi = 1e-8 GAS.

GASQ| I 2 t?l= Datoshi HRIZE EE 2 USLICL 0|8 &0,

1 Kdatoshi(# Datoshi) = 1e-5 GAS,

1 Mdatoshi(tIHm Datoshi) = 1e-2 GAS,

Z,100,000,000 Datoshi = 100,000 Kdatoshi = 100 Mdatoshi = 1 GASIL|C}.
0|25t £l M7= Neo HIER| IO HLUSH ALt E EH MME 7tssHA giLch

Neo Legacy®t &2[, Neo N32| GASOll= 32 Stz glo0] ERRMO| A AR 2= AZH(burn)ELICH

GAS 2l #=l/(GAS Distribution Rule)

27| MF0IM, 222 579 GAS E20| H4=|0f, 0] Neo 9I2i5|(3te] - 2
A 2L,

MAE| GASE Ofefiet 272 2l0] what eyElL|Ct

ol
4m

H L xgh) NEO FEX}) J2[1 ZE NEO ERAto|

NEO E{X} - 10%

Neo Legacy®t OFEIHX| 2 0] 222 GASE NEO ERAA XH5o2 2H=[X| e4&L(Ct
0l= NEO ERXA7t NEOS T&5H7{LE EEE -85t 0|%0f|, NEO 27 7[ZH(holding period)of 2t #|4t=|0f NEO ERAte| X|ZHol| &2
HH & LT

fl2ls| R el = - 10%

B2 10%= Neo S5A|212] 22|t 2H0] 7|0{et 21F2| 23| LHRI0A E&e 2 XIGELICh
o 2125 (0123, Epoch)0tC 9{245] L4 240f TSt S22 CHAl AL E|D], QIHIEIE HI20] Mz MEE @IS0 HZ o E LT
S S 2500 2 E EAMMMO| HEQIS 2= AL|F(speaker )0l XIS E LT

=27,

ExZXHVoters) - 80%

HGE GASO| i Z(80%)2 NEO ERAVL 3| LE A FHSIEE T245h7| ?lat QIMEIE2 AFZEL T
O] HYo| UR= M2 MEE 73| AU dSH oz FHst NEO /A2 X|SE[0], 2} o 23 (212 5) 0kt ALt & 2HE L

0| B 222 282 LIFOELCH IR 7@l 219, & == 7H 7|F).

2,
MEE ol 2ol £ES NEO ERXte oy 222] 2/288,
ol L=Vt Ol MEEl 9|3 FIA FEE NEO ERAN= 1/283 B¢ 2 gh5LCh

NEO E& 2H(NEO Token Models)

Li|o]E|2 EZ(Native Token)

Neo AlAR0]= & 71K 72| H|0[E|2 E20] F2|=|0f A&LITH NEO2F NeoGas(GAS) LICH.

et

T AL

NEOE= 7t{edA(Governing) E22 2, HRXH= Neo HES|T 2| #2|of &Hod
Ol &ol LE Bx, HESR D j2i0|H 3 52| WIS ZalefL|Ch

NEOQ| & H*°OH%FS 19 7HO|0Y, Z| A THel= 12 LEFOIX|X| gd&LC.

NEO= HMUA|A S5 (Genesis block)oll SE&(0{ {20, 0f|H| AE X (standby validators)2| CHE MY FA(multi-signature
address)0il K& ELICE,
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GAS= Neo HEHI At HO1E Helsh| st H= Eﬂ(fuel token)2 2, &4 &= 0.000000010|04 0|2 Datoshizt EEL|C}
AHEXHE GASE &+ (claim)stLt oi(purchase)E Sall 58 4= &L

Neo HIEQIE 0|88 W= EAHMM TS It EF, xu St DApp &8 S3t 242 L E3 AMS &2(o]| CHal T2kl GASE =422

X|Z3HOF &Lt

0l

E O AR dHSH ) GASS| &4 tHel= Datoshio|0d Cr2at 20| FelEL|

1 Datoshi = 1e-8 GAS.

GAS?| o 2 t?|% DatoshizZ ESg 4= JUELICY.

OE =

1 Kdatoshi(# Datoshi) = 1e-5 GAS,

1 Mdatoshi(tIHm Datoshi) = 1e-2 GAS.

Z,100,000,000 Datoshi = 100,000 Kdatoshi = 100 Mdatoshi = 1 GASIL|C}.
O £2| M= Neo UESZ Lol HLUSH AL 2 ERHMM S THSSHA| FHLICH

Neo N3 HMUAIA 252, HUIAA AIF0H Neo Legacy H210M f& S GAS EZ2| St Hats| UX|sh= 22 GASS LallsiLCt
GAS Y48 E 2 2tHol| CHSH KtM|st LIS 2 HE{HA 2 QIME|EE RSN 2.
NEP17 XI:HER)
NEP17 EE2 ADIE *E HES Soff Ll L 22| =00 LT
0|59 HE = ADLE HEME AER|X|0f| XEE|D, A ™ (Account) ZHO| AFSEILIC.
XIM|EH L2 2 NEP- 17( tI&/./.glthub com)g A0EHM.
7k
& (Wallets
X|Z2 Neo?| 7|2 718 A0|X} ALZXI7t Neo HEH 30 HZot7| I8t QI 0| AL
X2 EUMM MG ZHEME HiZ It S5 St 22 ETM 2t 2hdg SeetL(ct
iU XH= Neo X[ZfS ATl Oto|C|0f0]] ShA| RHAA St S o~ AKX T
Ofzfel 211 TEl 2 BHEA| W20k FL(Ct,
A& (Accounts)
NeoOflM A& (Account)2 ADIE HEBMEO|H, =4 (Address)= A E HE AAZIEZS LIEPHLICY,
OS =Mz & 742l 7|(Private Key)dlM 37 7|(Public Key)E, 12 (Add]_'ess)E EEote Y8 Ho{EL|Ch
ECC
privateKey * G build script hash160(=sha256 + riplemd160} baseSBcheck

Private Key # Public Key # CheckSig Script # ScriptHash # Address

72l 3|(Private Key)

Wl 7= 12F n AtO|Q] lelo| gto 2 M ElLICt
017|M n2 &40|04, S2A {2563 SECt 27t =2 ZrelL|ct,
Uty o 2 19l 7|= 256H|E(32HI0|E) £XAt2 ESHELICH

NeoOl A 712l 7|= Bt & 7HX| 2 213 Y AlS ZHE LT

o Hexstring &4
Hexstring @412 16%l EXIS AHES101 HIO|E HIYE S 2AIE 2 HBichs LA L Ch
e WIFdH —4A|
WIF @42 §2fi2| 32810/ H|O|E{ol| HFAF 0x801 HO|AF 0x01
Base58Check Q1S 4350{ 2X1H S MAIGH= diAIQIL|CE,

m
R
5
-n
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Private Key (32 bytes)

0xBO Private Key (32 bytes}) 1 0x01
_
——
BaseS5EBCheck
WIF

CIPNF

4| (Format) 3zt (Value)

byte[] [oxc7,0x13,0x4d,0x6f,0xd8,0xe7,0x3d,0x81,0x9e,0x82,0x75,0X5C,0X6/4,0%C9,0x37,0x88,0xdb,0x09,0x61,0x92,0x9e,0x02,0x5a,0X53,0X36,0X3C,0X4C,0XC0,0X2a,0X69,0X62]

hexstring c7134d6fd8e73d819e82755c64c93788d8db0961929€025a53363c4cc02a6962

wif L3tgppXLgdaeqSGSFwi1Go3skBiy8vQAM7YMXvTHsSKQtE16PBncSU

27l 7|(Public Key)

37 7|&= 7Hel 7|1 £ 7|¥te 2 ECC(Elliptic Curve Cryptography, Efl S &ts) 2n2|ES S8l AlLtE ™ (X, Y) LI
X, Y ZHEe= 212} 32HI0|E H0|EHE E3E 4 IELICH

[ETQINt &2| ECC ¥12|&2| SO 2 secp256r1S ALERILICEH
CHe & 7kX 370 7] @A10] EXRLICH:

o H|2t= 37} 7|(Uncompressed Public Key)
0x04 + X (32 bytes) + Y (32 bytes)

o = 27l 7|(Compressed Public Key)
0x02/0x03 + X (32 bytes)

Ol Al:
&4 (Format) 2t (Value)
7| (Private Key) c7134d6fd8e73d819e82755c64c93788d8db0961929€025a53363¢4cc02a6962
20 7| (LEY) 035a928f201639204€06b4368b1a93365462a8ebbffob8818151b74faab3a2b61a
371 7| (HILEE) 045a928f201639204€06b4368b1a93365462a8ebbffob8818151b74faab3a2b61a35dfabeb79ac492a2a88588d2f2e73f045cd8af58059282e09d693dc340e113f
2 (Add
T ress
Fas S0 7|70 LEel Het IEES MY MHE SRt At 8 2AE YL
O] HolM= 371 710 M Neo FAE Hetk|= uPE s ST

) #2z (NOTE)

Neo N30ME T4 ATEETF A EUELICE

L{ 0/AtOpcode.CheckSig Z Opcode.CheckMultiSigE AtE3HA Yoy,
CHAI &5 28 Mu|A S50

SysCall "Neo.Crypto.CheckSig".hash2uint,

SysCall "Neo.Crypto.CheckMultisig".hash2uintZ A8/}
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OlH

oItk =AM (Ordinary Address)

1.

Al
2

o2
rlo

371 7|2 CheckSig A3ZYEE 74451, Lot &Lt

0x0C + 0x21 + Public Key (Compressed 33 bytes) + 0x41 + 0x56e7b327

Public Key

PUSHDATAL | PublicKeyLength | Public Key(Compressed,33bytes) + OpCode.SysCall  "System.Crypto.CheckSig".hash2uint

= 666101590 =0x56e7b327
(little-endian)

Checksign Script

Ox0C 0x21 026¢57...747be07811 Ox41 0x56e7b327

Hash160(=sha256+riplemd160)

ScriptHash
0x35 ScriptHash
Address version
Base58Check
Address

2. ZEMEO| ATZE 5lA[(20H0|E)E AIXBILICHAIRZEO] Cisl SHA256 8 #13t RIPEMD160 $t #1g )
3. iAo HE Z2|ZA S FIFSILICH S Neo Z2EZ HME 530|04 2 HIO|E= 0x35).
4. 92| HIO|E H|0|E{E Base58Check /2 EtL|Ct,
Of|Al:
24| (Format) 2+ (Value)
Private Key 087780053¢374394a48d685aacf021804fagfab19537d16194ee215e825942a0
Public Key (Compressed) 03cdbo67d930fdsadaabc68545016044aadddec64ba3ges548250eaeas51172e535¢
Script 0c2103cdbo67d930fd5adaa6be68545016044aadddec64ba3zges48250eaeas51172e535¢4156e7b327
Address NNLi44dJNXtDNSBkofB48aTVYtb1zZrNEs

LIS MY T2 (Multi-Signature Address)

1.

rlo

012 A2 N-of-M CheckMultiSig AFZEE FHEILICH ATEE AR LSt ZELICH

emitPush(N) + 0x0C + 0x21 + Public Key 1 (Compressed 33 bytes) + .... + 0x0C + 0x21 + Public
Key m (Compressed 33 bytes) + emitPush(M) + 0x41 + 0x9ed0ddc3a
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N + PUSHDATA PublicKeylLength Public Key | oy PUSHDATAL  PublicKeyLength Public Key 2 + M + OpCode.SysCall "System.Crypto.CheckMultisig™ hash2uint
= 987549854 =0x9ed0dc3a
JU—
Checksign Seript
emitPush(N) Ox0c2103cdh0... 511720335 (X062 1036c84.. 94c2chds43 emitPush(M) Ot Ox9ed0dc3a

l e et

Address version
Base$§Check

2. ZIEHEO| AFZIE FjA|(20HI0|E)E HABILICHAIZE Chall SHA256 o #Haf RIPEMD160 8t S £=3l).
SHALO T Z2|ZAZS ZTFSH|CHE R Neo Z2EZE HEL2 530|0 3liE HO|E= 0x35).
4. 92| HIO|E H|0|E{Z Base58Check /2 EtL|Ct,

CIPNF

W

&4 (Format) 32t (Value)

Private Key 087780053¢374394a48d685aacf021804fagfab19537d16194ee215e825942a0 9a973a470bsfd7a2c12753a1ef55dbsa8c8ddes2421406a28c2a994e1aldcc8a

Public Key 03cdbo67d930fdsadaabe68545016044aadddec64ba3ges8250eaeas51172e535¢ 036¢8431cc78b33177a60b4beco2baf6odosfee5038e7339d3a688e394c2cbd843
(Compressed)

Script 110€21036¢8431cc78b33177a60bsbeco2baf60dosfee5038e7339d3a688e394c2cbd8430c2103cdbo67d930fdsadaabe68545016044aadddec64bazgess8250eaeas51172e535¢12419edode3a
Address NZ3pqnc1thMN8EHW55ZnCnu8B2wooXJHCyr

@

(NOTE)

emitPush(number) AFg Al <Ate| FZKinterval) off 22/514/A|2. CFEE number 7} Biginteger 2! 29| 0=, CtS7F Z&L]
cr.
data = number.ToByteArray();
Number Emit OpCode Value
-1<=number <=16 OpCode.PUSHo + (byte)(int)number 0x10 + number
data.Length ==1 OpCode.PUSHINTS + data oxoo + data
data.Length == 2 OpCode.PUSHINT16 + data oxo1 + data
data.Length <=4 OpCode.PUSHINT32 + data oxo02 + PadRight(data, 4)
data.Length <=8 OpCode.PUSHINT6/, + data oxo3 + PadRight(data, 8)
data.Length <= 16 OpCode.PUSHINT128 + data oxo4 + PadRight(data, 16)
data.Length <=32 OpCode.PUSHINT256 + data oxo5 + PadRight(data, 32)

X F=L ATZUES|A|(The wallet address scripthash)

Neo SSH210M XZts A W, 7HR! 71, S7H 71, K| 4, 22[1 22 AFEESHA|7F G E LI

Of2Holl M= EE X2 a2t 0

=2

thSshz AT RIESHA 2AIE S Bl ot 2| SRIC ot YA o= A FL(CE



g4 (Format) EX1< (String)

Address NUNLWXALK2G6gYa7RadPLRiQYunZHnnexg
Big-endian Scripthash oxed7cc6f5f2dd842d384f254bcoc2d58fb69as 761
Little-endian Scripthash 61479ab68fd5c2c04b2541382d84ddf2f5¢c67¢ced
Base6/ Scripthash YUeato/VwsBLJUS4LYTd8vXGfOO0=

XY F=Aat ATRESHA| 7t = BolC|otat 2|EQC|C HIO|E w=Af 7t ¥t = Data Convertor(https://github.com) =7 E AtEst
|

X|Z ot2d(Wallet Files)
db3 1} (db3 files)

db3 X|Z2 chEe| AE HE MY & =3|E 0[5 57| 2lsh H2i42] X2 M LEH o= AFZE LI

db3 X o2 SQLiteE A3l HIO|HE MESHH, Tt EE A= . db3JLICh sttel db3 mhofl= u| 7Hel E|o[S0]| MM ELICt:

e Account
ZIC (Field) £8 (Type) isRequired H|2 (Note)
PrivateKeyEncrypted VarBinary(96) Yes AES2562 2455}
PublicKeyHash Binary(20) Yes 7|2 7|(Primary Key)
e Address
Zc (Field) £8 (Type) isRequired H|2 (Note)
ScriptHash Binary(20) Yes 7|2 7|(Primary Key)
e Contract
Zc (Field) 28 (Type) isRequired H|Z (Note)
RawData VarBinary Yes
ScriptHash Binary(20)  Yes 7|2 7|(Primary Key), @l2f 7|(Foreign Key), Address H|O|S2+ ¢12t
PublicKeyHash ~ Binary(20)  Yes 2lelA(Index), 22 7|(Foreign Key), Account E|0] 21 12t
* Key
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Zc (Field) 28 (Type) isRequired H|11 (Note)

Name VarChar(20) Yes 7|2 7|(Primary Key)

Value VarBinary Yes

Key E|0|20l= =2 AES256 28 £4 50| M EL|CH

PasswordHash: B|2HS 9| {A| 2t 2 SHA256 dfiA| QIAtS Saf M ElL|CE

IV: AES?Q| =75} #lE{(Initial Vector)Z, 2222 MM EL|Ct

» MasterKey: PasswordKey2t IV It2t0|E{E ALE5t0] AES256 L2IE22 7121 7|12 gSste &2 A5 E(ciphertext) L
Ct.

 Version: X|Z2| H{T YEE LIEFHL|CE

db3 x|Z2 ¢sst Y 555t HAlo2 AES(CHE7| ¥E3}, symmetrical encryption) £ AHEEILICH

NEP6 X|Z} T2 NEP6 EES &45101, It &A= . jsonLtt.

{
"name": null,
"version": "3.0",
"scrypt": {
"n": 16384,
"r": 8,
"p": 8
}
"accounts": [
{
"address": "Nf8iN8CABre87oDaDrHSnMAyVoU9jYa2FR",
"label": null,
"isdefault": false,
"lock": false,
"key": "6PYMIDXxRYS8RMhKHp512xEXRVLeBIDSkW2cCKCeb650XgL4tD2kalX2yb9vD",
"contract": {
"script": "DCEDYgBftumtbwC64LbngHbZPDVrSMrEuHXNPOtJzP10dL5BdHR2qg=="",
"parameters": [
{
"name": "signature",
"type": "Signature"
}
1,
"deployed": false
}
"extra": null
}
1,
"extra": null
}

Of GilAJof| A H|EHS = 1R{LICE
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NEP6 X|Z} JSON EE

MY (Description)

name AHEXZ X2 Thol| f2fot= 2f

version Six 242 3.0

scrypt (n/r/p) (rllj/:rC{FD)H‘;Hﬂi*ol 7l 7| S S-S50 AR R = scrypt 10
accounts Xy 2 AY MEYEE dHst= Account ZHA| S

account.address

A

account.label

AH et 712242 null

account.isDefault

aiiE AFol X|gel 7|= AYLIX| o1&

account.lock

AEO| HA A=K 015

M-

account.key

7121 712] nep2key LHELK7

account.contract

account.contract.script

account.contract.parameters

account.contract.parameter.name

account.contract.parameter.type

account.contract.deployed

account.extra

Agel £7t 44, 71242 null

extra

Xgel 27t &4, 71242 null

=
I
tol
for
lo
12
bt
i
I

NEP6 X[Z2 scrypt ¥n2|ES X[ g=st

O 2 AR T

otS 35} thA| (Encryption steps)
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sha2b6, sha2b6

address # addresshash

Scrypt.CerivedKey(password,salt = addresshash,
N=163B4,r = B, p = B, length=64}

derivedhash1(0-31} derivedhash2(32-63}

(privateKey @ derviedhash1}AES256Encrypt(derivedhalf2}

0x01 0x42 Oxe0 addresshash encryptedkey

base5Bcheck

NEP2Key

1. FAae I 7|2RH TEEH, T4 6fAl= SHA256 (SHA256 (Address) ) 2] & 4HIO|ER]LICY,

2. scrypt €12|52 M8510] derivedkeyE AlMSta, 64HI0IE HIO|HE derivedhalflat derivedhalf22 LisLICH
scrypte Chs Oi7i8E AEeiL|Ch:

o ciphertext: /=& H|UHS (UTF-8 &4l)
o salt: 2 sfiA|

o n:16384

°or:8

o p:8

o length: 64

JHel 7|2t derivedhal f12 XOR At F|, derivedhal f22 AR510{ AES256 22 &55}510{ encryptedkeyE P&l
Ch.

Cts A0 w2t HI0|H & 215k, Base58Check Q1ZE S S35 NEP2KeyE MM EHL|C:

0x01 + 0x42 + 0xe@® + address hash + encryptedkey

23535} cH| (Decryption steps)

Base58Check C|ZE S AE35I0I NEP2KeyE C|ZEEHLICY,

C|2ZE Cllo[E{e] Z0|7t 39HI0|EQIX|, J2|11 MZ M HIO|E(data [0-2])7t 0x01, 0x42, 0xe@RIX| EQIEL|Ct
data[3-6]2 addresshashzZ At2&tLCt,

H|2H St addresshashE scrypt ¥n2|E0] 2{stn, 2ot Z0|E 642 X|™5t0] derivedkeyS H&LIC
derivedkey[0-31]12 Derivedhalfl, derivedkey[32—63]2 Derivedhalf22 AtEgtL|CH
data[7-38]12 Encryptedkey(32H}0]| E)E MHstu, derivedhal f28 7|5} HIE{Z AHE510{ AES256 S35 3L
Ch.

7. 255}= 40|62t derivedhalf12 XOR Q45101 7101 7|2 A&L|CE

8. 721 7|=RH ECC ¥12|52 &d 371 71E st sie 37l 7|12 FAE EE|ILCH

SHA256 (SHA256 (Address) ) 2l & 4HIO|EJ} addresshashet SSHCHH, 2HEE 710l 7|18 &lS6 AL C},

SOV WN e

NEP2 %! NEP6 H|QtAol| Clist XtMEH LIE2 Neo 34 &AM E 15 Q.

e NEP2 H9tA: https://github.com/neo-project/proposals/blob/master/nep-2.mediawiki
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o NEP6 X|9tM: https://github.com/neo-project/proposals/blob/master/nep-6.mediawiki

MH(Signature)

Neo:= X|& HZHEE Sl EAM M0 MBS ?lsf ECDSA E12|ES AFSeiL T

od

h
ECC3MO2& nistP256 £= Secp256r12 AFESHH, aiA| ¥12|E0 2= SHA256S AFEELICE

C#3cL
public static byte[] Sign(byte[] message, byte[] prikey, byte[] pubkey)
{
using (var ecdsa = ECDsa.Create(new ECParameters
{
Curve = ECCurve.NamedCurves.nistP256,
D = prikey,
Q = new ECPoint
{
X = pubkey[..32],
Y = pubkey[32..]
}
1))
{
return ecdsa.SignData(message, HashAlgorithmName.SHA256);
}
}
of Al
84l (Format) 2 (Value)
data hello world
PrivateKey f72b8fab85fdccibdd2ob107e5dalabs713487bc88fc53bsbi134f5eddeatalg
PublicKey 031f6/4da8a38e6c1e5423a72ddd6dsfcsa777abes37es5cb5aa0425685cda8e063b
signature b1855cec16b6ebb372895d44c7be3832b81334394d80bec7c4f00a9c1d9c3237541834638d11ad9c62792ed548c9602c1d8cdocagafddse68ceeas0e7bcfbeb2

X|Z 7] 5(Wallet Function)
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3|'
BT

A (Function Name)

MY (Description)

Import wallet file XFE X2 ool AY HEE 7EdFLCh

Export wallet file AY FZECH 7|, H[HHS ) =4 S)E db3 XY ItY = nep6 json LY S X|HE X[} of
2ol MERLICH

Unlock wallet ALEXIO HIUHS E AE5H0 Hot RE8 WX|FLICH

Create private key QIHEH s MH7 1S A5 7Rl 7|12 'L ot

Import private key wif @A = CX|E AZME ARBSH0] M 7! 7|15 X|Zfofl F7FetLct

Export private key AEel 71! 7|12 L= LT

Generate public key ECC 2112|EE Sall 712l 7|01 M S7H 7|15 A efiict

Generate address I 7IE TRt e 2 =AE MMEHL|Ct

Import address M =45 X[Zol| FFetch

Export address AFel FAE UL T

Import offline data

chain.acc ool €2

ClolHE

=29t S713F AZtS EHEELICE

Export offline data EZH0|EE chain.acc T2 L{EHL|CE
Synchronize block data S5 H0[HE S7IstEfLct.

Transfer CHE FAE XS HEELICH

Sign EHM So| H|0|5HE MBRILICE

Claim Gas AHol 275t NEOZRH M2 HME GASE Mgt
Get balance BXY| K| TS HAIRILICH

Get transaction Sl X[Zhe] EAMTM LS HAIRILIC

Construct multi-signature CHs MY HEMES MHeiLTt

contract

Extend Y 752 sALIcH
Deploy smart contract ADLE ZHEME S v ZEHL|CH
Test smart contract AOIE ZAESE S H|AESIL|CH

.I.l.

N FA

gllo{(Wallet Software)

E E X|Z(Full-node Wallet)

EiC K22 2l HO[ES 23| Helsls

HiL ==

[

Al Koz,

HE 2|2 HI0|HE XMEstL P2P WEX 30| ZHo{&tL|Ct,

mekM &eet Ma S0l ER

LT
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Neo-CLI®t Neo-GUle 25 ELE X|ZHlL|Ct,
Tt LI22 Neo nodeE 2 15HM4| Q.

SPV X|ZH(SPV Wallet)

SPV(Simplified Payment Verification, tte 28 243) X|&2 E-E XL CHELIC

2E E5 H0IHE MYSHA| 41 25 8|0 olof&{ 2 XMFsi,

Bloom ZE{2t Merkle E2| 2112|ES AMEsl CI0|EE AERLICE

O HA2 ME 372 28X = Hofg 4= l0| ZHIY Ho|Lf 21| E S2I0|AEM =2 ARZELCH.

1=

SPV X[Z2 7He5l2{H NEO UEYT Z2E 2 QIHH|0|AS FHT5HM 2.

A8 WH(Usage):

1. SPV X|Z0| Bloom ZEE EXE0f M&sHH, E-E= oy 2EHE 22U
2. SPV X|Zi0| Bloom ZE{Q| Oi7iH 5 EL-E0] MESHH, E-E= olig Oi7iHSE SEFLIC (ME ARYY)
3. SPVX|Z0| E-E2RE EAMMMS Z3|6tH, EL-E= Bloom ZE{2F Merkle E2| Z2Z 0|83 ZE{2IE ERHMM H|0|E S Bhet
LT
4. SPV X|Y2 Merkle E2| Z2E AtE35t0] EAFM H|0|HE HSEILIC
[m;

iz
JHl

(Block)

]

rlo
mr T
I rlo

>

dl H|o|E| %= (data structure)L|Ct.
sllc{(block header)2t £5 2&(block body)2 = FAELIC.

O|F g209| &5sty sljAlgH(PrevHash)2 Zetst Qlon,
il ei&= ol ol L% (chain structure)”t &-4EL|Ct

S N I ne
U g Ju
rlo

om
ol

]
Ju

slici(Block Header)

i
Jhu
|0

| Cllol8f == tt3at Lot
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271 Ef2!

(Size) 2 c(Field) 0|£(Name) (Type) MH(Description)

4 Version =SEHH uint SEHH, sx=0

32 PrevHash 0|™ 22 sfiA| Ulnt256  O|™ 29| s{Agt

32 MerkleRoot 02 EB| RE Ulnt256 25 W EHMMO| HZ E2| RE slf{A]

8 Timestamp EEEfQIART ulong SE0| HYE AlZH

8 Nonce e ulong =29| t4(Random number)

4 Index EEodA uint £5 =0|(Height), MUlA|A 2Z2| QIEIAE= 0

1 PrimaryIndex Au|7 A byte SixY| 22 = 0| A ®[QtRF(Validator)2l QI=A

20 NextConsensus CtS 2t2E &0l A5 Ulnt160 LCI3 225 AEXS MY & 322| 2 0|22 E| MAE
INESN AFTZIE SlA|

? Witness ASKHATEE Witness &3 7ts3t #5 A3RE

=22 hash@t indexE Esif 1 {51 g  USL|Tt
SiA| Zf2 ES 6lIEe M U&7/ £42 HEs T, SHA256 M2 & H to] F&LCH
|

6 Tlls
)
UHIE O 2 Neo E5H|QI2 T H|Q X E RXIotH, 2 E52 MA| gl ==2| 322| 2 0|40] &2l(confirmed) st & & Q10f| FIHEIL|
Ch
2t 25 =0[(Block Height)= 11
HUHAlA E2(Genesis Block)2| 0|

40
ol
=]
o2
0z
°
ra
18
Jhu
Hir
°
+
(=Y
10
e
)
i
N
12}
-
Inl

rir
o
185]
r
n

Timestampis 22| ERIAHIE LIERHDY, OfF SEECH 70} BLICH
5 22 719 21242 o 1550/, 0

NextConsensuse CHS MY ZIEME(Multi-signature Contract) 2| sHA|E 2|05,

322 2 0|&o| Bt L& MEE mi2f0|E2 2R 2 FHLCt

Ozl oilA| A3 E &= 0|2 E0{ELICt

Zt 282 NextConsensus ZE& CHS 9| 2220 #oig =52 18- (lock)&LiCt.

O|H™ &tol 2t2E0j|M AL|F{(Speaker )&= EAI2 [Hto 2 C}2 BIREQ| §to| L E MEE A5

I 7 )
O CHs MY ZHEME S MAM5H0] siE SHA| 2HS 222 NextConsensus ZE0| &&EL|CY,

Witnesse 252 AZ A3EER,
InvocationScript@tVerificationScriptZ #AELICE
InvocationScripte VerificationScript A8 A| 2 Q& nt2tn|EE MLt
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Consensus nodes selected by voting

Consensus Node 1 T Consensus Node 2
m=n-(n-1)/3
PUSH M PUSH PK 1 sen PUSH PKn PUSH PK number syscall Neo_Crypto_CheckMultisig
NextConsensus the script represented
=
= E(BIOCk)

=59/ HlolH #x= ttaa ZELth

A7|(Size) Zc(Field) 0|£(Name) E}(Type) M3 (Description)

? Header EZ 3H Header 229 5

X7 Transactions EfMMN =22 Transaction(] £20| 1f|0|]2=(Payload)
EEERL EAMMM ZAEZ AME|0] Rlony,
EM™MO| 7 (2|AE ZO0[)2 AlZtstn O Fof| EZHME0| O|o{EL|CE
stLte| g 2H2=(Consensus Round) S¢t, AL|FH(Speaker)= AHile| HZ2| E0AM BAESE EHMMSS MEst
0|29 ERHMM SA|E &t HA|X|(PrePareRequest)ol Z&AIZ SEXQ HEQ/Z0| E2EIHAEFIL|CE
&to| bEof| chet XtM|SH LIRS Consensus Mechanisme & 154 2.

e
=
m
i
on

Z|CH 512712 ERNMMES ZEIS 4= AUSLICE

1 [= =}

Z7(NOTE)
£20/ Y7502 NIE Uf, E20| S A S20| g K=/
E2HM ofojEls HE2 HHE0] T35 288S Sk

E 21X M(Transaction)

Im

M2 Neo HIEHA HA|Q| 7|2 S= DRQIL|CY,

X|Z(Wallet), AOtE Z1EZHE (Smart Contract), A& (Account) S0

Neo HIEQ 3ot M5EtEE 1 ERNHMZ S5l O|FO{RIL|CH,

Neo2| P2P HERQ|F0M= HEI HEE W InvPay load FEH = Th7 | EL|CH

(Inve Inventory2| 9F}).

Z} 10| 2=(Payload)= 178t H|0|H =& JHX|04,

InventoryType.Txe= EAHMM H0|E{7} InvPay loadoll Z&tz|0 M&ES o|o|giL|ct,
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FZ(Structure)

Neo EEx|Ql0| M EZHM| H|0|E] L= = Chaat ZELICH
a7|(Size) Zc(Field) MY(Description)
version byte EAMMME KA, =0
nonce uint -t~(Random number)
sysfee long HIEXI X2 AFE S 28t AAE 2 (System fee)
netfee long EMMNME E20| oi7|Zst AEXONH X Zkl= HEH == (Network
fee)
validUntilBlock uint EiMMol f5 J|7k(Validity period)
signers Signer([] ST Y MG e R
attributes TransactionAttribute[] Ezi™M 4 (Attribute)
script byte[] NeoVMOollM Halizl= ATZE
witnesses Witness|[] EHMM AS0| A 8E = ATBE F5
version

M™ExKSigners)

eiEjo|Eg/EiatE

A e de= ESM S AHO| 23R E SiAl(Script Hash) LICH
Neo N304l UTXO(Unspent Transaction Output) 2Z0| I 0|AF AFZE|X| 220,
71&2| 7|2 Xtitel NEO2F GASE NEP-17 At ZFEO 2 HMetz Q&L T

E 2HxH A

— T

rjebAd

70 5 o4 2= (input)zt &3 (output) ZE7t 7S LK

OI-ALI |:|>_

[Eg=]

O il sender HEE Soff ESHMMO| SAXE FHELIC

o

==
=1
=

sA

= Hop

m |m
o
o 1o @ g3 1o

Pl |-_1>.L |-_|>.L mE
00 02 op oY [N
L1

[Rall

A

Dl
=
=
ro g
[

Mol g& HQ|(Signature Scope)
| checkwitness?t E&&H,

XE Helst 35 MBXK cosigner)=
?|E Hets| X|IFsHof gfL|ct.

gnature ScopeE 1154 L.

=

£ dolst= | A8 ELT
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Zc(Field) M (Description) El(Type)

Account A AFEE oA UInt160
Scopes Mol g5 Hel WitnessScope
AllowedContracts MYHO| |ZEl ZHEME AFZEO| Y Ulnt160[]
AllowedGroups MHO| S{8E HAEME D50 37K 7| i ECPoint[]

E(script) of w2t Z2-ELIC

2l
- =
%, 23EEQS[ 37|, HHO2| 7l 3! NeoVM FHO{2| SFOf| S| EFLICE
Neo N30l M= THA2] “10 GAS B2 A|AHR 427 0| HX|=|UELICH.
AA” 20| M SA 2 et et

SystemFee = Z OpcodePrice; - n;
1€0pcodeSet

0{7|M,

SOpcodeSetS2 Ar2E Wao HEH(opcode set),
SOpcodePrice_iS& 2t HHO| SiSe| &3l H|E,
Sn_iSE alie Wadof SiSTH AEME ATRIE Lo M AREl 3151 Ct,

ZF 20| 42 F0f| CHEF KA|EH A=

Fees for Instructions(https://github.com/neo-project/neo/blob/master/docs/fees/instructions.md)& &1stH| 2.

HESI3 ++2(Network Fee)

HERA ++EE AHEXI7E Neo EEXQI0| ERHMMS XSE njf Liistny,

0l 282 Y45tz g2 .=(Consensus Nodes) of tist 24t 2 X|ZELICH
DE EHMMO= 7|2 2 (Base Fee) 7t =x5i04,

ALEXIZE K28t 27t 7|2 4R E0F I7LE 22 TSt EATMO| MEE L
50 oM ESEMML B5(Invalid) 2 X2[ELCt

HERA g2 ALt SA2 CiEa Z&L T

NetworkFee = VerificationCost + tx.Length x FeePerByte

0§7|M, VerificationCostS= NeoVMO| E2HMME MBS 2Est7| 2lo Adlist= HH0{9| HIE, tx.LengthS= EXM H|0|E{ 2] H}O|
E 20|, FeePerByteS«= HIO|EY ETM 20|04, 4 242 0.00001 GAS LICE

£4(Attributes)

EF RYo| EAMM|= =M £ (attributes)S F0ig 4= ASLIC

2t £40]| chsl AH2 SX(usage type), L5 ClO[E| 37|, 2| H|0|E| 37| = F<lsHof §HLICt.

SLte] ERMAMOl= 2|0 16702] £E2 F71E & AFLIC
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NeoVM &0 M M3lis|= AFRER,
Ezii Mol ul(effects) S ZHst=

18

H ZELC

ZSXHWitnesses)

Witnessese EAUMMO| gEH(validity) 2t FAM(integrity) S ASEILICE
Ole Lt & 7HX| 822 #MELICH

Zc(Field) Md(Description)
InvocationScript A3ZEE Malistn AT AR E(Verification Script)of| Tt2to|E{S ™EhLICE
VerificationScript A5 A3 E(Verification Script)

7_‘}'

HRMO|| = 0921 7HQ] witnessS FIre 4 QoM

E
EZHzHM ,
CHS MY(Multi-Signature) witnesske AFEE o JUELICE

S& A% E(Invocation Script)

MEE F71617] ?l3l =& A3-EE FHLICE:

#1 (NOTE)

WriteVarInt(value)& gl(value)2 37/0) m}2f 7K ZI0f(Variable-length) &4/2 = GHjO/EIE X &f51,

glol Bi7loff et A& S22 ZEELIC

2te| #i9| (Value Range) Zh 84| (Storage Type)
value < 0xFD byte(value)

value <= OXFFFF O0xFD + ushort(value)
value <= OxXFFFFFFFF OxFE + uint(value)
value > OXFFFFFFFF OXFF + value

EziZiM M YH(Transaction Signature)

EAMM MY 2 ESHHME Xix|0| C0[E{E ECDSA ¥4 2= MEst= g oot
ol M H0|E{(witnesses B&)= HQEL|CE
ME A2 5 siet MY HOE{7t ERHMM 22 L witnesses ZEOf| FIHELIC

Of2ff= JSON Alo| EHTM Of|A|2,
script@witnesses EEE 7|22 Hexstring 9139 th4l Base64 Q12T S AFSEILICH

{

"hash": "0xd2b24b57ea05821766877241a51el7eaebbedb66abc72adb5727f8ba701d995be",
"'size": 265,

"version": 0,

"nonce": 739807055,

"sender": "NMDf1XCbioM7ZrPZAdQKQt8nnx3fWriwdr",

"sys_fee": "9007810",

"net_fee": "1264390",

"valid_until_block": 2102402,
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"signers": [{
"account": "0Oxdf93ea5a0283c0l1e8cdfae891ff700faad70500e",
"scopes": "FeeOnly"
}I
{
"account": "0xdf93ea5a0283c0le8cdfae891ff700faad70500e",
"scopes": "CalledByEntry"
}]I
"attributes": [],
"script":
"EQwUD 1BwrfoA9x+Jrt+MHsCDAT1rqk98MFA5SQcK36APcfia7 fjB7Agwlab6pPTfESAMCHRY YW5zZmVyDBSJdyDYzXb08Aq/ o
3w03YicII/em@FifVtSO0A=="",
"witnesses": [{
"invocation":
"DEDy/g4Lt+FTMBHHF84TSVXG9aSNODOj joaPalq8uOc6eMzqr8rARqpB4gWGXNTzLyh9qKvE++6f6XoZeaEoUPeH" ,
"verification": "DCECCJIr46zTvjDE@jA5v5jrry4Wi8wWm7Agjf6zGH/7/1EVELQQqQatQ="
1
}

MY Ho|(Signature Scope)

Neo LegacyollM= E2HHMM MHO| H9(Global) 22 REEL
StX|2F Neo N30 M= AFEXZE M| X HQ|(Scope) E H Al
olof 2t ESHMM x| signers BEIFHARRASLICE

OlH ME2 XIFE ZEHEO]| TsiMPt RESH,

FEHAEMET ALEXIS| MBS £83H= A2 YA 4 ASLICH

[CF.
IS HMofet & UEE WitnessScopeZt 7T,

ENMMNE AMe ) signers 2= W scopes 242 XI™sHoF 50,
Ol= ME2l f= HeIE FolgfLICt [0t 22 f30] JUSLICH
ac
(Field) 0|Z(Name) MH(Description)
0X00 None MO ESHTMO|| T AL R0 ZAEHE L{O| M= H|ZHd Sl LICt.
0x01 CalledByEntry EntrydiiM SEE HEME AFZE| CHeABH A HO| F=EHLICE
0x10 CustomContracts XIHE ZHEME AFZE| CHEHMEE MHO| SEFILICE CalledByEnt ryQt 8 AHREt 4= Q!
SLICt
0x20 CustomGroups O W) ZAEHE| CHsHAM P MHO| REEILICE CalledByEnt ry2t &4 AMSE 4 QI&LICH
0x80 Global MEO| MAM o= REtLICt Tt 01 &SN M7t =2 ZEE| ot ARZ3HO BiLIC. (O
MHES FA L BE XS 0|54 %‘ 2 UELICE)
0X40 WitnessRules T2 2 HR|E X|FsHOoF BFLICE XpAEt LI WitnessRuleE Z16HAIR.

O3HE &7| floh L3t 22 ZEME S X|QlS 7hgsh 2L T

[Entry] — [Contract A] — [Contract B] — [Contract C] — ... — [Target]
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Target ZIEMET} CheckWitnessE £&310] Y2 HEE
scopes Zofl w2t A= Anpot eetEiuct,

e None — Target ZIEHEQ| 2[X|et A2gi0]| Z %OH HugL|ct
Global — Target ZIE2HEQ| Q|X|t 27Gl0| &4 HEB0H| H3efLct
CalledByEntry — Target0| Entry &&= Contract AY m{¢t Z4350| SoHglLC.

* CustomContracts — TargetO| AFZXI7 Fo|st CustomContracts S50 ZaHE *EE—H.E

» CustomGroups — Target ZIEBETJ} CustomGroups L2 37§ 7|(ECPoint) & &HLt2 ¢!

WitnhessRule

Action(Allow | Deny) 2t Condition22 FAELICE

o Z74(Condition)s #7t6t0] SXE|M Actions BFatefL(Ch
e Allowe AZ 43& 2l0|stH,
e Denye &3 AWE Q|ojEL|Ch

WitnessCondition (52l =Z1)

e Boolean: true | false
"expression" = <bool>

//Equals to WitnessScope.Global
{
"account": "NdUL50DPD159KeFpD5A9zw5xNF1xLX6nLT",
"scopes": "WitnessRules",
"rules": [{
"action": "Allow",
"condition": {
"type": "Boolean",
"expression": true

 Not: =2| £8(Logical NOT). C}& Z7ie| Zut5 BHHAIZLICH
"expression" = <Condition>

// The signature is allowed only when the contract is not
0xef4073a012b305a38ec4050e4d3d28bc40eab3f5

{

"account": "NdUL50DPD159KeFpD5A9zw5xNF1xLX6nLT",
"scopes": "WitnessRules",

"rules": [{

"action": "Allow",
"condition": {
"type": "Not",
"expression": {
"type": "ScriptHash",
"hash": "0xef4073a0f2b305a38ec4050e4d3d28bc40eab3f5"
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* And: =2/% AND (=2|5).

DE X0 ZFE Wigt F(true)S BratefLICE
"expressions" = <Condition[]>
// The signature is allowed only when the contract is
0xef4073a0f2b305a38ec4050e4d3d28bc40eab3f5 and is invoked at entry
{
"account": "NdUL50DPD159KeFpD5A9zw5xNF1xLX6nLT",
"scopes": "WitnessRules",
"rules": [{
"action": "Allow",
"condition": {
"type": "And",
"expressions": [{
"type": "ScriptHash",
"hash": "0Oxef4073a0f2b305a38ec4050e4d3d28bc40eab3f5"
oA
"type": "CalledByEntry"
}
1
}
}
I
}

e Or: =2|% OR (=2|g).
10| Z=5|H 2Z(true)S BHEEHLICY

SiLtol&el =
"expressions" = <Cond1t10n[]>
// The signature is allowed only when the contract 1is
0xef4073a012b305a38ec4050e4d3d28bc40eab3f5 or is invoked at entry
{
"account": "NdUL50DPD159KeFpD5A9zw5xNF1xLX6nLT",
"scopes": "WitnessRules",
"rules": [{
"action": "Allow",
"condition": {
"type": "0Or",
"expressions": [{
"type": "ScriptHash",
"hash": "0xef4073a0f2b305a38ec4050e4d3d28bc40eab3f5"
oA
"type": "CalledByEntry"
}
1
}
}
I
}

e ScriptHash: &z ZAEZHEO| sjA|7} X|H
O|l= CustomContractset S5t —1;
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"hash" = <UInt160>

// 0Only the contract 0xef4073a0f2b305a38ec4050e4d3d28bc40eab3f5 is allowd to use the signature
{
"account": "NdUL50DPD159KeFpD5A9zw5xNF1xLX6nLT",
"scopes": "WitnessRules",
"rules": [{
"action": "Allow",
"condition": {
"type": "ScriptHash",
"hash": "0xef4073a0f2b305a38ec4050e4d3d28bc40eab3f5"
}
}
I
}
» Group: sz ZIEME S| Z7H 7|(public key)7t XY= Ztot YX|eH=X| HSELICH

Ol CustomGroupset St &HS BiLICY,
"group" = <ECPoint>

// Only the contract authorized by
0218218071923a3da0041b73871509d7635bccod5f41edef2a3ca5¢c941d8bbc1231 is allowed to use the

signature

{

"account": "NdUL50DPD159KeFpD5A9zw5xNF1xLX6nLT",
"scopes": "WitnessRules",

"rules": [{

"action": "Allow",
"condition": {
Iltypell: IIGroupll’
"group": "0218218071923a3da004fb73871509d7635bcco5f4ledef2al3ca5c941d8bbc1231"

 CalledByEntry: &% ZAEHEJ} Entry ZIEHEO]| ols SE&[U=XIE BB ELICH
Ol= CallByEntryet st o|0|E 7HELch

// Equals to WitnessScope.CallByEntry
{
"account": "NdUL50DPD159KeFpD5A9zw5xNF1xLX6nLT",
"scopes": "WitnessRules",
"rules": [{

"action": "Allow",

"condition": {

"type": "CalledByEntry"

* CalledByContract: O £t7|o] ZAEE A7} XY E gt LX[SH=RIE ASELIL.
"hash" = <UInt160>
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// The signature is allowed only when the previous level contract is
Oxef4073a0f2b305a38ec4050e4d3d28bc40eab3f5
{
"account": "NdUL50DPD159KeFpD5A9zw5xNFI1xLX6nLT",
"scopes": "WitnessRules",
"rules": [{
"action": "Allow",
"condition": {
"type": "CalledByContract",
"hash": "0xef4073a0f2b305a38ec4050e4d3d28bc40eab3 15"

* CalledByGroup: O[T EtA|o] AEE 7K 7|7t XIFE gt EXISH=XIE HSRILICH
"group" = <UIntl1l60>

key 0218218071923a3da0041b73871509d7635bccOd5f4ledef2a3ca5¢c941d8bbc1231
{
"account": "NdUL50DPD159KeFpD5A9zw5xNF1xLX6nLT",
"scopes": "WitnessRules",
"rules": [{
"action": "Allow",
"condition": {
"type": "CalledByGroup",
"group": "0218218071923a3da004fb73871509d7635bcco5f4ledef2al3ca5c941d8bbc1231"

// The signature is allowed only when the previous level contract is authorized by the public

OllAl(Example)

&7l 0| 2E= SDKE At&310 EAMMS et
Of2H JSON @42 ZE GfAl= O[3HE &7| flet MEYLICH

{
"account": "NdUL50DPD159KeFpD5A9zw5xNFI1xLX6nLT",
"scopes": "WitnessRules",
"rules": [{
"action": "Allow",
"condition": {
"type": "Not",
"expression": {
"type": "And",
"expressions": [{
"type": "ScriptHash",
"hash": "0xef4073a012b305a38ec4050e4d3d28bc40eab63f5"
HoH
"type": "CalledByEntry"
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o
[0

k9] H|7{L|Z(Consensus Mechanism)

H2(Overview)

M, A8 H4 So| Zi2|of| 285 4 glon,

o O T o—li =O =T M

St 5
P2P(Peer-to-Peer) &Aooz &2 ZAxX| L 724 E 7Hs5H| EiLlch

EEx 2l 7|&2 ¢l AHEA| LIPI2 E(Satoshi Nakamoto) 7t 2&st 422 2| AE0i|M HERQI(Bitcoin)g MotstHAM SERHELIC
0|% HXistm| A|A&I(e-cash systems), T4 Hell A|AR ADIE ZAEZHE(Smart Contract) A|AH S CHst S Atal|7F SEEHSL

SEH0l AIAHS 7|Z0| SYTFA 2 AIAH bl

3718 (Openness), 284 (Immutability), 0|15 II“' 4X|(Anti- Multiple-Spend) 52| X
AM2|8t 4 Ql= H|3XH(Trusted Third Party)of| 2|Z5HX| f&LICE,

o
d
A
kl
%0
o)
=

J2Lt CHE 2= 24 AIARD ORDIK 2 ) EEHQ) A|AEIR

HIE¢|3 x|9i(Network Latency), ¥4 2F(Transmission Error), 2ZEg0{ H{1,

Hot FotH (Security Loopholes), 22|& ##9|x}(Black-hat Hacker) 52| 2|30 igEIH AUSLICH
5 A|ABIO| EFEObslEl EMAL OfH RHOIXFE 25| Al2[3t 4 glon

(]

t
—.*9|7‘*°|iE(MahmousNodes)ﬂ SYE A1, OlshEA SS= 25l ClojE SLX|7H LS 4~ ASLIT.

ol2{st A @FE WX|517| e ES Ml A|AHIM=

DE LCIL SYUSHIE MEIE Eoldt o UL E st 28X 0l §e| H|7{LIE(Consensus Mechanism) 0] ZFHL(Ct,
HExol At 58 (Fault To lerance) HZ LIS 2 ol2{st EXIE 25| sfZst7| HE 7| W2,

HCH HE®o| 0 Z=fst ghe| ¢ne|Fo| @& LICE

H|EZQI(Bitcoin)0| At&st= & ZU(Proof of Work, PoW) Hi7{L|E
O] 2XE H|u™ et o = iz

QfChst M3 Aot of x| A2t THEE
LESH PoWe| EXE 2ls M= 8%2'“0._'
HIqul"f CHE oA 12| EE ArEsHO F
=0, EfOIEi‘&I(thecom)S HIE I SHA256 CHAl SCRYPTZE #{EHSHELICE

==

st 58(Byzantine Fault Tolerance, BFT) H7L|E2
AR HE| ME&= HE SR MLICL
PBFT (Practical Byzantine Fault Tolerance) 12|52 7|gto 2 &t
tEl 248t 518 (dBFT, delegated Byzantine Fault Tolerance) 12|52 ML
HAIZE EZX|Q Ex0| mat ASXH(Validator) 2EE SHOZ ZFECZMN
22 MM AZHD ESiTA Bhol A|7HS THESHCE
ol 371E dBFT 2.02
-Stage Consensus)2t 57 0|7{L|Z(Recovery Mechanism)g = &/5t01
sh5 ZstgisLict

ey )
> m

Z o
53!
o
5 1
HiF O rm
o rlo
Pw Ko

mjo (,T, mLO

I

o o
°
==

mo o
Kl
o

rol o
0z
o

A foh

N
@]
=
e

A|AH] BE(System Model)

SEX012 P2P HESIE Sal| F0IXIS0| MZ A= 24k AT A|ARIQILICY,
0| A|AE! L} BE HA|X|= BER2EF|AE(Broadcast) 24|02 FMAEL|CE

O] A|AHIO= & 7HK| S eto] EAMELICt:

o Ut L-E(Ordinary Nodes): EZHHM S0 2 202 H0[E 44
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40
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m|5
40
>
el
il

O|ZHO=, o NAHO| BAIKIE &4, 24, X, FEE 4 glon
B4 2 Aot £H7H USR] 4B 4 UBLICE,

w8t S 0| S 05 4 2100, 9IRS HIEIZ0] HofsiiLt o|EE 4 AALICE
UL L EE Cl0[EIS ZASALL 45 HEE RESALL Had| HES BE 4 YBLIC
0j2{3t 2XI= QIPIROILL Riixo2 Bays 4 ABLICE

oolg] T&o| 2ZAM(Integrity) 1t 1914 (Authenticity) 2
2535 Cryptography)oil 2|l H&=|0, SAIXH= BHEA]
2rAl AR 2] SHA| Zholl ME(Signature)S & EsH0f §iLICE

2t 12|&(The Algorithm)

F7h ek e 271 S\Ifloor (N - 1) / 3 \rfloor$ 0[51Y ZL,

SN = |R|S 2 &olof &0{gt & = 45 2|0|5tH,
e SRS 2 g9l =E Z&H(Consensus Node Set)= LIEFHL|CE,
 SF =\Ifloor (N - 1) / 3 \rfloor$ & AAE0| 58 4 Q= | 2F == £E 2|0[FL

Al ez &8 - E(Bookkeeping Nodes) 0| 2[5 SX|=(0,

= o

Udt L =(Ordinary Nodes) = &2| 140l = £H045tX| 4&LICE

Ofzh= &to| At MA 2| 7HES MHFILICE,

DE e LE= ol gfel MEefE 7|=5t7| 2laH el El|l0]S(State Table) S | X|sHOF &fLICH.
Etolof A|ZEE SEMA| A E|= H|0]E &S Viewstd 5104,

Xl View LiOI|A &efofl =2 SHA| 25tH View Change?t SAIgtL|Ct

2t Views SvSehs HSZ 250, 08 E A|Z5t0] §2|7t 0| R0 Wintx] 718t 4= UELICE

DE & 20z 0FH AlZfste 116t HS7F 20{gLC).
Ofx|ah =0 &= SN - 1SLCE
2} &tol 2t =0l M BtLte| =7t Speaker(AL|F]) 9shE 2f,
LIMX| -E+= Delegate(CHEX}) dets ~EgfLICH
AT|7H9| QIHA SpSE LS 3422 AYEL|Ch

p=(h—v) mod N
097|M,

ShS$& 8ixf £2 =0[(Block Height),
SvSE Sl View #H3,

o SNS2 §to| = fiLct,
SpSel zt ¥ele So \leq p < NSL|Ct

I-Ol

ol 2t2E0M MER 50| A&,
23 SN - FS 7ol &8 == MHo| = §h|Cf,
EOI MEE = MER gl 22 E7t AIRIE|H,

0 SvSE CHA| 022 E7|SHEILICY.

o HJIII PN

ne

Ht HXH(General Procedures)
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Prepare Request Prepare Response Commit Create Block & BroadCast

0 K & .‘ ¥ 0
1 - o 1
2 L \ y 2
3 - » 3

ghat2Ee

-
10

la}
Rall
rir
40
[}

1]

2t 20| & 4B = LY ELIC

Am|7{(Speaker) 7t Prepare Request HAX|E E2EIHAESIO] 2|8 AIRFEILICY.

th=x}(Delegates) = Prepare Request HIAIX|E =4I8t & Prepare ResponseE H2EIHAESIL|CY
AZxH(Validators) = £&6t Prepare Response HAIXIE =2A151H CommitS EZ2EIHAEFHLCE,
#dExH(Validators) = S8 Commit HIAIXIE A5 A 258 Yot HESF0| E2EIHAEFIL|CE

W

5 8iZA(View Change)
Claa 22 &go| ddg 22,
Change View Request7t EREIHAEE|H ALF BHE A=§LICEH

o ERHBM 2iZo0| Ml 2
=
—_

* Prepare Request B=Prepare Response CH7| & EtQJotR0| ghiist AL

23 H|7{L|Z(Recovery Mechanism)

Change View RequestZ AiAdstmj

b 3ol eIt 251K 242 ZR(F, Commits s =9 28 =2 510 SFSECH 2 E2R),
fo| =52 Recovery Request HA|X|E E2EIHAESIO]
fo| ZAHIAE(Local Consensus Context)E A4AIEHL|CE

S
il
E

F
5}

ol ok

HU
o HoI

Eal
=

I

o

7do
oT
EQ30| E2EIAESHCY,

=
I

B1oo
ir

Recovery RequestE #4lstH, EXN =740
i gof .= Recovery Messages At

o M

i

4

dBFT2.02| Z&t 5{2(Fault Tolerance of dBFT2.0)

SABFT2.0S &e| A|ARI0|M Z4EXH(Validator)2| & +5 SNSO[2t1

A AR FT SFSIHO| B4 e E(QF Ei ool L E)E 528 4 3

o
ol

o,
LTt

oy

2t gto| tHA|(0fl: Commit, View HZ, 22 Mo S)0|IM &olof == 57| fisiM=
A SMS7He| "AF - E7F ZQEHL|CH,
= M HABRIO| 471 SMS 0| A0l 5 §to| T2 M|AE= HAMMOoZ FISHE 4= Q&L|CE

2

i

S0, 43Xt

s
Ur
Z,
1
~
U
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40

mEbM E|4 3702 P ABKDCZE 8o A|A”IR FaH oz RXIE = UL

0
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dBFT2.02] £t 22 2| = M(Single Block Finality of dBFT2.0)

Neo®| dBFT 1.0 ¢12|&2 E&7 &dste= b
ot £ x3(Single Block Fork)7t & 7

E2|3 X|91(Network Latency) AH&H0i|Af

1
7ts80| AAS LI,

J2{Lt dBFT 2.02 0| 2X|E s 25t
0|£2& Z3A(Fork)7t gAlist 7ks40| ¢}
J M7 L& Ch3a Z&Lch:

o MER 252 MM5t7| sliiME,

siie 22 M|t (Proposed Block)oil CHah M2 CH2 SMS/H2| ZASAZ £ Ef Commit HAIXIE =
o AZXt= Commit HAIX|E HREIAESH0|50]= $ixl| ViewS HASIX| gr5LIC

w2ty S5 M440| NBHCHS 2 3 ojnjatct
1. Z|4 $MSIHel ABX7HEE Hotof ML, Commi t HAIXIS B2EoHAE s AERILICE,
50| ABAISS e 1ol B2 E o)A ViewS HZsHR] SaLict,
2. 2 UER 45 2L (12 222 MMk |ols BEFLIC

%, Ed 25 =0[0IM M22 £52| 2Z¥(Finality) 0| 2&ELICE
5t

UMY E 252 Z3EX o, B[S 4 §lELICh

gho| etma|x

dBFT 2.0 2 112|Z(dBFT 2.0 Algorithm)

L3Ok LCt.

£20{ H2|(Terms)

£20{(Term) H9|(Definition)

Consensus MZ2 E22 Motst slie 220 st EXE S & A==

Node

Normal EMMES MESIHLE Y8 o o] fIE2 MESHK|EH 25 MQHo|LE £20il= &FO{otX| 2= &
Node

Speaker HE3o 25 Mots MMstn 22 EIAESH= MRS 7HEl ZBXK(Validator)

Delegate =5 H|etol| thsl FHESh= AEAt

Candidate AKX MES Qo EEZ SEE AF

Validator = H(Candidate) & FEE Salf M4==|0] &2lof| &HOjot= AH

View 2ol 220l M AFZ = Hi|O[E] Eef. 2t 2l2E= View HZ 00f| A AIZf5H0, gl
H|eto] sel=|H ChA| 022 =7|3tHE.

gte] HIAlX|(Consensus Message)

dBFT 2.00{ A= CtS 67| 2] HIAIX] §&0] Fol=|of ASLIC:
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HIA|X|(Message)

Ho|(Definition)

Prepare Request

Prepare Response

= HIAIX|

Commit Z25tPrepare Response HA|X|7t 2EEUSE L= HAIX|
Change View Request View #Z A= E 215t HIAIX|
Recovery Request ol HolE S7|SHE Q& st= HIAIX]|
Recovery Message Recovery Requestoi| Cist S HIAIX|
=y e —
gto| SE(Consensus Flow)

(%)

A

o

Prepare Request

°| E(3-Stage Consensus Flow)

Prepare Response

SiLtel ol 22 E= 9 27 20| 4B = Y E L.

Commit

. AI|7(Speaker)?t Prepare Request HIAX|E E2EIHAESIO] &S AlRFRILICY

1

2. tHEXKDelegates)?t Prepare Request HIA|X]|
3. ASXK(Validators)7t ££¢t Prepare Response HAIX|S A5 Commit HIAIXIS
A

A=xK(Validators)7t 25 Commit HA|XIZ £AIG1H M2 222 M

MACbavs

= A
= 20055
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Create Block & BroadCast

& Prepare Response HAX|E EE2EIHAERILICY,
HRCIHAESIL|C
MMEI0] HEQ T 0| BEREIHAEFIL|CE,

0



Initialize

2)

Primary

3)

Broadcast prepare request

BackUp

Have received request

Y 3)

Collect transactions

All transactions collected

No error in transactions

Broadcast prepare response

Enough response received

Broadcast commit

Request change view >¢—

No. 34 /95



6)
N Broadcast recovery response & reset

Enough commits received - .
timeout

Y

v

Broadcast new block

1) 2& ste| H Z=7|3l(Initialize Local Consensus Information)

1. gte| ZIHIAE(Consensus Context) £ =7|&}8L|Ct.

2. AI|7{(Speaker)E A&ELICE

o Am#Ho| oldAL S(h - v) \mod NS Z HAHElL|Ct,

o 0§7|M ShS& &l 22 =0|(Block Height), SvS& & View, SNS2 ZSXt =QILICt,
3. EfI0IR A|ZH(Timeout Period) S M&§iL|Ct,

o AI|F{7}Ct2 L EZEE RecoveryMessages 2| £ 42

EfQlore S2A{v + 1} \times T{block}S £ &ZF&/L/C}
017/A1$T{block}$8 E2 MM AIZHER 2F 15%) QLT
o AHFH{7} 0| &ololA E2 Mol ZH0I5HK| LRt2S HL:
Efelof2 ST {block}$E M= ELICT
o ¢1L|917f0|"d gholofl &oist AL
SDS = SiAf| A2t — OFX|2t E2 MM A|Zto 2 AlAstT,
SD < T{block}$0/77 Ef2Jof2= ST{block} - DS&, J1ZX| o™ 022 MFFL|CH,
L. BOI7F MZ AIZRHEI AR #ixf §Ho| HAHAE S 8I5517| 28l

Recovery Request HAIXIS ER2EIHAESFHL|CY,

2) A5 xKValidators)= HEIS 2LIE{2I511, ELOLR HHX| ERHMM S +FBHLICE

3) &te| AlZH(Start Consensus)

Af|7{(Speaker)2| A2

2 Mesin

1. Etelote 0|F, &el FaH(Consensus Policy)d| 2t 22| Z(Memory Pool)0lA E
S ERNTM SA|IZ Z8I5t Prepare Request HAIXIS MM & H2EIHAES|O]
MZ2 gho| 2t2 =5 A|ZFsiLt,

2. MEHE ESiMM F 50070 |2 17 (250 E2EIHAEFILICE

3. Efgote S Cteat 20| ddefLch:
1-k
Ttimeout — (2v+ (v)) X Tblock:

0{7|M,
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1, v = 0
k(v) = {0, 00
CiEXH Delegates)e| A2

o EfRIOtR0| A5ty | Mof| AL|HZEE Prepare Request MAIXIE A5 AL
ol
E

HAIXIS] &Mt 22 §ho| HAHIAE (Local Consensus Context)2to]
27 EfJorR e S\dfrac{2 \times T_ {block}}{M}$ 2tZ AZSLICY,
E?E-I %ul-0| 9<| E-IIAEE 7HA|6I—|__| [}.'

HA[X[0f] Z8tHEl - EZNTM siA|(Hash)oll ChsH,

PWwWN e

ol22| Z(Memory Pool) == 0|45 EMMM Z(Unverified Transaction Pool)of|Af

SHEt EZHIHMN S SIE610] §o| HEIAEO| =718 Ct,
5. 4EAOIMN BE 4 ol E._H—|*4OI 91; 3,
[} L CS2EE Y EM 28 (Request)LICh
o 9| HxtZ 2h=5}7| FHof EFO +%0| érmr QEN AZ0| Mg F2,

5 #1Z(View Change) 2 A|=gL|Ct

4) Prepare Response EEEI|A E(Broadcast Prepare Response)

CHEXI7L EFRIOLR Mol Prepare RequestOf| 23t BE EIME 215t AL
1. AIE ZF ESEMO|| CHal
EMM AS0f| HilstALt 22l HE(Consensus Policy)ol| 2[HiE 22
=

H #¥Z(View Change) 2 A|T5t1
2| oton] EBNRIME o) 9—||—:1|¢§01| =7b8HL|C},

2. Prepare Response HAIX|S ER2EIHAESIL|CE
3. 2Z EflorRs S\dfrac{2 \times T {block}}{M}$ 2= A=ISHL|CY,

* EfRJOrR Tof| 2E EMM S E5IK| e 42, 7 HP(View Change) S Al=gLICH.

5) Prepare Response % X Commit HEEIHAE
(Collect Prepare Response and Broadcast Commit)
o Ad7{ Y Prepare RequestZE $AEHHEXIES,
Efof2 Zofl SMS7He| MZ CI2 CHEAIS2RE] Prepare Response HAX|Z $AI5+

o £AElZt Prepare Response HA|X|0f CHaH:

1. HAIX[S] M0t 22 &o| HAHAECS| AUX| R E HBFLICHL

2. 2# Erloteg S\dfrac{2 \times T {block}}{M3}S ot= o1%tst
o O|F Commit MAXIE EREIHAEFILICE

r
n

e Z=ctPrepare Response HAIXIE $AI5HK| 28t AL,
I:I

1Z(View Change) S Al =&iLICH

=
=)
=
b

0x

6) Commit HIA|JX| $Z U N[22 EE M
(Collect Commit Message and Create New Block)

19i=

e Prepare RequestOl Z&tel D= E2HHMS StHSHZ or
42 LSS ™YL

74
MEZ CHE SMS7H2| ABXIZEE Commit HAIXKIZ 4
o F=AEZF Commit HIAIX|0] CHSH:
1. HAIX|Q] @EMT} 2 §to| HEIAEOLO| Ax| 0{22 H=EH |}
2. §9* Etlot22 S\dfrac{4 \times T_ {block}}{M}$ 2tZ AFEILICY.

o 0|= M 2=(New Block)& 45t HERI0| H2EFHAESILCH

o
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o ZESHCommit HAIXIE =AI5kK| 26 4

o
=}
Recovery MessageE E=& 1 ErJotRS S2 \times T {block}$ 2 A&SIL|C}.

E;HAEa.

7) 1|2 017t =22 §2| 22 E A%}
(Go back to Step 1 to Start a New Round of Consensus)
CtAl 1247 (Initialize Local Consensus Information) 2 S0t7}

B A 2% (Change View Request)
E

E2|7{ ZZ1(Triggering Conditions)

CH23t 22 A&l M CHEXH Delegate)= AL|7{ @#|(View Change) £ A|=5t7| 2|3l
Change View Request HIAIX|E EE2EHNAESFIL|CE:

o EMM HZ(Transaction Verification)ol| Aufst AL
e Prepare Request fE=Prepare Response DA|XE Ch7|sh= St EFIOIR(Timeout) 0| &5t 22

SE(Flow)
Current consensus state

v

Request changing view

Failed + Commit Nodes <= F = Broadcast Recovery Request

Y
, J

Broadcast change view request

Enough change view
request received

Y

A

Change View

¥

New consensus round

|
uLE.
[=) D|A|:|Eg O,| LS I:IO“): I:l::"

— [

1. Efor2g S2A{v + 2} \times T_ {block}S o2 &
2. Commit HA|X|E o|o| &6 ==9| 40f Ast Ec':(Fault Node)2| (&, 2 Al
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SFSHLE 2 Z2, Recovery Request HAIX|S HREINAEFL|CE
3. JEX| k2 Z2, Change View Request HAIX|E EZEIHAEFH|CE
0|% £=AlEl Change View RequestQ| 5 &IghCt,
otk SMS7H ofAte| AS X7t & #HZA(View Change)of| gHoliCtH,
2Z F(Local View)E HasI1, go| HHMAES x7|3tet 7
M 5 (View)o w2} LIS 2t2E2| AL|7(Speaker) S ZHsiLICt

X{2| 2Z|(Process Logic)
A= xK(Validator)?t Change View Request HIAIXIE £AIBHES ff CF21F ZH0] X 2| gL T

1. AE HAIXS View HE7F 2 View HS HCH IX| QICHH,
s HAIXl= Recovery RequestZ &{2|§HL|C
2. OIAXIS] RE8E ABELICE
3. #2lEl Change View Request MIAIX|Q| & EQIBHLICE,
otk SMS7H of&te| AS A7t |/ #HZA(View Change)ofl &2l
2 FE HYsll, ol HEAEE x7|stot,
ME2 F(View)ol w2t CHS 2t 2| AL|HE ZAHELICE

Current consensus state

\ 4

Receive change view request

) 4

. . N
View bigger * Commit not sent
than local
Y Y
4
) N N . .
Commit not sent Is following F validators
Y
v Y
¥
Enough change view N

. Broadcast recovery message
request received i 9

Y

Change view -

L 4

New consensus round

= H|A|X](Recovery Message)

L§2(Content)
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SMS7H o|ste| cHEXH Delegates) 25 Ef £=41E Change View Request BIAIX|
e Prepare Request % Prepare Response HA|X|
o Commit CfA|X|

E2|7{ ZZ21(Triggering Conditions)

C2oh 22 =70l Recovery MessageZt E2EIHAEEL|CE:

e Recovery Request HAIXIS $=AI3HS f
sigh = =74 0l0] Commit HAIXIE E2 7HAE§H71LF,
O 29| QAT Chg 740l &5t E
S[0,j+F-NJ]\cup[j+1,j+FIS
0{7|M $jSE= Recovery Request ZHAIxto| oldAQlL|CE

e Change View Request HIAIXIE SAIGHS o
HIAIXIS] View $1E7F 22 View HSECH 3X| 42 E2,
s HIAIXl= Recovery RequestZ X2[gLICt,

o Commit DIAIXIE CH7 |5z SQF EIRIOMRO| LAlist A2
Recovery MessageE EEEIHAESIO] Commit HAIXIS CHA| & ELICE
(0l F2 HES3 X[ B S0HH O 2 QI5H UBHH Ol ASHQIL|CY)

*|2] SE(Process Flow)

1. HIAX|QF 22 §to| ZAEAE (Local Consensus Context)ol REHS ASELICL
o kok H|A|X|Q| View?} 22 View=CH 3
0| =E=7}0]0| Commit HIA|XIS & A EHEW
s HiAIX|= FAl(Ignore) BiLICH
2. J=X| o1 HAIX|Q| View?}t 24 View=LCt 2 4
HIAIX| LHES| Change View RequestE A IE. | Cf.
3. HIAIX|S| View?}t 22 Viewet SUE 22
o L{EQ|Prepare Request HA|IX|IE X2|gfL|Ct.
1. O] ..E7}OFE| Prepare RequestE ™&ESHALE AIGHK| RJUTHH | 0|2 M2|&HL[C
2. B2, 0] =7t AT|7(Speaker)?! AR Prepare Request HAIXIE 22EIHAEFHLCY,
o L{E9|Prepare Response HA|X|E X2|gtL|Ct,
4. BIAIX]S| View7t 24 View 2L 2L ZE A2,
LIl Commit HIAIXIE ME[&L(Ct.
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Current Consensus State

A 4

Receive Recovery Message

View not bigger than

X = Handle change view request
local view

Message view <

N
local view + Handle prepare request/response

Y

A 4

Handle commit e

Change View Request,Recovery Request,Recovery Message®| HFLIE2
HESIZ X|9d(Network Timeout), B|H4 .= =(Malicious or Fault Nodes) S22 Q15 EfRI0 Ao M=
gho| Z2M|AQ| oHHM(Safety) 2 RXIEILICE

oo

o| Z#H(Consensus Policy)

it
0_>.i

M2 Lot 22 AL 0|1 AFZELT:

o [IE LCERH EMMMS S ),
e B HME T[Hto R ASS +3ot0q,
HHof| blEl= EAMM S HEIELICH
o EdiMidg AT M) Bo| ZE2 ST EMMMO0| 2o g SFot=X| AEH0F ok,
JEX| 42 42 H YZ(View Change) S A|TFILICE
o AZXK(Validator)= &2 MG 235t HEf0l|M XHAIo] ABIAE L ERHRM S ZE{2I5HOF 51,
ASE EAAMOt O 22| Z2(Memory Pool)ol| £7+& &~ &LICH,
o Al|7{(Speaker)= MZ2 Prepare RequestZS MAstof,
&ro| M=Hof| w2t o 22| Eoi|M EHHMAS MERsHoF SLICt

gto| = Z EZ(Consensus Protocol)
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Ol

ko] H|A|X] 212l(Consensus Message Format)

ExtensiblePayload

37| Eted

(Size) EE(Field) (Type) MU (Description)

? Category String HIAIX] ZhE| 02, #xH= dBFT

4 ValidBlockStart — uint AR 7t RE6t 25 AIEH =0|

4 ValidBlockEnd  uint HAX|7t &5t 28 & =0

20 Sender Ulnt160 3% 22| =9 A 5jiA|

? Data byte[] ChangeView, PrepareRequest, PrepareResponse, Commit,

RecoveryMessage, RecoveryRequest 52| H|0|E =gt

? Witness Witness &3 A3ZE(Invocation Script)et 25 A3 2 E(Verification Script)E =&

ConsensusMessage

ConsensusMessagee 2 2| HAX| EtRJ2| 7|2 F4F EtRl(Abstract Type) LT
CH2 &te| MA|X| EFIE2 O] EtlS A& (Inherit)&LICEH

37|

(Size) EE(Field) EIl(Type) M3 (Description)

1 Type ConsensusMessageType HA|IX] R&: ChangeView, PrepareRequest, PrepareResponse, Commit,

RecoveryMessage, RecoveryRequest

4 BlockIndex uint AR 7} M= E5 =0]

1 ValidatorIndex byte ZIZX} HIY Lol A £ AIXfO| QA

1 ViewNumber byte HIAIXK|7F d-E View HE
ChangeView

37|(Size) ZIc(Field) Ef(Type) Mad(Description)

8 Timestamp ulong ChangeView HIAIX|7t HMEl AIH S| EFYARIT

1 Reason ChangeViewReason F/ #HE(View Change)0| 245t 0|&
Commit

37|(Size) Zc(Field) E}(Type) M3 (Description)

? Signature byte[] ol AIX] M (Signature)
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PrepareRequest

37|(Size) Zc(Field) El(Type) M3 (Description)

4 Version uint 712420

32 PrevHash Ulnt256 O™ 252 sfiAlgt

8 Timestamp ulong PrepareRequest HA|X|7} MMEl A|HO| EfQUAERT

? TransactionHashes UInt256(] S5 L EMO Al 5
PrepareResponse

37|(Size) Zc(Field) Efl(Type) M (Description)

32 PreparationHash Ulnt256 3ief PrepareRequest?| siAl(Hash)
RecoveryMessage

37|(Size) Zc(Field) EI(Type) M%4(Description)

? ChangeViewMessages Dictionary<int, ChangeViewPayloadCompact> %l ChangeView HA|X|

? PrepareRequestMessage PrepareRequest &ixe| PrepareRequest HIAIX|

32 PreparationHash Ulnt256 Prepare Request®| ai{A|

? PreparationMessages Dictionary<int, PreparationPayloadCompact> +ZJ€l Prepare Response HA|X|

? CommitMessages Dictionary<int, CommitPayloadCompact> 23 € Commit HA|X|
RecoveryRequest

37|(Size) Zc(Field) E}(Type) M (Description)

8 Timestamp ulong HIAIXIZF 4 E AHO| EfJARHT

A = =

& =2 EZ(Transport Protocol)

So| HIAIX|7} P2P HEEYAR MEE my,

Ol= et HA|X|2F SYU5HH HREINAE(Broadcast) =0 ®EHEILICE

1 0|RE gol & 7Hf| MZ9 IP FAE zlF= o AUX| 2517| W2QL|C
%, 8o LEE2 AH A0 QK| kon,
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Consensus node &

send consensus mnsg

handle

consensus msg

| —

send inv message

send getdata msg

‘ check if it
| doesn’t exist

send consensus mnsg

1. #o| LE A7} Al LEE(0f: == B)0l|I7Y|l consensus HAIX|S ZH BEREIHA

2. LE B consensus HAIX|IE A5 =) 24 s BIA[X|E X 2[5t

0| Ct2 =2 M (forward)at?| Fof| inv HIA|X]

£ TSELCH

inv HAIX|0l= consensus BIA|X|2] HO| 2= (payload)oil CHEk sHA| HIO[E{ 7} =&t
3. =E Cot s aiiAlgfoll st CIOIEE o|0] & QICHH,

inv HAIXIE 2AIELIC

JEX| QIChH 4B 2 0| S8t
4. =B CE inv HAX] LY SHA| HIO|EE =&t
5. .E B= getdata HIAIXIE $=Al

Wh

6. '£E C= consensus HAIX|S 425t §—, gto] @&(Consensus Module)2

CHAl S HIAIXIE B2 EINAESI 28| 2 SOHLICY.

invet getdata HAIX|E= 25 InvPayloadE HAIX| &
3 Hol& Chaat &Lk

InvPayload

St getdata HAIXIE =E BOIAH H&ELIC
%, s OIO|E{E Z&st consensus HIAIXIE L E CZ HMEEILICE
ik Eofl HIAIXIE M2lsta,

Eguct

9tx|(Message Carrier)2 ArSEiLIC.

I handle

‘ COnsensus msg
I relay

‘ CONSensus msg

CH(oll: == CE ™B).

A7|(Size) Zc(Field) EIl(Type) MY(Description)
1 Type InventoryType HIAIX] -4
? Hashes Ulnt256(] HREIHAEE|ALE QFE siA|(Hash) 5

InventoryTypeOles CH2 Ml 7HK| |&0] EXgfLCh:

e 0x2c :Block — Hashes7t 220 sliggfL|Ct.

e 0x2b : Transaction — Hashes?| E2HRMo]| SHEFEHL|CE,

e 0x2e:Consensus — Hashes?t ConsensusPay load HA|X|of HEELICE
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gto] M| A X] X{2|(Consensus Message Process)
#3(Verification)

Che =7 & otLt2tc siiEotH, &tel HA|X|= 2Al(Ignore) ElLICH
1. ValidBlockStart?tValidBlockEnd=Ct 22 AL
2. 81 22 =0|7} [ValidBlockStart, ValidBlockEnd] HeIS Ho{t HL
3. HIAIX| gHAIXE7} EHe| 310 ER|AE(Consensus Whitelist)ol| Z8HE|0] QK| g2 HL
4. BB A3 E(Verification Script)7t AmidiHLt, Category?t "dBFT" 7} OF:l H<2
5. sieh =7t ol0| M 258 ©&st 22
6. &el HAIX| Clo|H &Alo| SHIEX| k2 2
7. message.BlockIndex?t 3| 25 =O0|HC 2 E2
8.

ConsensusPayload.ValidatorIndex7t $1xf &2l = H{E Q| QIEA HHRIE BI0{)GHALYE,
payload.Sender7t SHIZ sfiA|et E2UX|E HL

* 2| ZxHProcess)

1. A1|7{(Speaker)?t M&8t PrepareRequest HIMX| =21 Al (25 H|ot C|0]E] Z&):

1
2.

PrepareRequests 0|0 41317} L E7t 2 #HZA(View Change) S0[2HH FAIELICE

message.ValidatorIndex?t §ixf 22 AL|7{Q| QILAR} CEFLE,
PrepareRequest.ViewNumber?} #x{ View HS2t CtE2H 2A|RL(CE

3. message.Version == message.PrevHash7t 22 HEIAEQ} [HE AR DA|SiL|CE

10.

11.

12.

ERMMM £t MaxTransactionsPerBlockS =15t 2A|GL|CE

message. Timestamp?} O|™ S59| EfUABMITHC} IX| QI7HLE
S A|ZHELCE 855 0|4 O|2HY Z <2 FAILIC

Hlotel EHAM F ARt 0|0] SEX|lol| ZetEl B FARILICH
k=2
=

5
= 10
o)
- ¥
Q m
?DP
20 |m
®
T N
0=
o
S =
2 4
_\'J_l_-—l
e N
Rl
H—|2
ol
sd

J

re
A
o
il
1
[
=
[>
[m
=
B
0
o
Il
Il

AR, 220| §&E PrepareResponses HZ 2015101
ommit HAIXIE EZ2EIHAEFILICE

2 olZ22| Z(Memory Pool)0llA &5t ASELICE

oz M
=]

pas)
n
2 g2

o TIr

>
o
rn
i
I o
10
[m
ru
12
™

SEALE R0l BT FAIRLICE
Lglu_q EEHI_H|A|_O 5to| ;4E+|Aeo1| EyE TN wY

2. &to| e =7t MU} 8hH| M &8t PrepareResponse 21 Al:

W!\’t—‘

HIAIRIS] View7Zt Xl Viewet CH2HM ZAIEHL|CE

SAIXe| MHOo| o]0 MEE|O UL = ETHF #HZH F0|2pH FA[EL|CH,
Ot%| PrepareResponseE 4IokX] LQUCHH UA|Z HEEILCE

(0= PrepareRequestE $=215tH MAl X2|&L|Ct)

Mol REMg ASstn, SatelH MEELICE

HfstH FAIRLICE

LE7t0[0] CommitE H&EH MEf2tH 2AIELICH

E7t0|0] PrepareRequests H& = fASH AL,

MY =5 Sl CY,
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SN - £$ 7 o|fe| R &8 MHO| 20|H CommitS B2 EHAESD,
SN - £$ 7H2| Commit BIAIX|S 441

r

3.&te| LEJL M&s5t ChangeView 21 Al:

=

HAIXIS| View HE 7t 81Xl View 2L X AL ZoH)
RecoveryMessageE &80Tt

LE7+0|0] CommitE &S A2t FAIRLICE

3. SUSH MZR View HESE JHxl ChangeView HIAIX| 7}

SN - S 7 O|& =412l A2, View #Z(View Change)s +&5t1,
MZ View HE 2 §to| T2 MAE MA™FHL|Ct

N

4.$N - f$ 7H2| PrepareResponse 0|£, §2| It E2| Commit 21 Al:
S5t LEZBF 0|0] =212 Commit HAIX[ZHH 2A[SLICE,

Ho| K28t 22, HAIX|E el ZHEIAE| HERiLIC

SN - fS 7H2| CommitO| AR 2SS MYt HR2EIHAESHL|CY,

x

1
2.

5.8l MEF Al EE= A R Ml £ E 4 50| $f$E =2t B2,

&to] L7} RecoveryRequests A& Of:

=

0|0| SYst S AIFHCHH RAIRLICE
LE7+0|0] Commite H&EHALE
SAXt QI ALt SES Ol5t Xt0| 2 S22 = - =atH SEELICH
3. S8Hdlof 5t= 42, RecoveryMessageE M&EHLICE

N

6. 82| .ttt RecoveryRequest &= Commit E}RI0IR 0|
RecoveryMessageS =413 mf:

1. HIAIXIS] View 8157t 22 View 2Lt 2CHH LHEC| ChangeViewS X2[§iL/Ct.
2. HAIX|S| View HS 7t 2H Viewet ot

LETtView #Z F0| OtL|0{ CommitS H&SHA| LRUTHA

LS 2| PrepareRequest & PrepareResponseE X2|&LIC}
3. HIAIXIQ] View #HS7t 22 View 0|5t AL,

LHE2[ Commit HIAIXIE ME[HL(Ct.

7.EtO|M O|HIE(OnTimer) =2 Al:

1. EfO|{Q| =0| EE&= View HE 7t 24 HHAEQI T2 SA|EHLICY,
2. AL EfRIORRZ Al:
o = Himy EfRIOIR0|| M= PrepareRequests E2EIHAESHLCE
o 0|F EtotR0M =,
0|0 CommitS ™M&$H 2 RecoveryMessageg,
J™X| &2™ ChangeViews EZEIHAESILICE
3. CHEXLEFRIOFR Al:

o 0|0] Commitg T&st 42 RecoveryMessageg,
o J™X| oM ChangeViewE BZEINAESHLC
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8.PersistCompleted O|HIE $21 A

o gto| T2 MAE x7|3HReset)gfLICt.

1. .=E7t0|0] PrepareRequest == PrepareResponses &L
F/ HE SO0|7{LE, O 2t2E0|M 0]0] Mf 252 MECHH FAIFLICE

2. SYSHEHMMMES 0|0] =415t AR FAIFILICE,

3. Mot 22(Proposed Block)ofl Z&tz|X| o2 ERHTHMO|2tH FAIZHL|CY,

4. EMMM A=of| Mufist AL ChangeViewsE E2EIHAESHLICY

5. EMAMMAS Kot E=0i| METLIC

6. EZMMO| Oracle EZHMMOI AR sliet 222 X2|§h|Ct.

7. LEJICHEXIRI H2:

M 220|MaxBlockSize = MaxBlockSystemFee 7|&0] £8151X| gtom
ChangeView HAIX|E E2EINAERILICE

CESt 29| PrepareResponse £ MEHE &H0I5109,

ZE5t SHO| &ExHE B2 Commit HAIX|E E2EIHAEFL|CE

gte| L. E ME(Consensus Nodes Election)

Neo= 7= (0Open) 0|2 -.-J?_F(Transparent) EX2 HEIYLICE
& d% LHAI7 AEX £E(Validator Candidate) 2 S5& 4 9lo0,

Esf EY sHE §9 E-:':(Consensus Node) 2 M&& 4= Ql&LICt

12/(Committee Members)zt ASAH(Validators)= 0|2{st &3 Zntof| et MEE

Z11 (NOTE)
SI8I5] 74212 EEE SofNeo HESTS YL MFS v
Binf 412 7155t B=0l= CfS0] EBtE/LiCt

ey

9l H3H2 IHELCE

o LEQF ME Al HIO|EE! 22 (Fee per Byte)
o &8 242 73~ (Execution Fee Factor)

o AEZ[X| 7}Z (Storage Price)

o & Xfet/ ZfEt A (Blocking / Unblocking Account) &

SEX|AH = Ero| o|2(Duty)7t F0I=|X] Z&LICE
Cot 2lels] 2Mel(Committee Members) 2t ZiEXH(Validators) =
M 2 BEE Y2 U 2 RS B0IM MEELICH

L L=

|10
[
7

J_|.7Fo| A-||:|:|5||_||:|>
Kb AFOJOll = HAI QI AA 2HA|7F gix| )

21H)7F ASXE 4=(0f: 7H) 2Ot 7| 2o
|215]e] 2EEIsH(Subset) 22 £ = USLICE

o 10
X
o rr

H
4 W
A _'_ D‘“

Mo 41 i
o oY oo

2 4o

|0

HU fon ox
oY

0l

-+
0x

e N 40 o
ME T o muin

If

rir
o
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Candidates

Committee

Validators

Neo HEYZ| HE FA(Address)= Tt 5t FA0TH EFE 4= QUSL|CE

(et AL SEXIY 25 AT ok 45 QSLICH)

SHEAS| SH = J0fA RE8 REXIS0] E/et NEO2| S8t = A LHELLH.

Ex &= 5= (Dynamic) 0|1 X|&Z(Continuous) o I ILICEH
= Ex@Ate| NEO F 7t HSE|0,
O|Mof| EXSt FAO EH £ XFEOE HAELICH

olof| 2t gho| le =9 @3] @ FER2 o 215 F0t0h ALl L

Zt1 (NOTE)
LA~ EZ(Genesis Block) 2 WIER/F 2 X Hmf EZ20 =

NextConsensus #t0/ 0j/5] gte| &= =(Standby Consensus Nodes) 2/

C}E M 7 E2IE(Multi-Signature Contract) 23 2/E fA|Z SFEL/CH

CHEXI0M AL|72(From Delegate to

ol = 552 ?loM 2t £ & IIH|5’1|—|52 St Fox[H,

== o= S

AL Ch2o| ZAlo|| o|sf ZYELICH
p=(h—v)
017|M,

« ShS$: ®et 229 0| (Block Height)
o $v$ : 5 #5(View Number, 05 E A|ZH)
o SNS: 8ol LEo & 2

gto] 1bH(Consensus Phase) &, A1|74= NextConsensusE Z&tst PrepareRequest HAIX]

O|NextConsensuse CH2 %EOHH AtEE Ete L
ALF{E X|oF S20f 2&HE ERNMMD SEEX|Q) AQ| 7|= EX H|0[HE Z

LS et2Ee gel e =

o| LE NEZ ZAXE}

=
2/3 CtE MY HEBMEQ| ASZE S|A| ENextConsensus ZE0| SEEL

Speaker)

At|7{(Speaker) = CtS Aot 22 (Proposal Block)S 445t= gte| .. =(Consensus Node) 2/LICt

Ct.

[=a=]
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NeoVM

2H(Introduction)

NeoVM(Neo Virtual Machine) 2 NEO A0IE ZHEHEE Hallsty| st AY 714 0{Al(Lightweight Virtual Machine) 2iL|Ct.
Neo2| Al 14 242 M, NeoVM F& 2 M(Turing Completeness) 1t =2 224 (High Consistency) S 7+X(04,

g Poig £ 9, EAMHESS 40| RE LEO|M SIS ANE SARFLICY

o

A =2 il
0|E Sall b5 Y3t offZ2|#|0[M(Decentralized Applications, DApps)0il Z&ist 7|2H2 MSELIC.

NeoCompilerE &&stH Java, C#, Python & Ctst 15 A2 el AA AEES
E6H=l NeoVM H™0{ Zgh(Instruction Set)2 2 AHLtsh 4= QUELICY.
0|2 I 2A ESHE(Cross-Platform) &80 7Hs3HX| 12,

2
= I
MZE 2108 HiRX| Q0L ADLE ZAEME Jol| 17 Zoi&

+
£0
i)y
i
o

5t NeoVME 49| Z=(Upper Layer Code)2t =0| £2|(Decoupled) [0{ /204,
Interop Serviceset 22 7|22 Sail &7 Ar8xt He|(Customization) 7t 7Hs&LICE
NeoVM thas| QIAEIA SHLIE Miot= ATCRE AL TH55HH,

E2x|ol8ot o2t H|EEA| 2l 274 (Non-Blockchain Scenarios) 0IME S&E! 4= QELICE

ol

|l

g} = U AlsH 38 (Infrastructure and Execution Process)

olZg} L X(Infrastructure)

NeoVMEe| of7 |8lx= =2 A3 2lZl(Execution Engine), A8 (Stack),
A5 28 MH|A H|S(Interoperation Service Layer) 22 T4 ElL|C,
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Compiler

OP_CODE

—

Distributed Ledger

)

=

o3 °.ﬂ’.‘_|(ExecutionEngine)

o 52 H|o{(Flow Control)
o AEHOI4H(Stack Operation)
o H|E 914H(Bit Operation)

Core)2=,

0—132*% HERILICL

No. 49 / 95

r A
| Virtual Machine |
| Execution Engine
g
_h : '8 N ) :
— | Invocation Stack |
| State |
| ( h |
| Evaluation Stack L J
— | Execution Alt Stack p .
p— | Context0 |
: Script Point ( Current Context 1 :
_n : Evaluation Stack L Entry Context J :
—_— | Execution L J |
| Context1 Alt Stack |
) . ( 3
| Script Point |
f— | . | External Data
p— N Interop Service |
| ||
| Evaluation Stack 3 | Enterprise
X Enterprise Data Interaction > Pr
| Execution | System Data
—1 | e Alt Stack | ve
p— . -
f— ontex Block Interaction
| |
| Seript Point | —
- 7 Transaction Interaction
I ) : ' | Third Party
o : s N Contract Interaction | Data
-
Result Stack |
| Asset Interaction |
: StackltemO : Other
| Info Query | Blockchain
Stackltem1 Data
Opcode | |
Smart | J |
Contract | Implement System Call |
: L StackltemN ) Interface :
L JN Y,
| |




t(Arithmetic Operation)
t(Logical Operation)
ryptography)

[ ]

mo r
fol
o
3)

CESH A ARI SZ(System Call)2 Ssi
A5 28 MH|A AlIE(Interop Service Layer) 1t A S%H2 50
S O0[HE FAE + JUASLICH

AEH(Stack)

NeoVM= AEH 7[dk(Stack-Based) 7+ 211U Ct,
NeoVMOll= Ml 7HK| =2 AEBHO| EXHRtLICE:
InvocationStack, EvaluationStack, ResultStack.

e InvocationStack
&7 NeoVMe| 2E &3l ZI|AE(Execution Context)S &30,
Zt HEIAE = AR LHOM M2 SEIH o2 |X|ELICHL
S A AE(Current Context)= AR ZMT @A (ExecutionContext0)E 7t2[7|0,
Tl ASAE (Entry Context )= AE49| OFX|8t @A (ExecutionContextN)E 7t2|ZL(ct.
e EvaluationStack
Aal ZQl HHOI AHEsH= HI0|HE MEELICE
Zt Mol HEIA E = XEA| A Q1 EvaluationStacks 7HEILICE.
e ResultStack
DE ATREY} HElEl 5 Af(Result)E XMEELICE

A5 28 MH|A 7|&(Interoperation Service Layer)

Interoperation Service Layer=
VM1 9| H|0|E] AIO|E 21Z5h= He|X|(Bridge) 9gS & LICH

A28 QIFH0|A(Interop Interfaces)E S&8224, NeoVM

£ M= (Block Information)

2HMM HH(Transaction Data)

EZ{E MH(Contract Data)

At HE(Asset Data) S

ADLE ZAEE Mol 2R3t (2 H|0[HE Y2 =+~ USLICL

a1

ISt 2t ADLE HAEME = 7HQ1 X% 37H(Private Storage Area) S MEiN o2 EH95}5t 4= QIELCH.
s |-Zt(Key-Value) @AI0 2 H|0[EHE XM&5I0,
NeoVME Mall & sliE HEAL| H|0|HE SH2 = 188 4= QIELICL

°
P
0z
e
rir
U

. MIE%:’ EIENES 7H:L(NetworkAccess)
S2 MISsto], JHLUX7H 12 OHEE|AH0|ME 2FE 4= JYE S X[ HFHLICY.

0| &2 =5t AH2At Mol &3 (Custom Extension) ot 8 (Modification) 2 X|5104,

WEXR| HEH QFAYE S5 & AUSLIL

418l 31 (Execution Process)

Neo= CIE 910{(Multi-language) AOtE ZEE Jidrg X|2ABHL|CE

NeoCompiler:= CHsH A0 2 24 El ADLE AEHES S§HEl NVM HIO|ERE mt(bytecode file) 2 ZutstH,

0|% NeoVMO| 3l HIO|[EREE C|R Y5t MEBtL|CY.

0|24 CIE 210 ZuteiQt 7Ha B{ A (Virtual Machine) S £6t A2A Z2ME $2H4(Cross-Platform Compatibility) 0] 24 &

I
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L|ct.

A &

o2

g

rlo
O

t

alo

iy =R

1. ADIE ZIEE AA FEE sfigf A10{2] Hutelz{E Sl
E¢tHio|EAE utd(bytecode file) 2 ALIAELICY,
2. NeoVMe| &8l AIFI(Execution Engine) O HIO|ETZC mlg 2511,
ot LY 2t of7iH4~(Parameter)2t 74 0| £ A&l ZAHIAE(Execution Context) 2 745t =
Invocation Stackoi| ZFA|(Push)gtL/Ct,
3. A3 TS x| HElAE22E HAHo{(Instruction)Z SHLH 71X Qf A5,
Alst 1bEof| M MM =l 6j0]E{= Evaluation Stack 2! Alt Stack 0| HZHE/L|Ct,
4. 2|2 M0l MZ(External Data Access), HIO|E &ssHEncryption),
YX|4] ZH(Zero-Knowledge Proof) S1t 22 ¢i4t0| s H 2,
A5 28 2lE{5|0|A(Interoperation Interfaces) 7t SZE/LICH
E A3ZE Malio] etz &M, ZH(Result)= Result Stack off MZHELICE

A
=

712 2(EXCHANGE)

JH2(OVERVIEW)

27l(Introduction)

0| 2Me 7l JHE X Exchange Developers) 7t
Hell4 Mo Neo =ES 7&5}1,
Neo Xprte| &2 2 EBMM X2|8 9/t

[H

CRETFEI

mjo

485tz 2 ohBiLICY

O] Z2Mofl= Bt FH7F Zete|of UAELICE

o Mt{of| Neo =& HiZ5}7|(#deploying-neo-nodes-on-server)

e Neo-CLIZ AFE5H0] X2 & 22 F4 MM517|(#using-neo-cli-to-create-wallets-and-deposit-addresses)
o XpiH EZHTHM X2|(#dealing-with-asset-transactions)

o ARBXIOII7| GAS 2tHist7 | (#distributing-gas-to-users)

#t11 (NOTE)

Neo-CLI 9/ HiZi0f f2f 7{2f< 2lE{mo[~ &+4fof CHELILCE
ECI0[2E BiTIZ 2 12)/0[=517] Zof BI=A]

BIZIE &2 XF0[Z 2f2leHOF gL L},

Mu{0f| Neo .= E = 35}7|(Deploying Neo Nodes on Server)

Neo 22}0|2 E MX|(Install Neo Client)

M 5.0 O[S Mgt o
2. GitHub<2| Neo-CLI M#&EA(https://github.com/neo-project/neo-node)HA
Neo-CLI =238 C|22 35101 Neo = EZ &35}81LICT
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21391 dX|(Install Plugins)

Neot ef(Security), et&(Stability), 228 (Flexibility)& Zafst7| #i%
LR 7|sS 7 22{22/(Plugin) HEHZ HISEHLICE
KAt I-H 2 Installing plugins(https://github.com/neo-project/neo-modules)E &15M|2.

EZ2{a92l2 0{7|(https://github.com/neo-project/neo-modules/releases)H A CIHRZ =5 4= UELICE
HeflA e Chs 22{3Q12 BtEA| MX|afof EzHZM 27 APT 2
ezl a7 |X| XtE S713} 7|52 25| AEE 4= JASLICH

 ApplicationLogs (Z'+
 LevelDBStore (7/2 Zg})
» RpcServer (Z=

» RpcNepi7Tracker (ZZ)

Ol of% IS Neo-CLI RE CIAE2|of &5 slfxi|stH
tAO| AHs2 2 Plugins ZC0f AMAMEL|Ct

e T
(]

o

o

A

=

- /root/neo-cli/Plugins v
Name : Size Type Modified
ApplicationLogs File folder 1/9/2019, 5:23 PM
ImportBlocks File folder 1/9/2019, 5:23 PM
<] ApplicationLogs.dll 9KB Applicatio... 1/9/2019, 5:23 PM
4] ImportBlocks.dll 15KB  Applicatio...  1/9/2019, 5:23 PM

Show all Copy

install ApplicationLogs
install LevelDBStore
install RpcServer
install RpcNepl7Tracker

Zt11 (NOTE)

e RpcServer Z2{322I2RpcNepl7Tracker E2{10I8 AF2517| Mol BHEA| &X[5(0F gt Ct
e ApplicationLogs ZRpcNepl7Tracker E2{32/2

Neo S2(0/21E &[5} Hojl HX|5{0F BFL]LC}.

JEX Ye &2/5f 0|8 £52f 21 L0JE7F 24 E +~ JEL/C

MA 0t £H(Modifying Configuration Files)

Neo-CLIE &é&ist7| Hof,
Neo-CLI 8% 1t!(Configuration Files) 0iA 25t ?’S% etz s{oF gL|Ch.
XpAIst LHE2 Configuring and Starting Neo-CLI

e m
i
n>"
oII
Es
fo
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Alztel Ars Zo) 715 24ae t= FOI51AIL. 0l 7[5E AESI7| Zof BispEo] Z2f QL

apglof XFE Y s s HE( 5t X 2 HE) O F ZEIE0f Q7| 2 2lL|Ct

Neo-CLI At23}7|(Using Neo-CLI)

OFXIBEX| HFEA| B12I5HOF B1LJC}

Neo-CLI 22t0[HE= P2P HIE®|3 = =(Node) 2 S%5i0,

SAlof 32A E2HE X|Z(Cross-Platform Wallet) 2 A
N _

A BUE
CroRst RhAt SRR

x|
HAH M & 2|3H|C}

[E iy R

Neo-CLI 22 M= (Neo-CLI Security Policies)

/\ DANGER

otherwise there will be a significant security risk.

Neo-CLI= X|ZhE &A
LS DM Z2MA HS
m2tA Hefa e XA = Q!

O & 7{7{L} n=(Remote On/Off) 7|52 MI5IX| &t
HRHE pREHK| b5 LICE
Hot Mill(Security Policies) 2 42!5{0f &L|CH.

I

>
(]

28] QU= SEH0{0F i,

The exchange must use a white list or firewall to block external server requests;

Iz gd g %

Atgxtel &8 23 (Withdrawal Requests) ol SA| SEE 4= 20{0F &L Ct.

HOHUSHE Qe X122 WstHo] A5 MY E & MH{(Independent Server) Of| A A34=[0{0F BfL|CY,

CHS #= Hold(Mainnet) & E|AEU(Testnet) MM ARSHE 7|2 ZEE LIEFAL|C
1= Mainnet Testnet
JSON-RPC via HTTPS 10331 20331
JSON-RPC via HTTP 10332 20332
p2P 10333 20333
WebSocket 10334 20334

Neo-CLI 27li(About Neo-CLI)

Neo-CLI= 7HEXIE /5t WHZE(Command-Line) 7|8t 2210|HE x|ZH(Wallet) /LTt

NI & 7HK Ao = Neo-CLISE 45 2HEE 4= AUSL|CH

=13=}]
od

rr

1. CLI(Command-Line Interface) WZ0{E AI25}
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o Of: X|Z MM (Create Wallet), =4 MM (Generate Address) S
2. RPC(Remote Procedure Call) € Ar25}H= gty

o Of: X|HEl =42 &2(Transfer),
£% % £0|(Block Height)2| 25 F& X3,

EX ESiM M X5 £

o X|Z 7|5 (Wallet Management)
HHES Sl AHits 22lg %‘Q'—IEf

Neo-CLI C|ZE{Z|0f| A Of2 HHOE Y2510 X|Z S e = ASLCh:

Show all
dotnet neo-cli.dll
BE AIS 7K BYOIS Solska P CS S YRR
Show all

help

XtMiet ™20 222 CLI Command ReferenceE & 15HM Q.

e RPCAPI 7|5 (RPC Interface)
RpcServer 22{1211} 8 At235HH
LEZHH EEXQ H0|HE 72 5 ?it RPC API MEE N|Z&L|CY.
QlE{H|0|A= JSON-RPCE E3f| HE |0,
52| EA412 HTTP/HTTPS Z2EZS AFREILIC
RPC MH|AE W|&dts EE AlZfot7| Mo,
HtEA| RpcServer 2211210] Neo-CLIO| AX|=|0f RLo{0F BHL|Ct,

API 22 2 A2 2 APT ReferenceE 1342,

e NEP-17 X4t EMZM HH XZ
NEP-17 E& Xjite] ESHMM LHAS Z3le 4 U= 7152 MSefLT.

X|Zt MM (Creating a Wallet)

Copy

Copy

Helia s ABXHES| 23 F24(Deposit Address) S #2(5t7| 2|5l
222l X|Zt(Online Wallet) 2 44-43H0} EHL|Ct.

X|Z+2 AFe| 271 71(Public Key) 2t 7H9! 7|(Private Key),
J2|1 ADE ZHEME MH(Contracts) 2 ME5h= U2,
AEXI7F RHkS HRetn Se SYste 71 528t 57{(Proof of Ownership) &ILICt

AtEXb= X2t oH(Wallet File) 1t X|2} H|YUH S (Password) £
Ao 24otAL /2ol &8 A= ot ElLICt
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Jeh At 2 FADICHEEC| XIS YAE BRI} SIBLIC
UuHOR, siLio| 29l NiZto| BE ABR 93 FAS BElFLICH
2ot 2512 913,
QIE{ 0] GHZE|X| 242 BE HaN(Cold Wallet, 2Fatel Xj2t) S AHgst 2 T2 HeelL|C,
2C Y22 512 9IS HAI0, B 52 £FO| T 2SS NTELIC
Z7 (NOTE)

Neo-CLIE = 7tX] &4 x|zt X[RIEfL CF sqlite X/Z/(.db3)2F =2 NEP6 ZZ X[z json) &/L/C
el o] ZL sqlite X2t AFEES HEEILIC

o= L—odg

Xge dgstaH ot

iy
m

AE +ASHIA 2!

mjo

1. create wallet <path>Z Q|&siL|ct,
o pathe X|Zfe| Z22t ut o|SQLICH
It SHERH= AFBSHE XY R0l M2t . db3 £ . jsonS MEfE 4 QIELICE

o OflAl:

create wallet /home/mywallet.db3

IpQ SHEIXIE X|HSHK| 2™ 72X o2 NEP6 &4l(. json)0| AR EILICH.
A

|22 0f2] 72| FAE MEE = lsLth
A

=
FEXIOICH BE0| fg FAE Mdsiof LT

U FAE WHsh= Yols F 77 ASLHEE:

o AEXPVIMSSZE NEO & GASE 28 M, Z2330| S22 NEO A2 MLt
O] o] M2 st F7|2 FAE HPe L7t giCh= Ho|H,
CHE 2 eido] S HsIChz ALICH
FAE SO YYsts T2 IS JYsI2{H RpeServer API2| getnewaddress HMES AFSHIA|L.
MME AT} EESHEL|CH
o 727t 0l2| 012] 7He| NEO A Y™ o= MMEHL|Ct.
AFEXI7E ME NEO = GASE 238 M, HeliA= 1 & otLte| NEO FAE ALEXI0AH RS ELC.
O| efio| A2 uifol 0lsiCh= §O|0,
2 2522 NEO FAE ddalof k= AL
FAE A2 MY5t2{H NEO-CLI 80| create address [n]2 A™lEHLIC)
MME FAE XFSO 2 address.txt Thof| LHELLRIL|CE
[n]2 MEed &H=0|0{ 7|22k 14LICE
O|E S0, &t Holl 100712 FAE Hadst2{H CHS 2t 20| Y=RtL|CE:

create address 100

Z71 (NOTE)

O IS AHGSIE, Halhk MY FAZ CIOJEH|0|2 0] F4HIH
KGO EHEI5HOF BT

QYHIEO 2 E IR IS A BFH= 20| HEELICH

—od
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I 0|27 orH 2|8 H|O1E £0/11 X[2fs 2t ¥A o= 2ggt + AU&L/Ct.

A2 X101 A GAS £l (Distributing GAS to Users)

IHel2s AFRRIOZ GASE USR] 012 S ZEE 4+ AALICh
GASE Neo 2E|ol0]4 Satuid 712 2 £7} HHIAS 2let 4422 ASELICH

GASEH 22192171?(What is GAS?)

GASE= Neo 254(212| AH2 HE|(Right to Use) £ LIEFHLIC
NEOE ERotH A|AR Lo Zn2|Eof a2t GAS7E S ELICt,

Neo N30A= F=A0M NEO H& EAMO| 243t miofCt
OFX|2t NEO X2 E2ixiM 0|5 MAMEl GAS7F A= o2 A EIL|C}

HAEI GAS & 7|4 Calculating the Claimed GAS Amount)

H7E GASE CHaT 20| AAHELICE:
Claimed GAS = f(neoamount, At cypst)

Atconst = tend — Cstart

o St {end}$ = NEO7| TAR QUZE|HL S25|= S AIH
o St {start}S = NEO7| OtX|2to 2 QS &AL E2E AIH

S\Deltat_{const}S= DHE ZHo|2 2 ) HFE GASO| & 6t DHELICE
O] 22 ALK H Rt NEO°| S
O NEOZ} =200 2= AUE AIZEZH0f| ) ZapEu| ot

{22 2| GAS £tl Bxl(Distributing GAS to Users)

StLtel K| Zholl ME=0of QITta 71Es5HH,
FEX AolA| GASE =Hli5t=s EXtet ALt 342 BoiEL

>-OI
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NeoA1, ..., NeoAn

Take a data snapshot of the users' NEO positions at regular intervals.
*The position of User A at the Tst Snapshot moment, and so on.

_ , - : NeoA1+...+NeoAn
Calculate the weight of a single user's NEO positions, i.e. summing up NeoA tA
: ; . . eoAmMouUntA=
the weights of this use's position at all the snapshots.
NeoA1*T1+...+NeoAn*Tn

*Weighted average method; Tn is the time length between the nth snapshot

-

and the n-1th snapshot
NeoAmountTotal=NeoA+...NeoZ

Calculate the total weight of all the users' NEO positions, i.e. summing
up the weights of each single user.

-

Calculate the total amount of GAS to be distributed and claim them. | TotalNeoGas

-

NeoRatioA= NeoAmountA / NeoAmountTotal

Calculate the proportion of NEO owned by each user. I

DistributedGasA = TotalNeoGas * NeoRatioA

Distribute the corresponding amount of GAS to each user. |

#7 (NOTE)

Neo N3OlA = e AP F &E Sx70) Zojgt & oo 2,

X £0l2 X I1=5fGAS E2k0)10% 2 AFE/0] QLI

XHAEH LIZ2 GAS 28 7&(GAS distribution rule) £ & 17514/A/2.

RPC H|ME(RPC Methods)

CHS RPC HIMEE AF85H0 247t ALAe| GAS HEE Z3|g 4= AUELICH
t

of2H ZO| M Yst= MM E O|ES S2I5HH XMt L8 S &telet 4= AS LT

HME(Method) MY(Description)
getunclaimedgas SIxH X|Zfofl HHLE|X| 2 GASO| S ghetetL|ct,

GAS &4(Claiming GAS)

GASE AHEXI7L NEOE Z25t7]Lt &2 ul XIS 2 M (Claim) &
O|lE £01, =4 A0l NEOES ER35t1 QA OF2] GASE & TL6HX| g% Al H A,
NES] i(A)E NEOZE CHA| M&3stH, GASTHAtS S 2 A ELICH

Of2lf #i= GASE Htot= ExRtet 0lol| tiSsts HHE 20FLCh
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#  Cth(Steps) %HHo{(Command)

1 Neo-CLI &% dotnet neo-cli.dll

2 S20[eE HH &l version

3 2eto|glEe| 57|st £0| &l (Height: height/header height, Nodes: A2l L& %) show state

JARPNFd ;P open wallet /home/NeoNode/test.json

5 KL =4 2 IR Etel list asset

6 X2 L GAS Zto &tol show gas

7 NEOZ xRile| F=4(0ll: NTdzVdQ8SmFobD1XWCA1fROtQr7gFviSXf) 2 M&st0] Ar522 GASE M+ send neo NTdzVdQ8SmFobD1XWCA1fRItQr7gFv1SXf 1
8 LAl Xpekztelf ol list asset

XA EHEHM X 2](Dealing with Asset
Transactions)

H2(Overview)

Neo N30j|= ¢t &tLte| C|X|E XtAt 23401 NEP-17 XHAH(NEP-17 Assets) 2 ZXiEiLIC}
0| XHHE2 BALANCE 712 22|20,
HeflAe =2 AMEx Tl 3| 2= (Deposit), E2(Withdrawal) S2| =S X z2|gL|ct.

of2ff SE== 0f={et 2| TH| Z2MAE 20iFEL L
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Query User Balance

Send a query request

User

»| Exchange

The exchange keeps

synchronizing block data

Query the database

Database

Return balance to the user

User deposit

The user sends a

to the deposit address

User

Blockchain

transaction

The exchange detects assets

transferred to the

corresponding address

Blockchain

Modify the local DB

Exchange [———————|Database

Inform the user that deposit is successful

User Withdrawal

Sen

d a withdrawal request

User

Exchange

v Broadcast the transaction

Resend the transaction

Blockchain

Inform the user that

withdrawal is successful

)<
Tx is successful

Y

Modify the local DB

HIEQIA =42 (Network Fee)

I Database \

No. 59 / 95



HERA &4+F(Network Fee) =
MAste 8| i E(Consensus Nodes) of Chst A0 2 EatElL|Ct

AL8ZH7F Neo 25 1I°|01| EziMuS Iﬂ"‘* [[HUfEf HEYA s27t ZARLICE
A

Show all

NetworkFee = VerificationCost + tx.size x FeePerByte

Me 235 (Invalid) 2 X2|gL/ct

e VerificationCost: NeoVMO| EZHHM MHS ZHS5}7| 2fof Mtists HHN Q| =2 QILIC

o tx.size: EZHTM H|0|E{2| HIO|E ZO|L|CE.

e FeePerByte: HIO|ET ERMMM 2222 &%l PolicyContractolM 0.00001 GASZ H2|=|0f Rl&LICH,

MAE 222 (System Fee)

Copy

|28 =22 (System Fee)= NeoVMO| A&li5t= HWd0o|(Instructions) ofl tis £2tEL(Ct,
2t HYOYE 2 &= System FeeS &T5HUA|IL.

n=
00|'
_O'l_l
rir

0R
Oﬂ
2
|10

| 7H2~(Number) 2 R&(Type) 0il w2t S8

ofz I 2 AL s=0| At 345 20FLICH

Show all

Copy

SystemFee = InvocationCost = The sum of all executed opcode fee

23240{ =F(Instructions Fee)
Neo N30|M= NeoVMe| HEHH L4527}

Neo Legacy CHH| 1/1000 $+E2 & ZAsISLIC
O|2M 7t v 0| IAH ZZELICH

Neo Legacyete| H|u= Ctg Eot 25T
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Case Cost of Neo2.x Cost of NEO3

Deploy 400 (basic fee) +100 (storage fee) + 500  contract.size * 0.001
contract (dynamic invoke fee)

Invoke InvocationCost InvocationCost
contract

Systemfee Different transaction types for different =~ InvocationCost
system fees, like IssueTransaction
about 500 GAS.

Networkfee  0.001, if tx size<= 1024 bytes<br VerificationCost +
/>(tx.size- 1024)*0.00001 + 0.001, tx.size* 0.00001
if tx size > 1024

Opcode fee Reduced to about 1/1000

EaZM X 3| X{2|(Dealing with Query Transactions)

27t A8t
AHEXL7F RE212| ThY

mlo op
|-| M

==

AI2X} 2 FA Tt X35|(Querying the User Deposit Address Balance)

1. JSON Ijg F45t0f ofzfe| RPC HIME & StLIE S=§iLICH
o getnepl7balances (E{1¢! TokensTracker e)
o invokefunction (22|32 RpcServer )
2. Neo RPC MH0f| getnepl7balances &S H&5101
Xtitol siA|(Asset Hash) of 2R2H( Amount) S 74 SLICH

3. Neo RPC M#0f invokefunction QS & & ®&35}0]
Zt2} sl RHake| ME(Symbol) 2t 24H x8I4(Decimals) £ =3|&L|Ct

4. BretEl gHe 78e 2 AbgXte| Tteli(Balance)S ZIAFEiLICE

EXN AI2XQ| RHAHEH

=)
=

=

Z 5|5t H,
ArE310{ afiEk AtAe| balance0f HIMEES SESHUAIL.

OH
_|
=

invokefunction2

getnep17balances &2 £8 = 3|(Invoking getnep17balances to Query)

JSON SAl0|M YEXOl getnepl7balances Q8 E22 Ch2nt Z&LCH
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2l

Show all

{

"jsonrpc": "2.0",

"method": "getnepl7balances",

"params": ["NVfImhP28Q9qva9Tdtpt3af4Hla3cp7Lih"],
"id": 1

Copy

{
"jsonrpc": "2.0",
"id": 1,
"result": {
"balance": [
{
"asset_hash": "0xef4073a0f2b305a38ec4050e4d3d28bc40eab3f5",
"amount": "2",
"last_updated_block": 52675
}
{
"asset_hash": "0xd2a4cff31913016155e38e474a2c06d08be276¢cTf",
"“amount": "700000000",
"last_updated_block": 52675
}
1,
"address" : "NVfImhP28Q9qva9Tdtpt3af4Hla3cp7Lih"
}
}

2F oA0|IM & 4 UAXO|, T SFO| ApLESHAIZF EXHELICE:

"0xef4073a0f2b305a38ec4050e4d3d28bc40eab3 5" 2
"@xd2ad4cff31913016155e38e474a2c06d08be276cf" {LICL

O|A| Zt Xf+to| symbol(AlE) 7t decimals(24H Xt2|4) £ =3(517| 231
invokefunction HIMEZS §§3H FEHLCt

M

E

3l Ext= Of2Hof| A XbAlI5|

E U,

oS =01 22 SEHOIA,

Xt Aol M =(Symbol)2 NEO, A+H XIEl4=(Decimals)= 0, AFEXF AS| ZtH2 2 NEORILICH
Xt Bo| Ml=(Symbol)2 GAS, 248 Xtal(Decimals)= 8, THH2 700000000/108 GAS (7 GAS) LICH

invokefunction £&& £3 3|(Invoking invokefunction to Query)

JSON A0 A 28t™ol invokefunction @& 222 Ch31t Z&LCH

"jsonrpc": "2.0",

"method": "invokefunction",
“"params": [

"script hash",
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"method name",

[
{
"optional arguments"
}
I
1,
"id": 1
}

ALERIS| Thells 3|gt = Tfg ZAEES WH|SHOF BiLICH:

oAl

script hash
X35t = NEP-17 ARtte] AAZE SHAIJLICE OIE =

NEO& oxef/.073aof2b305a38ec050e4d3d28bcs0eab3fs
GAS= oxd2a/cff31913016155e38¢e/474a2co6do8be276¢f

method name*
SE5IHE HAMES| O|SRULICH AFEXte| TS 3|6t H™ CHE M| 7HX| HIM = S &3l 0F §iL|Ct

balanceOf

o EE:

public static BigInteger balanceOf(byte[] account)
o HH:
"balanceOf"& "account" o] EZ TtoHZ gistEH|C,
o FH:
public override byte Decimals { [Safe] get => 8; }
o Hd:
"decimals' = siief E20| A&5dt= AH XISI~E BHatptL|C,
o =H:
public override string Symbol { [Safel get => "EXAMPLE"; }
o MH:
"symbol"2 EZ2| ¢l=S gletelLch
decimals
symbol

optional arguments
MEH AFSSRILICE S &5t = HAME0| QXL 2Host ZL
O|€ £01, NEP-172] ""balanceOf'" & "account" 2| EZ TS HiatstO 2

public static BigInteger balanceOf(bytel[] account)

o2k "balanceOf" MM =0 accountE QIALZ M| OF &L Ct.

balanceOf &

A F27F NYxb4fSZVKAZ8YsgaPK2WKtT3KcAE9b3Vagatd 7155, 0|2 Hash160 EfQlo 2 #HgtstD o] mfzto|E{E JSON
23| 2 Adshof Lch:

Show all Copy

"type": "Hash160",
"value": "0Ox762f8a2bf0e8673c64cc608bab69b9c2a946a188f"

No. 63/ 95




]

21 L}3 Ch31h 20| JSON HAXIE g 4= A LT

10)
o
rT
Ho

-~

"“jsonrpc": "2.0",

"method": "invokefunction",

“"params": [
"0xd2a4cff31913016155e38e474a2c06d08be276¢T",
"balanceOf",

[
{
"type": "Hashl60",
"value": "0x762f8a2bf0e8673c64cc608bab9b9c2a946a188f"
}
1
1,
"id": 3
}
QFES &S = 20 22 3Es 2 "
{
"jsonrpc": "2.0",
"id": 3,
"result": {

"script":
"DBSPGGqUKpybpotgzGQ8Z+jwK4ovdhHAHwwIYmFsYW5j ZU9mDBTPAduKLOAYsSke041VhARMZ88+kOKFifVtSs",
"state": "HALT",
"gasconsumed": '"2028330",
"exception": null,
"stack": [
{
"type": "Integer",
"value": "1938845793634190"

}
1
}

}
TrHS A7| IsiM & BretEl Zh2 decimalsZ LH+M =Y, H|0|E #Hg2 = Q5HK| ef&L|Ch
decimals €&
QH EE:

{

"jsonrpc": "2.0",

"method": "invokefunction",

“"params": [
"Oxd2a4cff31913016155e38e474a2c06d08be276¢T",

"decimals",
[]

1,
"id": 2

}
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QFYS MES =, 20 22 SEE 2 gk
{
"jsonrpc": "2.0",
"id": 3,
"result": {
"script": "wh8MCGR1Y21tYWxzDBTPduKLOAYsSke041VhARMZ88+kOKFifVtS",
"state": "HALT",
"gasconsumed": '984060",
"exception": null,
"stack": [
{
"type": "Integer",
"value": "8"
}
1
}
}
4= 80| gretE Lt
symbol 2=
ey =2
{
"jsonrpc": "2.0",
"method": "invokefunction",
“"params": [
"Oxd2a4cff31913016155e38e474a2c06d08be276¢T",
"symbol",
[1
1,
"id": 3
}
QFS ML =, U3t E2 S A EUCh
{
"jsonrpc": "2.0",
"id": 3,
"result": {
"script": "wh8MBnN5bWJIvbAwUz3bii9AGLEpPHjuNVYQETGfPPpNIBYnlbUg==",
""state": "HALT",
"gasconsumed" : "984060",
"exception": null,
"stack": [
{
"type": "ByteString",
"value": "ROFT"
}
1
}
}

"ROFT"7t gFetz|0{, O|= "GAS" 2 C|2TE 4= AUSLICE
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E dtet IS HIEO 2 AL X} ZHH2 Chgp 20| Alitet &~ QIELICE
Tt = gtz S10A \text{decimals}S

A8 E2| X2

Hela Li2| AR AFg At T2 2l 4 H|O|E{H| 0| 201 Z[FE LT Heias 2
M S H|O|EfHi|0| 201 7|=5}0H, 0|of| w2t AR} TS Cl|OJE{H| 0| A0 M ~Fdh= Z2 7S ZHdsfjof §L(Ct

MEX &= e

ALEZL g FEE U7| flal AHeliA= ChSat 22 2 S slof &Lich:
1. getblock APIE At85t0] ZH 59| M2 HEE 74 FLICE 017[0] = ofie 501 ZetEl BE EAMMMC| bR Mt 28t
2. getapplicationlog APIZ £&3t0{ 2t "InvocationTransaction" EUMMO| NE HEHE @1 EMM LI

0f ALBAL =S RME[ELICh

getapplicationlog &
0 APl E2i% HEZ o o AFRELICH

ApplicationLogs £213¢212
0

El= 28 sfolz 4 YgLiCk o]

24
=
olet C

Bt
[ E2[0f= HX| ZEME i“‘ﬂ 7|185|M, 2t NEP-17 EMHM2 leveldb T2 MEELICH

ChS2 API & Z2to| Ol A LT

2 XI5t neo—cli = ES AZfSt 5, 2E A2 Sitof "Applicationlogs'2hs 71 A4

"jsonrpc": "“2.0",
"id": 1,
"result": {
"txid": "O0xd9aaal243cae91e063a140239807a9de45182850130ec36403144770955dd2d7",
"trigger": "Application",
"vmstate": "HALT",
"gasconsumed": "11819770",

"stack": [],
"notifications": [
{
"contract": "Oxd2c270ebfc2alcdd3e470014a4dff7c091f699ec",
"eventname": "Transfer",
"state": {
"type": "Array",
"value": [
{

"type": "ByteString",
"value": "uXtKzX+CD2HSINT5rgXrUEmN31U="

+
{
"type": "ByteString",
"value": "7ztGBn8vR7L38EQqojcghdCHCO8="
}
{
"type": "Integer",
"value": "800000000000"
}
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&z
Of oAl EZ MB0| HF$t 218 HOISLICL T2{Lt M NTYLFNeoVM 0S| &4 A, BoH= CHST 242 =~ LUBLiCk

« F% Aaf Transfer B/ OJHIE 7} BEIEIX] YOD], NS AE 70| False SIHALT Yef2 S2EL/CH
« NeoVM 619} Transfer 22 O/#1E7} HEHE & 9/T OFel += QIo0), JHS FAULT &2 Z2ELICH

A — =2o

If L EAMN 2AE Tf2f0[E = T3t 25 L

e contract: AOIE HAEHEO| ASZE SHA|QILICE HeA0| 2R NEP17 XAt @80 AT ZIE S{A|0|0{, XpAte| 1R AEX} AStS
BILICE G2 S01 "0xd2c270ebfc2alcdd3e470014a4dff7c091f699ec" = NEP17 Atrte] AAZIE HA|QIL|CY.

e eventname: AOIE ZAEME O[HIE AHEXIRILICE HeliAes AHEAIC| S ERMMME 2f0lst7| s "transfer' EZMEE 4~
A5HH ElLICt Notifications BIZol= 0121 7H2| eventnameO| QUS 4= A2, Transfer 7|Y =S 7HF &23t0] NEP17
Transfer 0[5 L|C}.

)

o state: B0 Z&HE HX|S2 Ctaot Z&LICH
o from account: H{EO| & M| ZHx|= XHot0] MEE HE FAQLICH EFI2 "bytearray' 0|0 gt
"uXtkXz+CD2HSINT5 rgXrUEmN31U=""£ base64Z C|ZE5HH
"NcphjtgTye3c3ZL535nDZhsf3JIMGAjd70" 7t ElLICt,
o toaccount: H{E2| & MM 24X = XHit0| MEE AY FALICE EF)I2 "bytearray' 0|0 gk

"77tGBn8v7RL38EQqojcghdCHCO8="£ base64Z C|ZE5HH

"Nhiuh11SHF4n9FE6G5LUFHHYc7Lgws9U1z" 7t ElLICh s ATF Ao A S0 LR

2, 0l UF E#TL
Ct.

HO —= "1

o amount: Bio| OFX|2t ZHz|= HAE FHRILICE ZH2 8000000000000|H, A4 XI2I47} 80|22 AR SHS
8000.000000002LIC.

2

NeoOflAfE ox 2 A|&fot= 16 &4+ BALLG2 819C/21(big-endian) =A1Z X{2|=|1d, T2X] &2 ZR0l= 2/ (little-
endian) &A12 X{E[E/L|C}
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Show all
{
"type": "ByteString",
"value": "uXtKzX+CD2HSINT5rgXrUEmN31U="
}
Show all
{
"type'": "ByteString",
"value": "7ztGBn8vR7L38EQgojcghdCHCO8="
}
Show all
{
"type": "Integer",
"value'": '"800000000000"
}
+

| Q¥

K

12 L Z1Z G|0[E{9] gi4] Bigtof Lo A= Neo3 L0/ Bzt & T514/AIL.

MEX &= e

Copy

Copy

Copy

el AFSX|A IHitS &S| lsl Ths & Stitel A S HEe 4~ AS LT

- Neo-CLI H&H0{: send
- RPC HIME: sendfrom
- RPCHME: sendtoaddress
- RPC HIME: sendmany

Neo-CLI H¥20{: send

Hi
=

Ho

send <id|alias> <address> <amount>|all [from=null] [signerAccounts=nulll]
nj2to|E

- id|alias : XpAHID &= KHAFCFO (Of: neo, gas)
-address : XS HEE

-amount |all: M&& e
- from: XHHE MEE H

- signerAccounts : M@Xte| F4
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Ofl Al

T2 NYxb4fSZVKAz8YsgaPK2WKtT3KcAE9b3VagE 100 NeoE ©&:

neo> send al760976db5fcdfab2a9930e816ce875b2d18225 NYxb41SZVKAz8YsgaPK2WKkT3KcAE9b3Vag 100
password: sxtokkokkk
TXID: 0x8f831d8de723093316c05749a053a226514bc06338b2bceb50db690610e0b92f

XAHID7F &HA5HA 942 42 list assetS Y2510 X2 L 2= XS ele o~ /ELCE

2 Aol M= ApeHID CHEl KbeE S E A8 S = Qlon, ChExt

)

my

0l

18]
Al
o

LIC}:

neo> send gas NYxb4fSZVKAz8YsgaPK2WKkT3KcAE9b3Vag 100
password: skkkkkkk
TXID: 0Oxae0675797c2d738dcadb21cec3f1809ff453ac291046a05ac679cbd95b79c856

RPC H|ME: openwallet
A
A2t 221 RPC BiMEE S=517] &0 Bl=Al openwallet BIAMEE PIX] SZ5OF BfL/LC}.
7| "params" = F 72| mi2to|H2 LY E BiES ZefeiLC).
"params": [path, password]
olE =01, a. json0|2k= X|YS HIZHS 1111112 B7] ?IsiA= of2iet 20| JSON TS 745101 RPC MHZ MEE 4= AT

o
I

0t

=

FI[I

Show all Copy
{
"jsonrpc": "2.0",
"method": "openwallet",
"params": ["a.json", "111111"],
"id": 1
}
LYS M T Ot 22 SHS WA ELch
Show all Copy
{
"jsonrpc": "2.0",
"id": 1,
"result": true
}
RPC HIME: sendfrom
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7| "params" = Ul 7H2| Li2t0|EHE LM E BiE S et
"params":[script hash, address from, address to, amount]

OlE £01,NcphtjgTye3c3ZL535nDZhsf3JIMGAjd70 200N

Nhiuh11SHF4n9FE6G5LUFHHYc7Lgws9Ulz =42 10 NEOE M&5I2{H, of2liet 20| JSON S 1445101 RPC MHZ T& 8L

Cf.

LY EE:
{
"jsonrpc": "2.0",
"method": "sendfrom",
"params":

["0xT6leebf573ea36593fd43aal50c055ad7906ab83" ,"NcphtjgTye3c3ZL535nDZhs f3UIMGAjd70", "Nhiuhl11SHF
4n9FE6G5LuFHHYc7Lgws9u1z", 10],
"id": 1

Qs Hstt =, t3t &2 S g "Ltk

{
"jsonrpc": "2.0",
"id": 1,
"result": {
"hash": "0x2dad82755c3b3e3233¢c10a49402bea9b8bb3143b079102bbc3c5a50c3b522137",
"size": 264,

"version": 0,

"nonce": 1073258915,

"sender": "NcphtjgTye3c3ZL535nDZhs f3UIMGAjd70",
"sysfee": "9007990",

"netfee": "1264390",

"validuntilblock": 2107189,

"attributes": [

{
"type": "Cosigner",
"account": "0x55df8d4950eba5aef9d4d4d26101827fcd4a7bb9",
"scopes": "CalledByEntry"
}
]I
"script":

"Ggwl7ztGBn8VR7L38EQqojcghdCHCOBMFL17551/gqg9h0tTU+a6161BJjd9VESBAMCHRY YW52zZmVyDBQ1BZ7LSHj TqHX5H
FHO3tMwlFdf3kFifVtSOA==",
"witnesses": [
{
"invocation":
"DEBL7Fxz2ZyIgtz+kESSs8YjbJd5dccl3gpx0OwrljU+WiIa@fuFQSgHXM7551Z21wDMvEirUHpUlrIYylfnQH6UT",
"verification": "DCECTLb+CYhOtAkrQbRl1iAmdLaB5NLROFqIWxgiCPlnz/B4LQZVEDXg="

RPC KA E: sendtoaddress

7| "params" = Ml 72| o2t 2 L E BIES ZetgfLTt.
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"params":[script hash, address, amount]

02 S04, Nhiuh11SHF4n9FE6G5LUFHHYc7Lgws9U1z AR 1000 GASE M&5t24™, Of2Het 240 JSON It S 2AI510f RPC M
Hz ®EELCHL

0]
oz
rr
Ao

"jsonrpc": "2.0",

"method": "sendtoaddress",

"params": ["0x70e2301955bfle74cbb31d18c2196972abadb328", "NhiuhllSHF4n9FE6G5LuFHHYc7Lgws9U1z",
1000],

"id": 1

}

Ctaa 22 SEa 2 gLtk

50)
ox
jo

oA
—-Oo

ro
o

)

{
"jsonrpc": "2.0",
"id": 1,
"result": {
""hash": "0@xdad4de7d6fc3bcddebab5la3dcbadleaba7d59467acf91525c5f3f0b56dfo6aec8",
"size": 272,
"version": 0,
"nonce": 1325103139,
"sender": "NcphtjgTye3c3ZL535nDZhs f3UJMGAjd70",
"sysfee": "9007990",
"netfee": "1272390",
"validuntilblock": 2107253,
"attributes": [
{
"type": "Cosigner",
"account": "0x55df8d4950ebabaef9d4d4d2610f827fcd4a7bb9",
"scopes": "CalledByEntry"

]I
"script":
"AwDodkgXAAAADBTv0OYGTy9Hsv fwRCqQiINyCFOIcI7wwlUuXtKzX+CD2HSINT5 rqXrUEmN31UTwAwIdHIhbnNmZXIMFLyvQ
daEx9StbuDZnalwe50fDI5SmQWI9W1I4",
"witnesses": [
{
"invocation":
"DEBd+BDi7LWMQ5zzWxmzvH9zs09fRZpdqn9SqnyEfSzazVnFsU1DJG71ik79epcqpF+IWGQJIM11S1oDeI4Eh/Yq04",
"verification": "DCECTLb+CYhOtAkrQbRliAmdLaB5NLROFqIWxgiCPlnz/B4LQZVEDXg="

RPC HIME: sendmany
7| "params" & El& FIHe| Li2t0|HE A E Y S ZEteiLCh

"params": [address from(optional), []]
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OlE€ E0,NcphtjgTye3¢3ZL535nDZhsf3JIMGAjd70 F20)M
Nhiuh11SHF4n9FE6G5LUFHHYCc7Lgws9Ulz A=
100 NEO2t 1000 GASE HM&st2{H, ofziet 20| JSON IS ++4d5t0{ RPC MHE F&RILICEH

QF 2=
{
"jsonrpc": "2.0",
"method": "sendmany",
"params": [
"NcphtjgTye3c3ZL535nDZhs f3UJMGAjd70",
[
{
"asset": "Oxf6leebf573ea36593fd43aal50c055ad7906ab83",
"value": 100,
"address": "Nhiuhl1SHF4n9FE6G5LuFHHYc7Lgws9U1z"
y
{
"asset": "0Ox70e2301955bfle74cbb31d18c2196972abadb328",
"value": 1000,
"address": "NhiuhllSHF4n9FE6G5LuFHHYc7Lgws9Ulz"
}
1
1,
"id": 1
}
QFS &S = 20 22 3Es 2 "
{
"jsonrpc": "2.0",
"id": 1,
"result": {
"hash": "0xea4564840441713481363ffc0Ob3e2df95e5319af4d5da4189603c2333d6702f5",
"size": 358,

"version": 0,

""nonce": 93745276,

"sender": "NcphtjgTye3c3ZL535nDZhs f3UJMGAjd70",
"sysfee": "18015980",

"netfee": "1358390",

"validuntilblock": 2107284,

"attributes": [

{
"type": "Cosigner",
"account": "0x55df8d4950ebabaef9d4d4d2610f827fcd4a7bb9",
"scopes": "CalledByEntry"
}
]l
"script":

"AGQMF087RgZ/L0ey9/BEKqI3IIXQhwjvDBS5e0 rNf4IPYdLUIPmupetQSY3fVRPADAhOcmFuc2Z1cqwl]QWey@h406h1+
RxRzt7TMNRXX95BYn1bUjgDAOh2SBcAAAAMFO87RgZ/L0Oey9/BEKQI3IIXQhwjvDBS5e0rNf4IPYdLUIPmupetQSY3fVRP
ADAhOcmFuc2Z1cgwUvK9B10oTH1K1u4NmdgXB7nR8MjmZBYn1bUjg="",

"witnesses": [

{
"invocation":
"DEA1J31Wq9CS6s7Zyzv71jS/LXbJroKgzMhTk176KaCNDBIas5kqBgsv@hHVxetxdwnapXU7Cui/9P1lHr3fZNPf3",
"verification": "DCECTLb+CYhOtAkrQbRliAmdLaB5NLROFqIWxgiCP1lnz/B4LQZVEDXg="
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I
}
}

3= Al ofo|az|o|M

ofo|12j|o] M m]o]x|ofl A{2] Neo N3 O10]12{|0| M 7}0]
=

0| RE2|YE Neo 52t X|Zg AFE5t0] Neo 2|7{A|0ll A Neo N3& Neo ¥ GAS EZ& 010|72{|0]45H= 2HY S 0t0| 22{|0|M A E
Ol M SHAEZ QHLHSILICE

o8¢t ofo]azjo]M

o

NeoLine X|Z

1. LEZ Ytto|oto|ZS 2=t = A 4 (Create wallet)s S=IFLICHL

Account added

Neo Legacy m

+ Create wallet

“ Import wallet
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(2 Export wallet

© General settings

(O About us

2. Neo N3Z ME4510] Neo N3 X242 HdgfLich
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Select a Chain

Neo Legacy

Neo N3 ),
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. NZ 0|52 B|EHSE st 7| dd (Create) S 2=RLICEL MZ2 Neo N3 X[Z0| 43X 2 Y ELICH

OIL IAIXIE pef 742! Z|E BIEA| QFESHA] #2151 AI L.

TestNet ~ v

Create Import

Welcome to NeoLine. Create

TestWallet

Create

Cancel
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4. Migration To N3 #At0|EZ O|S&fLICH CONNECT WALLET HES S=2/2fLich

®0® @ ugationToNs x 4+ (-]
<« C & migration.neo.org/testnet4821683/ o ] .

i Apps £ Other Bookmarks |~ [T] Reading List

NEO & GAS MIGRATION

Neo s upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need
to migrate their tokens to the new N3 version. This portal allows you to connect your

Neo Legacy and Neo N3 wallets to perform the migration.

Important

Before starting migration, please visit the Migration Details link below for guides, key

dates, incentives, ecosystem support, FAQs, and more.

Migration Details A

Please connect to a Neo Legacy address.

oy oa® 4 W

CONNECT WALLET

5. Connect NeolLineg2 £2!/5t0 NeoLine X|Z& AZ&LICE

ene @ Migration To N3 x 4+ (-]

« C & migration.neo.org/testnet4821683/ - 4 = -

£ Other Bookmarks ~ [1) Reading List

NEO & GAS MIGRATION

Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need

to migrate their tokens to the new N3 version. This portal allows you to connect your

Neo Legacy and Neo N3 wallets to perform the migration

Important

Before starting migration, please visit the Migration Details link below for guides, key

dates, incentives, ecosystem support, FAQs, and more

Migration Details 2

Please connect to a Neo Legacy address.

oY ea® 46 W CONNECT WALLET

6. ConnectZ& £&/gLC
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https://migration.neo.org/

, N
@ Migt °

Welcome to CentOS

] -

3

=
%
&
3

is requesting access to your O3 wallet
Apps B3 Other Bookmarks Reading List

O v N X

‘ s of Sanvica. Neo Wallet

NEO & GAS MIGRATION

Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need
to migrate their tokens to the new N3 version. This portal allows you to connect your
Neo Legacy and Neo N3 wallets to perform the migration.

Important

Before starting migration, please visit the Migration Details link below for guides, key
dates, incentives, ecosystem support, FAQs, and more.

Migration Details 2

Please connect to a Neo Legacy address.

CONNECT WALLET

Oto| 2|0t Afits eS|t

eve @ Migration To N3 x  + ©°

« C & migration.neo.org/testnet4821683/ o ] -

£ Other Bookmarks ~ [T] Reading List

MIGRATION
Assets
NEO & GAS MIGRATION 0 ’
Q@ neo
Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need
to migrate their tokens to the new N3 version. This portal allows you to connect your . ANEO 0
Neo Legacy and Neo N3 wallets to perform the migration
@ o
Important
@ < 0
Before starting migration, please visit the Migration Details link below for guides, key - —
. DinRdPe
dates, incentives, ecosystem support, FAQs, and more. v
To

Migration Details A

Select an N3 address

oY o 46 WM

NEXT

Migration history

oro| 2 ojdg Fets U=LICH

=

10 NEO =20 GAS 0/t 0f0[72/0/Mgt &R 1 GASS| 27} ZRB/L|C,
O/ Neo N30jA ZE ENHM0) 220f Q725]7] M2 2/L L}

AIEAIZF £ 20| EEE & 210/ O0f0|12]0]Net + A= =F 5182 ZR,

Neo AEFS GASE HISE 2K/ 02 ADA|F|= EGHTMN AT 220) Ot El =~ QILLICH
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Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need 1
to migrate their tokens to the new N3 version. This portal allows you to connect your

MAX |

Avaiable NEO

Neo Legacy and Neo N3 wallets t rfi the migratic
oo Legacy and Neo N3 wal o perform the migration From

Important ™ Neo Legacy

. ANWWWFHEcdrCByGX4apq6xEzauDinRdPe 1
Before starting migration, please visit the Migration Details link below for guides, key

dates, incentives, ecosystem support, FAQs, and more

To
Migration Details A
Select an N3 address
BoyYymaaad W |’°=® 'QG“S]
‘ NEXT ’
Migration history
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To
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MIGRATION

NEO & GAS MIGRATION -

will need 1

MAX

v N3 version. This portal all nect your

» perform the migratio
From

™ NeoLegacy
N ) ANWWFHECArCBYGX4apq6xEzauDinRdPe
To
Migration Details 2 ™ NeoN3
NSKKLSEARBwinPTMZAvqWrMYEWjsCrTMo ()

oY o 4 W Fee () 1 @ocns

tCHH NEXTS 22/gLICh

11. O0|22|0|d FE S SlgtL|Ct. FHEIt gt
O EtA| = SO0t LT.

S
HEE 2T ot2{H BACK HHES Z2l5t0{ 0|H
® 0 ® @ Migration ToN3 x  + °
< C @& migration.neo.org/testnet4821683/ e ™

Apps B3 Other Bookmarks =[] Reading List

MIGRATION

Amount
NEO & GAS MIGRATION e

From
Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need o

uparading oy N ANWWFHEcdrCByGX4apq6xEzauDi/nRdPe

to migrate their tokens to the new N3 version. This portal allows you to connect your
Neo Legacy and Neo N3 wallets to perform the migration.

To
Important NSKKLSEAftBwjnPTMZAvqWrMY6WjsCrTMo
Before starting migration, please visit the Migration Details link below for guides, key You will receive

dates, incentives, ecosystem support, FAQs, and more

1NEO

Migration Details A

oy o 4 W

Migration history

12. YesE 22/5t0] 0fo[T2{|0] 84S SelgfLTt.

No. 80/ 95



Neoline

Neoline

« INVOKE-MULTI
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As a result, NEO & GAS holders will need

This portal allows you to connect your

£ migration.

fation Details link below for guides, key

Cancel Yes nd more.

oYy o® 4 W

(-]
w = -

B3 Other Bookmarks Reading List

MIGRATION
Amount
1NEO

From

ANWWVFHEcdrCByGX4apq6xEzauDiJnRdPe

To

NSKKLSEAftBwjnPTMZAvqWrMY6WjsCrTMo

You will receive

1NEO

Migration history

S

13. Oto|J2o|M =2 M| ATt b2 2 mh77hx| 7|CHEIL|CY.
Migration historyS 22I510{ 0t0|12{0|M HES =telet 4= ASLIT

enve @ Migration To N3 X 4+
<« C @& migration.neo.org/testnet4821683/
31 Apps
Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need
to migrate their tokens to the new N3 version. This portal allows you to connect your
Neo Legacy and Neo N3 wallets to perform the migration.
Important
Before starting migration, please visit the Migration Details link below for guides, key
dates, incentives, ecosystem support, FAQs, and more.
Migration Details 2
HovYyeoe® 4 W
From To Assets Amount
hash:77d44f..7f5222 NEO 1
hash:b09801...78594b hash:46daeb...ac3b67 NEO 2
hash:969492...f9a2cc hash:de7253..73664e NEO 10
& lofl >
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0.0
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™ NeoN3
NSKKLSEAftBwinPTMZAvqWrMYEWjsCrTMo o

NEXT ‘

[etsston or )

X
Time Status
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NEO & GAS MIGRATION

Neo Is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need

to migrate their tokens to the new N3 version. This portal allows you to connect your

Neo Legacy and Neo N3 wallets to perform the migration.

Important

Before starting migration, please visit the Migration Details link below for guides, key

dates, incentives, ecosystem support, FAQs, and more.

Migration Details A

Please connect to a Neo Legacy address.

oY o 46 W CONNECT WALLET

5. Connect 03E £2/50 03 X|Zh2 HZELICh
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https://migration.neo.org/

Welcome to CentOS f

s requesting access to your O3 wallet.

NEO & GAS MIGRATION

Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need
to migrate their tokens to the new N3 version. This portal allows you to connect your
Neo Legacy and Neo N3 wallets to perform the migration

Important
Before starting migration, please visit the Migration Details link below for guides, key

dates, incentives, ecosystem support, FAQs, and more.

Migration Details A

oy oR 4w
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= -

a8
)
b3

B39 Other Bookmarks Reading List

F\@v

Neo Wallet

EN | X

Please connect to a Neo Legacy address.

CONNECT WALLET
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® 0 ® @ gationToNs x 4+
« C & migration.neo.org/testnet4821683/
T Apps

NEO & GAS MIGRATION

Neo s upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need
1o migrate their tokens to the new N3 version. This portal allows you to connect your

Neo Legacy and Neo N3 wallets to perform the migration

Important

Before starting migration, please visit the Migration Details link below for guides, key
dates, incentives, ecosystem support, FAQs, and more.

Migration Details A

oy o a6 WM
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MIGRATION

NEO & GAS MIGRATION e

Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need 1

MAX |

- Avaiable NEC
1o migrate their tokens to the new N3 version. This portal allows you to connect your

Neo Legacy and Neo N3 wallets t rf th atic
oo Legacy and Neo N3 wallets to perform the migration From

Important @ Neo Legacy

ANWWWFHEcdrCByGX4apq6xEzauDinRdPe 1
Before starting migration, please visit the Migration Details link below for guides, key

dates, incentives, ecosystem support, FAQs, and more.
To

Migration Details A
Select an N3 address

Bovaadsmw e © L@ |

NEXT ’
Migration history
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MIGRATION
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N E Amount

(ax)
Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need 1

to migrate their tokens to the new N3 version. This portal allows you to connect your
Neo Legacy and Neo N3 wallets to perform the migration.

Available 6,901 NEO

From

Important @ Neo Legacy

i ANwWFHEcdrCByGX4apq6xEzauDiJnRdPe (3
Before starting migration, please visit the Migration Details link below for guides, key

dates, incentives, ecosystem support, FAQs, and more.
To

Migration Details 2
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NEO & GAS MIGRATION

Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need

to migrate their tokens to the new N3 version. This portal allows you to connect your

Neo Legacy and Neo N3 wallets to perform the migration

Important

Before starting migration, please visit the Migration Details link below for guides, key

dates, incentives, ecosystem support, FAQs, and more,

Migration Details 2
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hetps.//migration neo.org

This app is requesting your signature on a transaction.

NEO & GAS MIGRATION

Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need
to migrate their tokens to the new N3 version. This portal allows you to connect your
Neo Legacy and Neo N3 wallets to perform the migration.

Important
Before starting migration, please visit the Migration Details link below for guides, key

dates, incentives, ecosystem support, FAQs, and more.

Migration Details 2

HovYyoe 4 W

4 =

E5 Other Bookmarks
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From
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NEO & GAS MIGRATION 0 ’
Amount
Neo is upgrading from Neo Legacy to Neo N3. As a result, NEO & GAS holders will need
to migrate their tokens to the new N3 version. This portal allows you to connect your 0.0 MAX
Neo Legacy and Neo N3 wallets to perform the migration Available 6,901 NEO
From
Important
Before starting migration, please visit the Migration Details link below for guides, key ™ Neo Legacy
dates, incentives, ecosystem support, FAQs, and more, ANwWFHEcdrCByGX4apq6xEzauDiJnRdPe 3
. To
Migration Details 2
™ NeoN3
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https://github.com/neo-ngd/sdkDemo/blob/master/contracthash.md

AA
TR

(Datoshi) OpCode

32768 CALLT

8192 VALUES, APPEND, SETITEM, REVERSEITEMS, CONVERT

4096 PUSHDATAZ

2048 MEMCPY, CAT, SUBSTR, LEFT, RIGHT, MODPOW, PACKMAP, PACKSTRUCT, PACK, UNPACK

512 PUSHDATA2, CALL, CALLL, CALLA, THROW, NEWARRAY, NEWARRAYT, NEWSTRUCT

256 NEWBUFFER

64 INITSLOT, POW, SQRT, HASKEY, PICKITEM

32 EQUAL, NOTEQUAL, MODMUL

16 XDROP, CLEAR, ROLL, REVERSEN, INITSLOT, NEWARRAY0, NEWSTRUCTO, KEYS, REMOVE,
CLEARITEMS, POPITEM

8 PUSHDATA1, AND, OR, XOR, ADD, SUB, MUL, DIV, MOD, SHL, SHR, BOOLAND, BOOLOR,
NUMEQUAL, NUMNOTEQUAL, LT, LE, GT, GE, MIN, MAX, WITHIN, NEWMAP

4 PUSHINT128, PUSHINT256, PUSHA, TRY, TRYL, ENDTRY, ENDTRYL, ENDFINALLY, INVERT, SIGN,

ABS, NEGATE, INC, DEC, NOT, NZ, SIZE

JMP, JMPL, JMPIF, JMPIFL, JMPIFNOT, JMPIFNOTL, JMPEQ, JMPEQL, JMPNE, JMPNEL, JMPGT,
JMPGTL, JMPGE, JMPGEL, JMPLT, JMPLTL, JMPLE, JMPLE_ L, DEPTH, DROP, NIP, DUP, OVER,
PICK, TUCK, SWAP, ROT, REVERSE3, REVERSE4, LDSFLD0, LDSFLD1, LDSFLD2, LDSFLD3,
LDSFLD4, LDSFLD5, LDSFLD6, LDSFLD, STSFLDO, STSFLD1, STSFLD2, STSFLD3, STSFLD4,
STSFLD5, STSFLD6, STSFLD, LDLOCO, LDLOC1, LDLOC2, LDLOC3, LDLOC4, LDLOC5, LDLOC6,
LDLOC, STLOCO, STLOC1, STLOC2, STLOC3, STLOC4, STLOC5, STLOC6, STLOC, LDARGO, LDARGH,
LDARG2, LDARG3, LDARG4, LDARG5, LDARG6, LDARG, STARGO, STARG1, STARG2, STARG3,
STARGY, STARG5, STARG6, STARG, ISNULL, ISTYPE

PUSHINTS, PUSHINT16, PUSHINT32, PUSHINT64, PUSHT, PUSHF, PUSHNULL, PUSHM1, PUSHO,
PUSH1, PUSH2, PUSH3, PUSH4, PUSH5, PUSH6, PUSH7, PUSHS, PUSH9, PUSH10, PUSH11,
PUSH12, PUSH13, PUSH14, PUSH15, PUSH16, NOP, ASSERT, ASSERTMSG

o

ozt

A

ABORT, ABORTMSG, RET, SYSCALL

plicationEngine.OpCodePrices.cs)

AMAH SE £23 (System call fee)
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https://github.com/neo-project/neo/blob/master/src/Neo/SmartContract/ApplicationEngine.OpCodePrices.cs

QIE{E MH|A (Interop Service) +4+& (GAS)

System.Contract.Call 32768
System.Contract.CallNative LIOJE|E HEME g EHE
System.Contract.IsStandard 1024
System.Contract.GetCallFlags 1024
System.Contract.CreateStandardAccount 256
System.Contract.CreateMultisigAccount 256
Neo.Crypto.CheckSig 32768
Neo.Crypto.CheckMultisig MY =0 2t SH 2 AHlLHE
System.Iterator.Create 16
System.Iterator.Next 32768
System.Iterator.Value 16
System.Runtime.Platform 8
System.Runtime.GetTrigger 8
System.Runtime.GetTime 8
System.Runtime.GetScriptContainer 8
System.Runtime.GetExecutingScriptHash 16
System.Runtime.GetCallingScriptHash 16
System.Runtime.GetEntryScriptHash 16
System.Runtime.CheckWitness 1024
System.Runtime.GetInvocationCounter 16
System.Runtime.Log 32768
System.Runtime.Notify 32768
System.Runtime.GetNotifications 256
System.Runtime.GasLeft 16
e

 ApplicationEngine.Contract.cs(https://github.com/neo-project/neo/blob/master/src/Neo/SmartContract/Ap
plicationEngine.Contract.cs)
ApplicationEngine.Crypto.cs(https://github.com/neo-project/neo/blob/master/src/Neo/SmartContract/Appl
icationEngine.Crypto.cs)

plicationEngine.lterator.cs)
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https://github.com/neo-project/neo/blob/master/src/Neo/SmartContract/ApplicationEngine.Contract.cs
https://github.com/neo-project/neo/blob/master/src/Neo/SmartContract/ApplicationEngine.Crypto.cs
https://github.com/neo-project/neo/blob/master/src/Neo/SmartContract/ApplicationEngine.Iterator.cs

 ApplicationEngine.Runtime.cs(https://github.com/neo-project/neo/blob/master/src/Neo/SmartContract/Ap
plicationEngine.Runtime.cs)

licationEngine.Storage.cs)

HOE| = HEHE o

o2

£+ (Native contract execution fee)

HIO[E|2 ZHEE HiME ++2 (GAS)
ContractManagement Deploy M&A g X210 GAS
ContractManagement Update NEgL g X
LedgerContract GetTransactionFromBlock 65536

NeoToken UnclaimedGas 131072

NeoToken RegisterCandidate SH AL 7122 1000 GAS
NeoToken UnregisterCandidate 65536

NeoToken Vote 65536

NeoToken GetCandidates 4194304

NeoToken GetCommittee 4194304

NeoToken GetNextBlockValidators 4194304

NeoToken, GasToken Transfer 131072

OracleContract Request SH AL SF M AL 42 XH
StdLib Deserialize 8192

StdLib JsonDeserialize 8192

StdLib 7|E} 2048

7|E} HAIZ[X]| @42 HO|E|E ZHEME HIME 52 & 32768 Datoshi®!L|Ct.

EE:

neo/SmartContract/Native(https://github.com/neo-project/neo/tree/master/src/Neo/SmartContract/Native)

XEL 2R (Storage fee)
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https://github.com/neo-project/neo/blob/master/src/Neo/SmartContract/ApplicationEngine.Runtime.cs
https://github.com/neo-project/neo/blob/master/src/Neo/SmartContract/ApplicationEngine.Storage.cs
https://github.com/neo-project/neo/tree/master/src/Neo/SmartContract/Native

ALz Fap A oflA| +42 (0.001 27} 7|E)

ESESAE=) (key + value Z0]) x £t7} key + hello world (3 14 HIO|E) 0.014 GAS
Ol 715 (&t < A 1HIO|E H& 2F + LID{X| Zt#d: hello neo3 (10HIO|E) (1+ (10-1)/4) x 0.001 =
7|1E) 75% &0l 0.003 GAS
Ol 715 (&I > Ol @2 + F7IHIOIE @2 Zr#d: hello neo3.0 (12HIO|E) 0.003 + (12-10) x 0.001 =
7|1E) 0.005 GAS
Ol 7|2 (&It et s Zt#id: hello neo3.0 preview5 0.005 + (21-12) x 0.001 =
>> 7|&E) (21HIOIE) 0.014 GAS
ot A = b A 0 GAS

e

ApplicationEngine.Storage.cs(https://github.com/neo-project/neo/blob/master/src/Neo/SmartContract/Applicati
onEngine.Storage.cs)

HEQ|A £4+& (Network fee)
HER3 +rEE OS2 ZSELICH

+= (Network byte fee)
2 (Script verification fee)

HESIS HIO|E 4

7|2 ©7h= 0.00001 GAS / ByteO|tq, 930 SX o= =F 7hs§iL(Ct

ozt

A

e PolicyContract.cs(https://github.com/neo-project/neo/blob/master/src/Neo/SmartContract/Native/PolicyC
ontract.cs)

A3EE AF +4=2<= Eo 0.5 GASZ H|ghE|0], A LA 2 a0t ZELC
ASYE AT 442 = ATYE MY 242 x AL (nultiple)

o ASEE MYl arEE LSS ZEELICH
OpCode ==& + SysCall #=+& + HO|E|E HEME CPU & + NEH A pp
e 7|2 multiple 2/2 300|M, 2I23]0| M 2|t 10007HX| = 7ts

e InvokeContractVerify APIE AtE8l Ol =2 E HIAHE 2 QIELICEH

GilAl:
HE F49| 45 248:

(PUSHDATA1 + PUSHDATA1 + SYSCALL + CheckSig) x 30 = 0.0098352 GAS

kX

ozt

nsaction.cs#1.302)
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https://github.com/neo-project/neo/blob/master/src/Neo/Network/P2P/Payloads/Transaction.cs#L302
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