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Mgt BIGEE O} CIXEAI 23 S 2 E HE[o1H 2t2lgh + e =

L 7 L—
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Origin

1.dispatch(destination,
recipient, body)

Mailbox

1l

2.emit dispatéh(sender,
destination, recipient,
body)

Relayer

3.process(metadata,
message)

Destination

Mailbox

6.handle(origin, sender, 5.verify(metadata,
4.interchainSecurityModule() body) message)

l

InterchainSecurityModule
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e HAX] S

H| LHEA (Mailbox)

| 510/ T 2I0fAf TZAF2I HAIKIE d+-Al5E7] It SA ADFE ZIEHE QIE{H0/

Sto|mHz{|2lef Mailbox AOtE HESME = QIEH|Cl HAX|E Sa-tlst7| #let 2X[2] APIS M=ttt
50| 2| 210] X5tz 2= H|Qloll= 242 Shtel Mailbox ZHEEZHHIZE| 0] QICtH
&l QUE{X|2! 0= =(H(0]

O Mailbox HERIZ= =5AQl 2t AZ xS JdotH, MEXS2 0|12 &
S AFSALE 7| E o E2[AH 0] M0f| IEHQ! 7[5 =7t

Origin Chain Destination Chain

— 5 >
Sender L__dispatch(destination, recipient, body)_____ 3 . .. ... relay....... handle(origin, sender, body)_____,| Recipient

o QIEH|Q HAIXIE M&olHAH dispatch &2 &SI

o QIEH|Q! HAXKIZE 21512 H handle &f+E Foisict.

QIE{H|0| A

IMailbox QIEH0|A = & JEK| A 1 tp0l dispatch ()2t process () E MSSHCE, 0] &
S2 22t HA|X|E ©&stn ~4lste o AFSEICH

=
[

// SPDX-License-Identifier: MIT OR Apache-2.0
pragma solidity >=0.8.0;

import {IInterchainSecurityModule} from
./IInterchainSecurityModule.sol";
import {IPostDispatchHook} from "./hooks/IPostDispatchHook.sol";

interface IMailbox {
// = Events
/%%
* @notice Emitted when a new message is dispatched via Hyperlane
* @param sender The address that dispatched the message
* @param destination The destination domain of the message
* @param recipient The message recipient address on "destination’
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https://github.com/%ED%95%98%EC%9D%B4%ED%8D%BC%EB%A0%88%EC%9D%B8-xyz/%ED%95%98%EC%9D%B4%ED%8D%BC%EB%A0%88%EC%9D%B8-monorepo/blob/main/solidity/contracts/interfaces/IMailbox.sol

* @param message Raw bytes of message
*/
event Dispatch(
address indexed sender,
uint32 indexed destination,
bytes32 indexed recipient,
bytes message
);

VESS

* @notice Emitted when a new message is dispatched via Hyperlane
* @param messageld The unique message identifier

*/

event DispatchId(bytes32 indexed messageld);

VESS

* @notice Emitted when a Hyperlane message is processed
* @param messageld The unique message identifier

*/

event ProcessId(bytes32 indexed messageld);

VESS
* @notice Emitted when a Hyperlane message is delivered
* @param origin The origin domain of the message
* @param sender The message sender address on “origin’
* @param recipient The address that handled the message
*/
event Process(

uint32 indexed origin,

bytes32 indexed sender,

address indexed recipient

);
function localDomain() external view returns (uint32);

function delivered(bytes32 messageld) external view returns

(bool);

function defaultIsm() external view returns

(IInterchainSecurityModule);

function defaultHook() external view returns (IPostDispatchHook);

function requiredHook() external view returns (IPostDispatchHook);
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function latestDispatchedId() external view returns

function dispatch(
uint32 destinationDomain,
bytes32 recipientAddress,
bytes calldata messageBody
) external payable returns (bytes32 messageld);

function quoteDispatch(
uint32 destinationDomain,
bytes32 recipientAddress,
bytes calldata messageBody
) external view returns (uint256 fee);

function dispatch(
uint32 destinationDomain,
bytes32 recipientAddress,
bytes calldata body,
bytes calldata defaultHookMetadata
) external payable returns (bytes32 messageld);

function quoteDispatch(

uint32 destinationDomain,

bytes32 recipientAddress,

bytes calldata messageBody,

bytes calldata defaultHookMetadata
) external view returns (uint256 fee);

function dispatch(
uint32 destinationDomain,
bytes32 recipientAddress,
bytes calldata body,
bytes calldata customHookMetadata,
IPostDispatchHook customHook
) external payable returns (bytes32 messageld);

function quoteDispatch(
uint32 destinationDomain,
bytes32 recipientAddress,
bytes calldata messageBody,
bytes calldata customHookMetadata,
IPostDispatchHook customHook
) external view returns (uint256 fee);

function process(
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bytes calldata metadata,
bytes calldata message
) external payable;

function recipientIsm(
address recipient
) external view returns (IInterchainSecurityModule module);

HIAIX] 31|

Mailbox= HAIX| 25 &0l| T2 EESS Z&5h= sHE F7IelCh:

ml= Mod

=— =20

version Mailbox ZAEZ{E Q| HHH

nonce £ Mailbox0l| M H&E 2f HAIX|2] 117 At
origin & A elef Lol

sender HE HMelof e SAIXf A

destination SHMX| Al =l

recipient S| H[QIol| ML a=AIKE T4

HiA|X] 2 2o it XbMlt L2 [Message 2t0|E2{2[]E & 15t2t

18M (Uniqueness)

= ZF HIA|X|of CHal Tt} B7tet= H4Ch SYSH HAX|2EE A2 +
I nonceZt Z7ttCt.

nonce= £EX MailboxO|A M&E
22 £ QATZE HAIX7t HEE [[Hﬂf

Lo =

function delivered(bytes32 messageld) external view returns (bool);

messagelde MM Z NRFHHAIX| AEXIZ, dispatch & Al BI2HEICE 0]= &G E =85t ™
A HIAXIOf CHall keccak256 SHAIS 2|AH5H0] MM =ICt

X&M< 49X (Replay Protection)
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Mailbox= 0|0 & messageld 22 IfH o2 2t2|5t0] AT E S 4 (replay attack)=S 2X|SHCY,
ol0| MEE messageIdE 71 HIA|X|7F == H SiE HA|X|= AREICH

C| ALl X] (Dispatch)
OIEIRIO! BIAIXIZ F&517] 913 HHLAHE Mailbox. dispatch () S SEsiC,

OI gt HAIX| g, SXX| el ID, J2|10 0K A 72 BH=C}
Zt HIAX[= Mailboxo M= S2 M2 Eg|(incremental merkle tree)ofl 2/Z(leaf) 2 Al =

olo| X|2ZH(Proof of Stake) Z2EZ2 0| {2 E&|Z AME3510] 24 32Q|(fraud) 3YHS

Z2M|A (Process)

CIEA|Q! HIAX|E ME5t7| sl Zefo|0{(relayer)= Mailbox. process () E S&5tHC.
I

Mailbox= HA|X|QF HIEIHIO[EE $AIKe| CIEIA|Q! Hot RE(ISM)E HE S0 HE 2 +3SiCt.
ISMO| HIAXIE MEHOZ AE5HH, Mailbox= recipient.handle( S
£ Kol A TE St

(@)

o

e HEE HIAXIQE ZR|0]0 7 X[Fe 4= Ql= felo| HIEtH|OE & D72 jH=C

Stolmz|| 2l HIA|X] QI 2L of| CHet XpM|EH L= Message.solS & 115IEL

r

r

S w5 (Transfer Fees)

SHOJ {201 FZAFQ Fis A] S 28} QIEIFOl 242 O[&H517]

P —

=& £ (Fee Estimation)

SHO[ 22! GMPE AtE5t0] A2 AX|Ql WSS sl

rzl'F
alll
d
A
N
e
U
N
1z]
FO
_O'E
[ul

1. #l2 #+& (Origin Fee) — Y= 2o ERMMNES HZ35H7| flet 7t HIE

QIE{A|Ql =& (Interchain Fee)] — HIA|XIE SXX| ®|QlojM T ot MHSH| @[5 7tA
H|E(22f0[0] == ZL3f)

2.

~—

0| & 2 Z5F 22 M 2loM X|HE IGP(Interchain Gas Paymaster)ol| 422 X|ZEICY.
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https://medium.com/@josephdelong/ethereum-2-0-deposit-merkle-tree-13ec8404ca4f
https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/main/solidity/contracts/libs/Message.sol

O] =& 2= LSS EETIC:

1. AHSAI7H I ERME MES 4 9IS S S8 XIFS BRI,

2. SRAFIQ HAIKIZH K| RILIM M 4 S 22 S8 JIAS S50, HAIX HL B
EREEESIE

3. &0l FHI80| 3 Holl ALBXI0|Z| S HIBEICY,

& EZ 112{A\lE (Fee Token Considerations)

S2AFQ WS A, =20 ARl EE2 ¥E HQ R IGPO| W2t Ch2C:

A2 220 QIHF O a5 BF WO[E[E 7tA EZ(0: ETH)S AHSSICE

—

2. Sealevel (Solana) |2l
o Y& 2420 CIEH|Ql 42 R5F L|O[E[E 7kA E2(0H: SOL)S AtESICt

3. Cosmos H|2l
o HAH EZZ X5, =42 = IGP2| denom It2t0|EE S8l X|HEIC,

o F=E denom Lf2IO[E{E AHESIO] Fo|ECt.

H

ot

oz 3L Aol THEE REMEH LHE 2 CHE & A1E E 15kt

e [QIE{H|2l 7tA X|2 (Interchain Gas Payment)] — &2l 2 7tA X2 & 2/2{0|0f =42 X2

HEA
o

o [Post Dispatch Hooks] — HA|X| & 0|2 SA2 M5 | /5 =23

OIE{X|2l 7tA X|= (Interchain Gas
Payments)

510/i{2f2le] InterchainGasPaymaster £ At&50] A2 AX|2! HIA|X] ZIE Al E2l/0]0{0ff] +
+E2E X[E5l= g
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HO|Z @Il oto|mal| 22 §l& H|2lol| 2H|Ql QIE{H|0|AE MISSHTt.

Of AIEHHO|AE Sol| HAIX| S&IXt= FHX| Mo M HAIX|IE TEsH| I8t =25 [Fai0]01]01A
K& == UL

0| X|22 2lE{#|2l 7tA X|Z (interchain gas payment)O|2t 22IC},

Origin Chain
Destination Chain
indexing - P
dispatch(.. / \ e
Sender —  {value} Mailbox ( Relayer \’,iprocess(gasLim\tl( I Mailbox handle(...)— Recipient
postD\spat\(/:E:(ue)gasUmlt) InterchainGasPaymaster ,,va\ue"”" \—/ —

OlE{&|ol 7tA X|8 =2 M|A (Interchain Gas Payment
Process)

[HIAIXIE ME]ot7| fIshA =, IR =l HIAIX|2F ISM HIEHH|O|E{E Z&tet0f Mailbox2| process &t
=& S &5tz EUMME0| A K| #|Ql0f| ZEH=|0{0F St

Origin Chain
s indexing
] dispatch(...) — 3 i
sender i —  value Mailbox Relayer
postDispatch(..., gasLimit)
B {value} —» InterchainGasPaymaster value”

il

O|E flall 22i|0|H= MEE HAIXKIZE 2LIE RS, |2 MRloM Z=28t =25 Tt 2 HAX]
SAXE tiAlsH process EZHMM S X|EGICE,
|Z40| HE2 QIE{A|2l Z}A X|Z (interchain gas payment)O|LCt,

>

O

Destination Chain

‘elayer process{gasLimit}(...)____| Mailbox handle(...) Recipient

HAIX|7E lelel ZE Mg EC|AHE 4 Q7| IE 0|, 22{0[0{= HAIX| E& A HES 22S Rutsty|
3l handle S&0| gasLimitS dAXsHof Sict,

InterchainGasPaymaster
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QIE{X|2l 7tA X2 InterchainGasPaymaster(IGP) ADIE HEME S E5|| £~IH=ICE

°

ZE=E = InterchainGasPaymaster 21E{uj|0|A S H|S35HH, I]-||A| | SAIXE7L IR A
E3oz Z|0[oofA SHX| H|2loM HIAIXIE TS| et HIES Xge + S?AE%@_H:},

|T

Zt InterchainGasPaymaster ZAESE = Fat5| stLto| Z2j|0]0{0f| CHSEHCY.
Abacus Works?2| &2{|0|0f A= addressesti|A] &lgh o~ ULt

OIE{&| 2l 7tA X| & #| 2t (Interchain Gas Payment Calculation)
QUEA|2! 7tA X[E2 CiS2at 20| ALHEITH

destinationTxCost = destinationGasPrice * gasLimit (1)

originGasTokenPrice

exchangeRate =
g destinationGasTokenPrice

originFee = exchangeRate * destinationTzCost (3)

gasLimit2 HA|X| S&IX7F M50, exchangeRates 20|07} A it

QIEH|QI 7tA X2 HIAIX| SAIXIRE 22|0]0] ZHe| At3|X H|2F(social contract)d| 7[ESHCE,
| 7t

= e HAIRIE &H2 HESHR| 50k QIEA[Q! 7t K28 +3E 4= AT

[CHEbA QIR 7tA K28 +-allE t= Mg 4~ 0 FEO0| 2 22|00 HZE IGP ZHEMES
A&3h= Zo| HFEC

H2{et 20|10 F3ix= N2 Lot B2 E20] X2 &A=t 2A§l0], X40] 2[5t IGPZ d
SHOZ 0|FUZ B= 7tA X[E& O[Tt

220]0f= ZIA QEtE S FM HEZ RARIC=M, “SHEE 71H0] X|2E ZR0i|2 7tA X 20| €3
SI=E 28e 4 QT

Stolm2|Ql Z2EZ2 E2f0]0{ol| Tt M2 78S ZelshA| 2o, o &=0Mx ofo|H el &240]0f
7t HIAIXIE AEStALE fIZE 2~ QITF

220|017h == U= Zlofof A= HAIXKIE MEGH| 41 =0 5H= O[T},

- =1 A
7} e+& (Learn More)

o JtA ST 74It HIX|OF3 HEALE 7tA @22 SXX| 7tA HAF Sof| CHSt XtA|SH L2
as Payment DetailsZ zt115}2}.

e Z2f0|0{ 4™ 2 & 710| == Relayer MMS F 1512t

Interchain
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B =3¢ 5ot (Modular Security)

ISM 7H2 (ISM Overview)

sto|m2el2 QIEX|Q! 2ot BE(Interchain Security Modules, ISM)0f| 2|5l 2 S EICt
ISM2 =XX| HAof| M HMEE= AEH A HAIXIZF A= 22 H QUM EXHHA=XIE 2
5= ADIE HEMEC},

—_ ==

-

Destination Chain

Mailbox

verify(metadata, message)

l

InterchainSecurityModule handle(origin, sender, body)

interchainSeCUrityl\/lodule()

Recipient

sl 7 (Core Concepts)

7|12 ISM vs 7{AH ISM (Default vs Custom ISM)
Wt Xb= Mailbox Q| 7|2 ISM2 AtEstALt, OfE2[AH0|ME M ISM2 &F X[™E £ QULH,

OiZ2/A|0[d HE ISM2 Li51t €2 e 2 1 4 Ut
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(Configured): A 2EE ISMES A&, AFEX M2 mi2to|HE 4
o X883 (Composed): 0121 ISM2 ZA&s6t0 2ot "0 "MEH 74
(

Customized): % Q7ALE0|| 3| 2tXs| 22 ISM2 217 7Y

"7]2 ISM(Default ISM)"& Mailbox ZAEE| AFH MHE Hot BE(ZF, Multisig ISM)2 2|
0|50,

OfZ2|A|0|M0| Ho| HAH ISME X|F5HK| 22 42 A EICL

M (Configure)

510|012 042 AFM 2=l [SMS XM o|sict,
Y XH= O2st 9._453—*.'55 %(Off the-shelf)" JEj= =St & XiA| DF2f0[H 2 e
Ct.

= =0, QB Q! 2ot thel A S Z3lst A 5h= O Z2(AH[0] M THE A=
29|

of
Xpalel HFLIE|ON MEE AEXH(validators)E 7|2 & Multisig ISME H

|
I
OII
>
o
]

Z &t (Compose)

ISM2 “H=ot 2|1 (Security Legos)” X & ZS5tct.
JHUX= CHFSHISME A &Hoto] XM A| 7H Metst 2ot RS et o~ QUCt

O|E S0{, F7tXQl Hotg ST,

sto|m||2l ARLEIS AEAE A E Multisig ISM %

Wormbhole ZZXt ME2S| E4(quorum)’t HAIXIE AES S &2l5H= Wormhole ISM
ol 43= +ste

Aggregation ISME HiZ& 4= UL}

9t= (Customize)

ISM2 2t%3| HAEDR0|= 7%3H1f

IR H= KpAIQ| OfZ2|A|0|M QA BHE =1 ISMS ZHAdsh 4= QICt,

0|2 E0, HAIXIC] ZERLELE EM| w2t HoF BES X Hst= [SMS 15& 4 ULt

=2 7kR|0|H A BI=7}F 52 HIAIR|(0ff: HHEA )= X|@d(latency )2t 7HA HIEELCH M S @M=
Hot B2 HASE 4 QI

ot St2 JER[O| BN BIE 7 =2 HA|X|= QPH M ECH X011 7tA 22848 @Mt REZ ASE 4
ACH

Ltato| ISIVI BH=7| B 2ot 7|
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https://wormhole.com/

A ZA Clo]o] 12 (Sequence Diagram)

Mol ZHHAXIZF HESE o, O T®l(authenticity) S 2&5H7| 918 4F 20| = EICH
O] 2M=slie 4& 10 |01% | 2 Sst=XE ettt

72 (Overview)

1S HF0ll= LS Ml 7HK] =2 Fd 47t ZetElrt:

oo

N

Mailbox ZIEME — HAX| X2|E 2|5t =2 T X|H
ISM (Interchain Security Module) — 20t AZ 2 Eefot= ZHERME

3. =4XH(Recipient) ZIEME — HA|X|E &A= 4=LI5H= o Z2(7|0|M

N

A3 A Clo]o] 13 (Sequence Diagram)

o £AMXI7LISpecifiesInterchainSecurityModules F&I5HK| 2Lt

recipient.interchainSecurityModule()0| address(0)2 Bt&tet= 2

Mailbox0il & 7|2 ISMO| HA[X| ZE0f AL EICE

. HEpy S22 A|A THO|0{ 1240 A A2e|of QlC,

o= % TlgH Ol T

Relayer Mailbox ISM Recipient
moduleType()
....................................................................................... b
ISM type
‘. .......................................................................................
process(metadata, message)
interchainSecurityModule()
.......................................................................... .>
ISM address
* ..........................................................................
verify(metadata, message)
true
‘ .........................................
handle(origin, sender, body)
Relayer Mailbox ISM Recipient
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AT UM (How It Works)

1. 98 MY (Type Identification)
o Y0|0{= ISMe| moduleType()E E&5t0{ O Y2 OIS}

Heh F&(0l: MULTISIG, ROUTING, AGGREGATION)O] 2t 22i|0]0{= ~&lsHoF

= 7
o
S712| EFE 2Tt

O

olr
ok

o

0l
\o

o Multisig ISM2| 42, AEXEELH Y5t MBS STsljof sHCt.
2. HIAX] H|E (Message Submission)
o 22f|0j0{=Mailbox.process ()& S&otH LIS F 7HXE &H MSSHCt:
= 22 HAX]
= EE AZS HIEH|O|E
3. AZ 11" (Verification Process)

o Mailbox= 4Kt HEZMEQ| interchainSecurityModule( )2 25510 o
ISMO| X[HE|0] U=X| EHRISHTL

o ISMO| X|HE[0] UX| 42 AL, MailboxE 7|2 ISME AHESHC,

o Mailboxe= HIA|X|2t HIEIH|O|EE ISMe| verify () &2 MESICE

o ISM2 Atx| Hot 2Z|(0l: MH AE, AL &tel S)2 ATt

4. HIMX] e (Message Delivery)

o HABO|MBHo=Z &trk|0| verify ()7t trueE BetstH ) Mailbox=

recipient.handle()& =&5t0] HA|X[E M SICY.

o ASO0| g R, EAMME B[S X| 1 s HAX|= HEELY.

ST
=fot

ISM OZIZ2|0] A (ISM Marketplace)

ISM OPUZ|0| A= JHARZE HAIX] A& YA HAEONO|=E 4 IS X|RsH=
CIEIA|Ql Hot B=(ISM)2| &i|X|AEZ|C,

OfZ2|#0|M Ele ot &= X|o1 A|ZH(latency), HI® Q40| W2 ISMS Metg 4 QIC},

OlE S0, =2 7Ix[2| HA[X|0l= Z=st 4SS MEot, YUl ESiMO|= O 7HH{2 ISME AFE
5t & oI}

= T A .

O| OplIER IOI*01| Abacus WorksOf|AM 75t &2 ISMf,
otE L] & 2 HFL|E| 7|0XH=0] 7HE st HFL|E| ISMO| 25 ESHE|0f QUCH,

EZ ISM (Standard ISMs)
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1T
i

Z ISM2 Abacus WorksH|AM 7Hgf & @ X| 22| =ICt,

ISM 0|E 74 THA| 29
Aggregation = Composition In 0{24 ISME Zgfoto{ 2= E= k-of-n
ISM (Static) Production St MEZF AE0 =2lsHof HA|X[7} 7
SSICED EHEFSHDY,
Aggregation = Composition In 021 ISMS 285, 2= £= k-of-n
ISM Production Il MES| S22 ERE Sith BE ME
(Storage) 2 A2 SEHO| MEE[0, B2 =0l =
AOO|EE 4= UALCH.
Routing ISM  Composition In A2 ZOQlof| et HAXIE M2 CHE
Production ISMCe =z 2tREstr},
Amount Composition In HE S| whet HAXIE M2 CHE ISM
Routing ISM Development 22 2tREISICE
Fallback Composition In ot e Hol| 2= =010 ?‘“EICH UK
Routing ISM Production AE g2, Ui ISM Z=2E HFsHCt
ICARouting  Composition In HIAIXIE QIE{A|Q AH (Interchain
ISM Production Account, ICA)E Safl 2t&SHCY,
Pausable Composition In Hl&f oM HAX| SES LAl ST
ISM Production = U= st
Rate Composition In L AlZHZHA Lol HWRE &3l TS
Limited ISM Development & U&= °F° Hgtet7| @l EZ B2
(rate hmlter)E 2 SHCt. HWR o=
2[A| 0| M/HAIX| I 2 of| ot M EZEICH
Merkle Root  Security In Merkle £FE0 clis k-of-n MHES &
Multisig Production Eot1l, 0| RE L HiA|X| ID2| Merkle
ISM ZYS ArEstit.
Merkle Root  Security In Merkle FE0] tlisf k-of-n H =4
Multisig Production Z35t1, HIAIX] IDQ] Merkle ZHE ALE
ISM SiCt, D5 MIES 7S AfEfol Kz
(Storage) 0, Bl % = 0| E 7hHsSICt.
MessageID  Security In HA|X] IDO| CHal k-of-n MBS AE6t
Multisig Production Ch ME2 MIZQIE AR0|IM 720,
ISM 2 [SM Ztof| SREICH
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https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/main/solidity/contracts/isms/routing/DefaultFallbackRoutingIsm.sol
https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/main/solidity/contracts/isms/PausableIsm.sol

MessageID  Security In H|A|X] IDO|| CHal k-of-n MBS AE6t

Multisig Production Ch XM ZRIE FZO0|M 7h 2 H Fo | =

ISM @ ISM= t0f| S/ED, 25 HESY

(Storage) AlZt2 SEHof MEE0] YHolE 7%5f
Ct.

Weighted Security In Merkle Root Multisige &5t 7t&

Merkle Root Development x| FE A|AROZ ZF qHXC| H5k=0|

Multisig AH|O|=0]| 2t Ea*EPﬂ Ct.

ISM

Weighted Security In Message ID Multisig 7|8t2| 7+EX|

Message ID Development S A|AHIO|CE

Multisig

ISM

Offchain Security In QR CO|E] AAE HESH AT EXE +

Lookup ISM Production Zol7| ?let ot AB 22 XS6HT

Chainlink Security In Chainlink CCIPg &&3}0{ HA|X|E

CCIP ISM Production ASEICt

Arbitrum .2 Security In Arbitrum®| H|O|E[E ZH A|ARS O]

to L1 ISM Development &dl Arbitrum L20{|lA Ethereum L1
O 29| HA|X|E ASBEICL

OP Stack Security In OP Stack EA0M 2= IZARX|Q HA|

ISM Production X|Z OP Stacke| H[O[E|E Hot RH=
dESH,

NoopISM /  Security In HAEE ISM.

Test ISM Production

Trusted Security In =g 2 U= 220|017k Mailboxof| ol

Relayer ISM Production AXIE T sts 2410 o &6,

e Static HYS HIO|EZE A0f|A %Hd(immutable)olﬂh

 Storage HYH2 MEl(state) LHo|M ZE HE 2 &

7{FLIE| ISM (Community ISMs)

FHRLIE| ISM2 Abacus Works 2|5£2] 7|0{X}=0]| 7HEr & SX|2ta|FHC,
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https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/main/solidity/contracts/isms/hook/CCIPIsm.sol
https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/main/solidity/contracts/isms/hook/ArbL2ToL1Ism.sol
https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/main/solidity/contracts/isms/hook/OPStackIsm.sol
https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/main/solidity/contracts/isms/NoopIsm.sol
https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/main/solidity/contracts/isms/TrustedRelayerIsm.sol

ISM 0| E 74 T

Axelar ISM Security In Development
Celestia ZK ISM Security In Development
Noble ISM Security In Development
Polygon zkEVM V2 ISM Security In Development
Succinct Lightclient ISM Security In Development
Timelock ISM Security In Development
Wormhole ISM Security In Development

Liate] ISM 8= 7| (Create Your Own
ISM)

JHEXH= ofZ2[AH|0|M LHOlM ISpecifiesInterchainSecurityModule QIE{HO|AE 71EEt
OZMN
7|2 ISM2 XIEstALE g elgt o= UCH

ISMO| X ™| X| 4L, X[ =l [ISMO| null F&(address (0))2 A<,
SHX| H|elel Mailbox0| MYE=! 7|2 ISMO| A EIC,

ISM QIE{H|O] A (ISM Interface)

ISM2 InterchainSecurityModule QIE{HO|A S Ht= A| LHSHOF SHC,
O 718ix|= O Z2(7|0|H 2| 27 AR w2t 72 (configure), & (compose), = HAEOIO|=
(customize)& = UL,

rol

tCF,

Am

5|, O] 2IHH|O|A= handle () & Feish= ST AOHE ZAEEME L{Of| M 134 E[0{0}

s QIHHO|A = = 7He| &2 P EICt: verify2t moduleType.

// SPDX-License-Identifier: MIT OR Apache-2.0
pragma solidity >=0.8.0;
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enum ModuleType {
UNUSED,

ROUTING,

AGGREGATION,
LEGACY_MULTISIG,
MERKLE_ROOT_MULTISIG,
MESSAGE_ID_MULTISIG,
NULL, // used with relayer carrying no metadata
CCIP_READ,
ARB_L2_TO_L1,
POLYGON_POQS,

OP_STACK

b

interface InterchainSecurityModule {
/\k\x
_ @notice Returns an enum that represents the type of security model
_ encoded by this ISM.
_ (@dev Relayers infer how to fetch and format metadata.
/

function moduleType() external view returns (uint8);

/%%
* @notice Defines a security model responsible for verifying
interchain
* messages based on the provided metadata.
* @param _metadata Off-chain metadata provided by a relayer,
specific to
* the security model encoded by the module (e.g. validator
signatures)
* @param _message Hyperlane encoded interchain message
* @return True if the message was verified
*/
function verify(
bytes calldata _metadata,
bytes calldata _message
) external returns (bool);
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Verify

VES S
* @notice Defines a security model responsible for verifying interchain
* messages based on the provided metadata.
* @param _metadata Off-chain metadata provided by a relayer, specific
to
* the security model encoded by the module (e.g. validator signatures)
* @param _message Hyperlane encoded interchain message
* @return True if the message was verified
*/
function verify(
bytes calldata _metadata,
bytes calldata _message
) external returns (bool);

ISMO| BtEA| 23i5{0F 5H= £ &= verify()O|Ch

Mailbox= HIAIXIE $AIKt0f|7] MESH| Mol IInterchainSecurityModule.verify ()&%
E5HCY.

otk verify () 7h =SS0 LI(revert) falseE BtetotH, sie HIAIX| = MYE|X| Qb=Ct

Oj7Ht4 4= (Parameters)

e metadata: 20|07} MSst= l2e|2| HIO|E H|0|HZ T EICE,
QEtM o 2 0| H|0|E{= ISMO]| E5}=|0f QIC}.
O£ S01, Multisig ISM2| _metadatal= ASAt AMHO| ZE&Hz|0{0f ST,

o _message: A3 el stolm|Ql HA|X|=2 A M EICE
ISM2 O|E AH&5101 A3 CHA HIAIX[2] M2 HEE Stelgh o~ QICt.
O£ S0{, Multisig ISM2 HIA[X|2] Y& H|Ql0]| 2} HEXA MES HEE =+ Tt

verify()o ML= 5to|mH| 2l HIA|X|2| &Aof CHEH XtMISH L2 Message.sol 20[E2{2|E &
Ink-=13

D= 53 (Module Type)

ISMO| 71345H{0f Sh= & M &t~= moduleType () O|C},

function moduleType() external view returns (uint8);

Of gf= Zef0[OfA _metadatadl O HEE ELetsliof st=XIE EE17] sl ALY,
ISM2 X|§El= BE R S 5HtE HHEA| Bretstiof oict,
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https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/main/solidity/contracts/libs/Message.sol

enum ModuleType {
UNUSED,
ROUTING,
AGGREGATION,
LEGACY_MULTISIG,
MERKLE_ROOT_MULTISIG,
MESSAGE_ID_MULTISIG,
NULL, // used with relayer carrying no metadata
CCIP_READ,
ARB_L2_TO_L1,
POLYGON_POS,
OP_STACK

—
E_IEIE 10[0= 0| moduleType U= 7|H._*9§ —E—7| 01 OH%* ISMOH Lt HEH0|HE Z2Fstrt.
b HIEHH|O|E] Aol CHSt XiME 82 Z2EEZS F15I2L.

DE Q%D
o A VtsttRE R 3 ZF HEHH|O|E{0f| CHEt XhA|St '—H%S
=2 MMof Z3tEl ISM 2M(0f: Multisig ISM)Z & 15t2

AN A Hot (Economic Security)

72 (Overview)

| 510/ IH2|210] ZF|E HotS HAISH= Bhef

O| uilolxlé HE NS %&*EEDF 4-7H5| 7*0|D1 71|7f = H’é.Oﬂ 2t M2 LHE2 HEE = ULt
AH[0|Y(staking)t £2f&(slashing)2 ASX MHo| 2|&st= ISM — Ol Multisig ISM
A Optimistic ISM — Ol ZXMA Eots FI1e o= Q| SHo
sto|ma||el ABAE2 MEIM o = slo[m2|2le] AH|0|H Z=2EZ0]| &ofeh 4~ QT

O|= sliet ABXI7t QUEM|Q! HA|X|E @IESHALE Aot A|=e E 2,

OS50 AH0|3 & U2 AHO|2V} S (H2e = 22h)E & UL
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CIE{A|ol Hot B=(Interchain Security Modules)2 0|2{§t ZEXIS2| MYHO|| o|=gt i,
AH(0|Z 1t S Al S Soff Z5He A1 Eotef 0[S Y=Lt

HM3xtef 7H e 810l = stolmeel Z2 E=0|

ZEl M3 ZRIE(checkpoint)oll MERE=XE 2T HSE &= ASS 2l0[siCt

40 ri

HHD{ Oro olE{R|Ql EA T2 EZ0|ME

|21 HIAIX|Z} ebdlist X 2t T2 #| 10f| ZX5H= 20| ZEHHO|CH.

oY
oM T.
Ral
I_O ol
| >
m
[S)
1
N I-
ro 0
m

0] 42, BHH|S 5 AEKIo| AF|0|AE LAl

| =
M7t 20| &2 X7} UMst SUsH HEXE METL O BHAHL|0| SHE HHet= A& ot/ =0,
A

sto|me||el2 ol= 3
et stofmef el AEAE
O|2 QI3 AF7| 5E2
salidl the ol =li= AH|0
A7 58 ZXH0M 2

&
|
or

2

= ®& H2l(origin chain)oil AH|0|2E {X|a0F SiCt.

St etdol Existe =z

stolm |2l AVS (Hyperlane AVS)

| EigenLayerE 7[8tC 2 2% El 510/H2f2/19 AVS Z&

0| 7to| =& 0|E{2|& 2|AH|0|Z(restaking) Z2E=9! EigenLayer 20| +5&
stojmef|2le] AVS(Actively Validated Service) 2 E0f cHal AH STt

Xl sto|me||el2 Eotd S RX|I5H | #lsH

AME|E 4 Qle AS X 250| ME{Z|= Proof of Authority(POA) 222 AtE5tD QUL
T2t AEX7H L H0| AL 2 HRE MY S otHEtE,

OS2 ZHA o|si2tAE ERstXA| i7| I20]| OtF & =0|2S BhX| gb=Lt,
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AVS E=2 8I2 0[2{et AXIES ali45t7| sl S = UL

Ethereum

Operator L (de)register() Staker L deposit(operator)

O}7|EllX (Architecture)

Contracts
<interface~ AVSDirectory
IServiceManager
avsO address => Op
<o,
>‘~.. registerOperatorToAVS(operator, signature)
registerOperatorfoAVS(operatorsignature) s (op gnature)
deregisterOperatorFromAVS
deregisterOperatorFromAVS(operator) g 0
ECDSAStakeRegistry
orum:(1Strategy, multplier) HyperlaneServiceManager
<interface»
JisterOperatorWithSignature(operator, signature) a
IRemoteChallenger
dateQuorumConfig(quorum, operators[]) «interface» enrolledChallengers: addfress => IRemoteChallenger 9
IStrategy
enrollintoChallengers(IRemoteChallenger(])
challengeDelayBlocks()
startUnenrolimeni(IRemoteChallenger(])
handleChallenge(avsSigningKeyAddress;
deposil(token.amt) completeUnenroliment(address) GBSy )
withdraw(token,amt)

«interface»
StrategyManager ISlasher

depositintoStrategy(strategy, token, amt) freezeOperator(operator)

olo| ZzfA Clo|o{I2He XY AVS BE HEHEO| o7 [EIX| 2 MOisIC},

=1

£3|, IRemoteChallenger IEHO|AE Sl X[ == "metaAVS" CIXIQ! THE S HO{ELCE

IRemoteChallenger

sto|mH|2lof| M 2GR Operators)= X0 MEASHHQI(Z)0M XFEAH 2Fe = UL
0|2 2lsf AVS Z=2 O &|Qlo[Lt HEIX(challenger)dl= MEE &= JULE M=
J2{Lt 0|28t RAM 2 f|2lul(Mainnet)0lA Sefalof CHSH ‘EHMO 2 ol Fl TIAo| X
(canonical source of truth)’0| ZX5tX| f2 4 S S 2|0[SHTt,

Ol= AZ| &i@l(fraud) 7t & HM|Qlof| M2t SHE

= = 7| =20,
a %‘JE% AH[O|2 7 EXshE M2 MES /=

HI7{LIE0] 2257 | WiZ0[Ct.
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sto|mHzel2 H|& 7k 45284 (permissionless interoperability)2| Hatg 20,
OHZ2|H 0| M FHL X7t RpAlTte| ZIA 1M (source of truth)2 d2lstil
Xtale| ofZ2[A 0| Mof Chst AXA 2ot Habs 2T Mgt 4 Q0{0F st Bl=Cf,

Ol|ofl= M2IX| =7 & Sefd = RE T2 aYst 4 Ql= 7|50| ZetEICt

0[2{gt &2 HAEDIO|=E 7ts5H 517| 2/l

IRemoteChallenger QEMO[A T} EQIE|RCY,

handleChallenge &= A7 MEHO| BHX|E |21 A

L2 MEE ism.verify ()7t d3Ho= MaliEl AR08 SEEICL

2|0ilM 215t HiQE Z0], 028 7|8 ISMO| CHal Z=dst Hot 48 S S 45t= 0] ZL3SIC.

interface IRemoteChallenger {

challenge can be handled

/// @return The number of blocks that must be mined before a
challenge can be handled

function challengeDelayBlocks() external view returns (uint256);

/// @notice Handles a challenge for an operator
/// @param operator The address of the operator
function handleChallenge(address operator) external;

/// @notice Returns the number of blocks that must be mined before a

0] M2 A E7Hs(immutable)stiof 5+01,
D= AVS 28Xt 0|8 &35t XH/-E2 #01(opt-in)e 4= AO{OF SHCY.
handleChallenge &= O|E S0 Arbitrumat Z2 &2 |2/l A

HM2IX| 7} o' Ol 2|E HIQI(AVS ZHEER} TRemoteChallenger?t Exfist=s )22 ™

—
=XE

A|H o2 HolsiTt,

Arbitrume| 4<, 0l= E¢2| 4|o|E|E E2|X|(bridge)E &3l O|FHE & U2H,
CH2 L19] 42 ¢ %il(commlttee) 7|gte| ’EHE—** S A8 %Uif.

22[2| QIHH|0|A = HZIX 30| FLONLX| LEE HA E|0] 2
O| 2 Qlsff CHFSH MA| 2tZol| M RASHA XES 4~ UL

O] M2 A2 L10M ism.verify ()7l M3XHOZ AliEl &
hand leChallenge( )E %E*EEW 7|1Z&2l hook-ISM #+d & tH&t8e 4= U S
-

|1°l'
E
ro
0
>
Q
f—l
f_'
(p]
>
te}
D
(w)
(p]
f_'
Q
<
o
r—I
(@]
0
x
|'|0
12
-
-4
ne
HL
n
19
3
™
N
Y
|O
Hu
nx
oA
_O,ﬂ
rr
!
=)
A
11k}
olr
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2|ATet B S EIIsHof Tt
A= B2, HyperlaneServiceManager ZEMEES &af
[kl HEIXof % S=(enrol)E =+ UCH.

2xt= 048] IRemoteChallenger ZHEHMEE HESI0]
2z |
| 2

olr
-
=
-
o

IRemoteChallenger w&ix|= OF& Z=E M StH0(| M 245HE|0] RUX| 4L

SE 2|3 E2 (Workflow for Registering)

>

I = 2YXH= CLIE S5l EigenLayer 232 SS&(0] QL0{0F SiCt,

Ethereum L1

ECDSAStakeRegistry HSM AVSDirectory

Operator

registerOperatorWithSignature(operator,operatorSignature)

registerOperatorToAVS(operator,operatorSignature)

registerOperatorToAVS(operator,operatorSignature)

enrollForChallengers(challenger[])

ECDSAStakeRegistry HSM AVSDirectory

Operator

2= mojMe|A £2fd(permissionless slashing)2 6t X% Eots &HE3517| 2/l
£7 #zlIX(Challenger)oll S=(enroll)sof it

2UXh= 2t 2|2 E #elX(Remote Challenger)E 2% HEstL,

e +=0f| w2t XL of ZHo{stnAt sh= HEIXE AR HEE 4 QAT

O|= kst SYsHE %O.J(permlssmnmg)OlL | 3tO|E2|AE(whitelisting) X7t glg 2|05
el M2 CHE S AE0| M22 »EIXNE F7I5H= 20l A
B = o1A0| YMSEX| =Lt

29xt= 85 &lid| X|¥ 5 (unenrollment delay blocks)” X[t =
SZ8 s{A|(unenroll)& £ QIC}.

S& dlid| I3 =2 (Workflow for Deregistering)
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Ethereum L1

HSM IRemoteChallenger ECDSAStakeRegistry AVSDirectory
Operator
startUnenrollment(challenger(]) R
Operator waits for delay period
deregisterOperatorWithSignature(operator) -
P deregisterOperatorToAVS(operator)
completeUnenrollment(challenger(]) R
challengeDelayBlocks()
deregisterOperatorToAVS(operator) R
HSM IRemoteChallenger ECDSAStakeRegistry AVSDirectory
Operator
2GX= Arlo] SEE 2= HeElNo|lM S5 siF(unenroll)E 2t=8F oj= oot
29t SE2 sfixl(deregister)& 4= ULH.
Z Mzl = 0Rst XA 7|7k delay period)2 7H& = 1o,
Ol= X7 O HEIX 0| M = HElX| 7|7H0] ELt7] ol
AH|O|2E QIE5HK| RSI=F HE5H| 2[&Ho|C
AE0]Z 212 =2 (Workflow for Staking)
Origin Chain Ethereum L1
Slasher

NativeChallenger IRemoteChallenger HSM

Watcher
challenge(address, bytes32,bytes32)

>

"postChallenge(operator)" via nativeBridge

handleChallenge(operator)

»>

checkIfEnroIIed(operator)

freezeOperator(operator)

NativeChallenger IRemoteChallenger HSM

Watcher

>

Slasher

EigenLayer2| 840 M= Sl 20| &dste|7| T7K]|
AH|O[7H2| AtZ0| AVSol| 21 H2E|X| A& HSEICE
0|Z Solf XIZ0| 27| &0l = E== L0 LlstK| =Lt

KESHO| A= AFEXITE stolmef el AVSE JHEM o 2 (EI5H0] £0{(opt-in)Sh= AS 51&5HK|

Ct.
AH|0|Z2 StrategyManagers Safl 22|=(04,
EYN 2YXHoperator)E A O 2 ?|{2(delegate)=l= +E 2 AHSSICt
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&M 3 EZ (Workflow for Slashing)

Origin Chain Ethereum L1

NativeChallenger IRemoteChallenger HSM Slasher

Watcher
challenge(address, bytes32,bytes32)

>

"postChallenge(operator)" via nativeBridge

handleChallenge(operator)

»

checkIfEnroIIed(operator)

freezeOperator(operator)

»>

NativeChallenger IRemoteChallenger HSM Slasher

Watcher

e A 07L& Ho|M2|A(permissionless)atil fAASHA HA=|0f QICY,
IRemoteChallenger QIEH0|AE= CHASH HEfS| S & HIFHLIE F1812 5{ESHTL

HE = ,CAEXI‘D'(orlngham)ol 1|0|E| = EEIX{(native challenger)7}
postChallenge &+E S&5IH,

Ol= HyperlaneServiceManager ZAEE{EQ| handleChallenge &4+E
HyperlaneServiceManager ZAEME = siet 2HXIF ™EIX 0| SEE/0] U
Slasher ZIEEQ| freezeOperator &=

2G| AH|0|2E SZ&(freeze)sirt.

Al

|
F

e rn
Il

rol
Job

SE5t
=X
—

ol

|§
=

HzIx(Challenger) ¥ £2iM(Slasher) ZAEHE = OF%] T=EM 2tA0I|M 2MSHE[X| §LRUATCH
Of A[EA CHO[{ Rl 2 X[ Foiof Wef HEE o= QUL

ZAIEEHE H| X (Contract Deployment)

Ethereum
0|8 ZEA(Proxy) T3 (Implementation)
ECDSAStakeRegistry 0x272CF0BB70D3B4f79414E0823B426d2EaFd4 8910 0xa11b1a385287b5167eccaba38f63abeab981d589
HyperlaneServiceManager 0xe8E59c6C8B56F2¢178f63BCFC/ce5e5e2359c8fc 0x3127€69517ec2268dd5745c97194d387a4fcocss
Holesky
0|8 ZEA|(Proxy) F#(Implementation)
ECDSAStakeRegistry. 0xFfa913705484C9BAea32Ffeq9/45BeA09QA1IDFET72 0x628bc518edieoe8c6ebeds74ebaoee2g9e7f6943e
HyperlaneServiceManager 0xc76E477437065093D353b7d56¢81ff54D167B0Ab 0xa3ab7e6ce24e6293bd5320a53329ef2f4de73fca
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https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/f0df1a4cd1a9a6ec2e01b106941a2d4e42e5ba18/solidity/contracts/avs/ECDSAStakeRegistry.sol
https://etherscan.io/address/0x272CF0BB70D3B4f79414E0823B426d2EaFd48910
https://etherscan.io/address/0xa11b1a385287b5167ecca6a38f63abeab981d589
https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/f0df1a4cd1a9a6ec2e01b106941a2d4e42e5ba18/solidity/contracts/avs/HyperlaneServiceManager.sol
https://etherscan.io/address/0xe8E59c6C8B56F2c178f63BCFC4ce5e5e2359c8fc
https://etherscan.io/address/0x3127e69517ec2268dd5745c97194d387a4fc0c45
https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/f0df1a4cd1a9a6ec2e01b106941a2d4e42e5ba18/solidity/contracts/avs/ECDSAStakeRegistry.sol
https://holesky.etherscan.io/address/0xFfa913705484C9BAea32Ffe9945BeA099A1DFF72
https://holesky.etherscan.io/address/0x628bc518ed1e0e8c6cbcd574eba0ee29e7f6943e
https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/f0df1a4cd1a9a6ec2e01b106941a2d4e42e5ba18/solidity/contracts/avs/HyperlaneServiceManager.sol
https://holesky.etherscan.io/address/0xc76E477437065093D353b7d56c81ff54D167B0Ab
https://holesky.etherscan.io/address/0xa3ab7e6ce24e6293bd5320a53329ef2f4de73fca

5to|m 2|2l 0f| 0] M E (Hyperlane
Agents)

72 (Overview)

sto|meQl Z2EZ2 IZAN(QI HAIX] ME | M& AlS(transport layer)t H ot A|IS(security
layer)= 22[sICH HIZE H3Yst7| [sl 5t0|m2l|0l2 2X(Ql &2 2Eetn Z2EZS  MES E=

oF EHS +llch= QEH|Ql Of0[HME| 2| FSHTt,

0245t Of|0|FEZ2 RustZ 780 U201, Docker 0|0|X| & BH}O|L{2]| ZE} = B = FIC}

1. 2lg0]0{(Relayers)= T2EZ0| HA|X| M&S HESHCL 0|E2
IInterchainSecurityModule QIE{H|O|AO]| st QIA|Ql HOt HEHH|O|HE Aot

HAIXIE = AIKFOY|A| TISSICY,
2. ASXH(Validators)= Multisig ISM &+ 510

|
I eIC 0|=2 Mailbox HAIX|2| REEE HE
Ct.

Ot
o

n

QI AVSS| YR ZM T2 EZFO| HOt A
otal, MES 20|07t MEH = JUEE S

ot o

S XL (Validators)

ASXtH= ofo|u2fQl Z2EZQ| HOtHSS 1d6t= Sla QAZN,
Multisig ISM = ZN& 2ot B=(Economic Security Module)2| YR 2 &S5HCY,
CIE 2| ISM2 AtEste 42 AS K= LQ6HK| QiCt.

- O T Oo

AEX k= MailboxOl A A B A|X|7} | ATiX|E whotCt
HE FE(EEs MIAZQUE )0 MBI 2N HIAXKIE 215 (attest)StTt.
O] ME2 FLH( LR S = 2121|0[0f)7} = 5(510] HIAIX|QF &7H SXX| H|I 2 H|Ee 4= LY.

Sto|ma|el2 CHE B2 Z2EE1} HE,

= L= —

NYEESK *ﬂE(enshrlned valldator set) %E s
_%___TLL‘l' x"%% -” x|'A._|_Q| @%If% _S_C:)lél- A o||:|_

ASKO| HAEIEE B&F ZIHEICY,
= 57U MYEE 742t Mailbox. process () & S&5101 HAIX|E MY UYL= o104
& #50| Ho|ME|A(permissionless) 5t R K|z == &SI}

220|0{= BHX| HIAIX| SLIXHE tidlsh H2| MB|AE HMSe #0|C
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e Z2EZO| M2 2lsl BtEA| | Bste! MI3Z2IE(finalized checkpoint)of| 2 A{&sHof

2|27 (reorg) 2 Q18 RESIE 4 QU HAIKO) M AL,
A

ASXH 00| E= B K|

= Ol_I =
0{2{ X|2lS AS5ta{H 0] QUARA

S10ITP12 Lt il Mae 4
=

S ST ZBAH= 0] ol
7

XtM|st A9 (In more detail)

HSAH(Validator) H0|HE= & EF2| 7|1 AFESIT,. Stz AHil0] 4E T2 S =X QoM E2M

off MEst7| ?let 7|0]0, BHE Stit= O|E 2|2t 38te|= ECDSA 540 M H2Z 21 E0| MEst7| et

7ICh MAZQIEE SHEEZ, HEAVI XS 7IsE W= 2452 announce EAM S Saff ALo| X|

SHEQIE Q|X|E SHaHOF S}, Ol= HEX O 0|HET M E5t= RYsH ESHMM0|N, 1O 2|ofl= ESH|2
H BN MY 7|S o] AHESHA| it Lot SEAQIE 7| BEsHK| 7] ?lal MZ2 ASAE =+

SOE SHotE ML bt d&As =L SEY = Tt

Multisig ISME AHE5

t= HIAIXISl AR, HEXt= MerkleTreeHook. latestCheckpoint ()&
S£510] oixf HE FEE Ql=Ct. ASXH= MerkleTreeHook. latestCheckpoint () 45 At
QIH| ASHOF ob= AI™ S ETHSICE 0] 23 HIFLIE &0l 23 X= HA ERIE

O= - - — = 1l

k=)
=
e (backfill)et 2 210] M HiAIX|of cigt MBS HEZ AIZFet 4= QI

kA

Multisig ISM A3

22 Ml MESE HAIXIE dSste{H, SHX| AQle| ~4IXt7t X|Fet Multisig ISMO|| AEXte| A|
AXQIE MY 7|7} SEE|0] AY0{0F SHCE 0= ISM ZHAEETF i 2wt 7HSSER| R Ot 2649|
StaticThresholdAddressSetFactorydiA deploy(validatorAddresses, threshold)

EMME Hill= 2IES B4o=2 Xa2|d 4= U0t

Z (Prerequisites)

AVS 2UXI M3l =71 (AVS Operator Prerequisites)

EigenLayer AVSO|M ASXIE 2Yot0 ANE HotS XEsta{H, ASXt= AVS 2YXtE SE&H0f
ST XpMIeE L2 2 AVS 2Kt 710| =5 &t 5t2t,
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https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/be4617b18ba638e0ef5a5326614bc4f8c58d25f9/solidity/contracts/libs/StaticAddressSetFactory.sol#L10

Ol7|ElX (Architecture)

1

IR =2 M QA2 0|20ZICH 12 QIS 2Ist ¢l M (Indexer)2t MEE HE RE
3=2IE ME0|H(Checkpoint Submitter)Ct.

oltlA| (The Indexer)

AEA7L el A5t O|#HIE EfRl2 Mailbox”t Ml HIA|X|E C|ATHX|S iOiCh 2Hlst= M2 EE2| 5
(Merkle Tree Hook) ZIE2HEQS| TnsertedIntoTree &t StLICE O] IFH2 RPCE E3l 0| R0 X|
A
LK

0, OO|HE= &2 OHIES 7[gte 2 H2E2| W IZ EE[S 7SI} O] O|HIES2 WHE
Z RocksDBO|| &= FHAIEICE. M HIAIX| 7} E[ATHX| 2 OfCt M2 EQIE MED|E = H22
SAHRIEE WYsta, OIS X2| 7Ol F7HEHTH.

H|2=2lE MEDO|E| (The Checkpoint Submitter)

L1

SZRIE MED|E = ECDSA 7|5 AM8510 MIZ I E0| MY, 0| 17t8d AR X|0f| H[AIS
A

Al
Ct %2 ZQIES| A7|0F= CHZ2t 2T

pub struct Checkpoint {
/// The merkle tree hook address
pub merkle_tree_hook_address: H256,
/// The mailbox / merkle tree hook domain
pub mailbox_domain: u32,
/// The checkpointed root
pub root: H256,
/// The index of the checkpoint
pub index: u32,

27Xl Of 0| E 30| X[@l5h= MAZIE AEE|X|= AWS S32F Google Cloud StorageLt. Azure
Blob Storage 7|0{= O}

2lo|EL|A gk (Liveness implications)

Multisig ISMof| 8= Azt (threshold)ol w2t AEAH(Validator)2| CH2EII2 TEEZ2| 210|
HL|AS SCHA|Z 4= QICH MED0|E{(submitter)= Q20 E MALQIELLCH MEL MIAELOIES RMA|
5101, ZHaj|0|0{7} Ot&] MEE|X| LUSE 7Hsd0| O =2 |4 HAIX|2] HIEHHO|HE TN 7EHE = U=

= ISM2 &3 245X MEE AHE5IHH,
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https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/be4617b18ba638e0ef5a5326614bc4f8c58d25f9/solidity/contracts/hooks/MerkleTreeHook.sol#L32
https://github.com/hyperlane-xyz/hyperlane-monorepo/issues/2242

212|0]0] (Relayer)

22(0[0{= #= Melofi SHX Melez HAXIE HEC =M sto[HQl Z2EZS HEASE =2
Aotot, = AXE7E Xk QIEH|Q1 Hot BE(ISM)o| 2k Multisig ISMe| AEX MY, 12 Y, AX|
4 5 S HAIX|S] EetS 2iEst/| #Ieh HEIEO[E7 2e + /o8 =z, &2f0]0j= HES Al=st|
Hof| siiE ISMOoi| SatE HEIH|O|H S +ZIEHTE

22{0[0{= HIEtH|O[E =&t HIA[X] MES F71H 2= MA|Eettt, 0= TE H|E X|= D[0[=, 20|
of Tt B, SHX| H|Qle| EAH ++= 25, dSAt 2B 22 Fof & thigh S=E =007

oH
?lsl SL235ICt,

218f|0]0] 2AUMIE|H (Relayer Incentives)

HIAIK| Silxt= B ®eloM HE H|I8S X235, Z2|0|0 2dXt= SHX M Az +2ls Mz

3(rebalance)sto] e ETM JhAH|7L 81 K| 22 & JUEE 5o} SiCt Zajlojole ZRES2RH
ZEHQl £3 QIME|2S 2| X|0t 2Rt A MHIAS XBsHe t7I2 XA £48 222 148
== AL XHMeH LHE2 Q1B 91 7tA X|=(IGP)E & Istet.

213|0]0] 2 (Operating a Relayer)

22(0]01= Xelg HIAKIE g 78 o= ATt 24Xl 220]0]= LSS K&l

0P>

1. AR AAXLBI0|ER|AE

P)

2. 34
3. SHX e HAX| XMe2|E 2l B ®MeloMel K= 5 7Is

MXF/ AR} S| AE

HO[E2| ASHA =Lt 2 4 UX|2E, O 2000 A HE HIES XK= AKX SLR7FAE
St Mailbox &2 2& St Z20|{of|A & XI23H=E 7|2 2FE|0] 2L, SUX=0IE &
of == RULE H2lE lah 5t0|m2{2l2 Rust HIO|H 2|2 AE QELA0|X EE 7hseh Z210]0]

o _
Oo[MES 2YstH, 2 2Ysta{™ 017]|0|lM REAA HIO|HE|E &g &+ RUCE

K| E2f0]0E 2ot ™ IGP ZIEME S Hi XSt 1 ot M B2 SHE1} 7HA JHAS |X|5H0] HIAIX]
e =2 E Fes| HaH0F Bttt

2I2|0|0|2 2Y5tn Al27}? Relayer 710|EE w22},

XtMIst M3 (In more detail)

22j[0]0j= A2 (origin)otCt 2B (Indexer), 5&X|(destination )0t MEDO|E (Submitter)2|
IR =2 e s dECL
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https://github.com/hyperlane-xyz/hyperlane-monorepo/tree/main/rust/main/agents/relayer

mpse

channel .
Indexer Submitter

(one per rigin) (one per destination)

oltiA] (The Indexer)

MEZ2 HAX|Q 2t HAX|= 25 RPCE A5 Mailbox ZIEZHE O[HIES 2|80 Z 4 QI A
Cf. =5t 7tA XS & QIEASH0] SAIXE MY H|& S XS eA] 2elstil) Y& ISM2 F7H501 212 A|
o1 H|O[E{ 7t T oL, of|7AC Multisig ISM2 O AES At AHO| ot H|A|X|of| CHE5t=X] Eai|0|o{of|
A LE7] T|6H erkle Tree Hook ZIEZ{E0f Q| =3IC} O[HIE R (HAIX], IGP, HZ E2| A0t
C} S2|&0l oIl Al EjAF 7} AHM EICT

M= HAl R MED|E EfATQS| 4 ~EtO 2 22 H|0|E{H|0[A(RocksDB)ol| 7|=5tH, AME0]|
Ei= 7|5 22 H0[EH|0|AS ZTa M2 2 HIAIX] BATX| 7t QUU}A=K] RIS

22{0]0l= &z IHI*IXIEEF M=Z2 HAIXIE RMEITE 0l= 22HEl HAIX]Z}O[0] MHE[}S 7Hsd0]
=Ch= 710 7|8retet m2bA (AR Al & 7He] ZQIE7 MM =0, SE5XQ! EollM Al&tehs T
HZRIE et = =2l 10|U1 = CHOIAIXIQ] BFX B7tsHe nonce HEE AF&sH 3|6t CHE O[HIE QIE

Aol RAREH HZE MBS LR = AIFEA HS7L G0 22 E RPC SHS 2oM F2H2 5 ATHO|
= BIES] LAEITEH). 0|2 O|R2 HA[X| QIElY ElAS = O[HIES At ERMAMM [DE CHE &l EfA
= HYSH0q, slie O|HIETI Mailbox.dispatch() S&0t SUsH ETHRM LIOI|A 2Hl5H S Ot

)
3H0|m2{|o] O|HIE & =X|X| U E = HASHT},

MED|E (The Submitter)

HIAIX|= ofzfioff EE Ul 7He] S=Xel Ef A3 EHAIE X0 MED[E0|M X2|ElTh
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MED|E Ef
A3

AMOf
=20

Message 2Z O|0|E{H|0|AE Z-(polling)sto] O] MEE|X| 2 HIAIX| 7} ULE=X] EHelst

Processor 1, 0|Z Prepare 79| A2 HHCE

Prepare FOIA TIAIXIE THLY ZtAH| 7L X E2E=X] &elsta) Hest HEHH|0[HE 72

Task 0f, HIA|X] M ESHME S A|Z2|0|MEICH A|Z2{|0|M0| dS5HH HIAX|E
Submit CiAel 2 HLj1 ) MilstH CiA| Prepare 72 =|SZIC

Submit FOIM HAIXIZE WL 2H|QICE MY ESMM S HUHCE 7St 42 ME ETAMM

Task 2 diX|(batch) XZ|=ICt H2EIHAE 277} gioM HA|X|Z Confirm EHA2] 7
2 HUD, @RI} QM HAIX[Z CHA| Prepare 7= E[Z2I0)

Confirm EMM 2|FSHE 7|Ch2|0, ®MQl 2|20 (reorg) 7t LMsHHLE EMAMMO| £|E52ZE

Task 42 HA|X|Z CHA| Prepare R 2 EIS2ICH

HAIX|= fI0l| A 2=t HEHH|O|E{2f &fH =&KX M|2I0|M Mailbox.process()E SELACEM

Lol A HE L

=1

HIAIX|2] THA| = &

sls=(retry count)= X|48 #Q I (exponential backoff) Zeto] wzt CHS xHHS

AEE 2ttt ol 220|017 HAX| XM2|E Stot= g e Zoh AL Sle= EMSHA| g0t 3
2Lt Ol= 28t MHA =8 EESHA| 420, 2= 0|8 MH|A & H2H(SLA)2 2 2H5aliM = of EICt,

XAl = M2F (Retry Strategy)

7(-|l:|- |

=M
S

7t AustH Ze|o]o= H3d
Ct. O] HEf2 2|5 =

NS

A O]
T AA

QI (adaptive backoff) T2FS ALESI0] THA| S St
|Zt0| O ZI ISM2 K| let=SE EI&EFEICH A2, BAHRI &
= U3 20| 2 72 S MA 7 KSR =5 A0 UL

—~
.':.*3
=
Q)
—y
—
<
N
of
I
_>||_I
;JI
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TALE 514 9] RHAIE ZF K| A|ZH

1 5

2 10X

3 30%

A 1=

5-24 3=

25-39 5=0|A A& THA|=OIC} 1,584 7t
LO=44 30=

45—49 1A

50+ HIIXMo R F AIZHO|M HE |2 37t

T LB 0{7|0|M Eforat 4 Qict,

A0 Qo] ZH= 2 2ol X004 B E &~ QICH

HYPER ¥ == E= XN (HYPER and
Protocol Economics)

stojmziol =2 E= ZAH| (Hyperlane
Protocol Economics)

SHO|HE| 212 = AX|R HAIX| ME S 71557 Sh= HO|H2|A dER2&d(interoperability) Z=
EZ0|Ct.

HYPER:= SO H2{ Q! e L QIMIE|HE Y5 AHRLIEIS Z3t5H7| fls =l HI0JE[E EZ0
Ct.

O] EE2 AH|0[H
SO 2¢= MSE

= S0l A2AH|Q! sS4l Hots stHst ) T2 EE 250 7|0f5t= HIERIA FOIA}
ST
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https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/1d8ada64736b09d9878d2a11568c04d522f515b8/rust/main/agents/relayer/src/msg/pending_message.rs#L733

HYPER E2 7|2 (HYPER Token Overview)

HYPER

HYPERE 5t0|mHe|Ql ZZ2E 29| 4|0|E|E EZ0|Ct, 0| EE2 Ethereum O[QI4!) Base, OP
Mainnet, Arbitrum One, BSC & 02| HE¥ 30| ExXfstCt. HYPER= AH|0|Z S Sl 510|m2|¢!
T2 EZO| HotS UslshE o AFEICt ASXH(Validator)= HYPER AH|O|ZE 7|HO 2 7|2 Of|A|
X| Eot2 M| Sot=E MEHEICY,

E3 HES2 HEME Fa

——

HYPER Ethereum Mainnet 0x93A2Db22B7¢736B341C32Ff666307F4a9ED910F5

HYPER Arbitrum One 0xC9d23ED2ADB0£551369946BD377£864/4CE1cascs,

HYPER  Base 0xC9d23ED2ADB0£551369946BD377£864/cE1cascs,

HYPER OP Mainnet 0x9923DB8d7FBACC2E69E87fAd19b886C81cd74979

HYPER BSC 0xC9d23ED2ADB0f551369946BD377{8644CE1cascs
stHYPER

stHYPERE= AHEXH7F Symbiotic Vaultol HYPERE Oi|x[(lock) & mf &3lE|= & AHO|ZA EZ
(liquid staking token)o|Ct. stHYPER= Ethereum Mainnetdt BSCO|A AL 7
2 AHEXte| AH[0|ZE HYPERE LiEt = A5 Ag S i, stHYPER”I ZXfish= HERIF0M=

242 H7E 4 90

E3 HES3 HEME ZA

—_—

stHYPER Ethereum Mainnet 0xE1F23869776¢82f691d9Cb34597Ab1830FboDe58

stHYPER BSC 0x6E9804a08092D8basE69DaCE422Df12459F2599E

HYPER vs. stHYPER
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https://etherscan.io/token/0x93A2Db22B7c736B341C32Ff666307F4a9ED910F5
https://arbiscan.io/token/0xC9d23ED2ADB0f551369946BD377f8644cE1ca5c4
https://basescan.org/token/0xC9d23ED2ADB0f551369946BD377f8644cE1ca5c4
https://optimistic.etherscan.io/token/0x9923DB8d7FBAcC2E69E87fAd19b886C81cd74979
https://bscscan.com/token/0xC9d23ED2ADB0f551369946BD377f8644cE1ca5c4
https://etherscan.io/token/0xE1F23869776c82f691d9Cb34597Ab1830Fb0De58
https://bscscan.com/token/0x6e9804a08092d8ba4e69dacf422df12459f2599e
https://docs.symbiotic.fi/modules/vault/introduction/

Hm
riu
X
0% HI

e; =7 HIESIS

HYPER stolmfzfol Z2EZQ| {0|E[2 &  Ethereum, Base, OP Mainnet,

= Arbitrum One, BSC
stHYPER  Symbiotic VaultolAl ##=|=  Ethereum, BSC
S= Ag0|Z E2 off

AE|0|Z (Staking)

AH|0|Z 2 ZHO0{AHS0| oto|He|Ql T2 EZO| AXM Hots Zstotil HAfS = W-O|CH AHE A=
EthereumOi|A Symbiotic Vaultol HYPERE Ol X[t 2 AH|0|Z S &5t0, O] THO|A KpAl
o| AH|0|Z EX|ME LIEHE S5 AH0|Z E221 stHYPER7| AM=ICt

=l

Symbiotice| HYPER Vault: HYPER Vault= CHE ZZ2EZ0|LL HEQIZ 2|AH|0]Z
(restake)stX| =Lt 2% Symbiotic 42| 5l0|{2f|Q! HEAIZ T 2AUE|0H, 0|24 2T S Al 2
S F|ASISICE

AE|0|Z &S WAl (How Staking Works)
« AH0|Z E22 (Staking Flow): HYPER ERXH= Symbiotic @04 HYPER VaultE ME!
5t HYPER E22 O X|(lock)sto] AH|0|ZS AlEfeh = AUCH.
« 0=3 Z0| (Epoch Length): 2&2 &12|EH2 = ALte|0f Of o| Z30ICH XS 2 FHlE

CF. 37 O Z3= o HRIE MAE|0f 9on, 0] 7| QIE{AO! ot RS (ISM) ZHEA HE A
olojlAfe] Z|cH A X|o1S gzt

o QAH|0|Z E22 (Unstaking Flow): AAH|0|Z S TIdlist2{H of2ff tHAE wz2tof STt
1. Symbiotic AtEX} QIE{H| O] A0 A AAHE|0|Z (unstake) UM S A|RISICY,

2. HZEIANZ L B AMH2 Z2EZ0|M HolzEB=, HAH|0|ZE AlRIe = QIF0| 7S5

X| ok sto| =3 (2F 30~60%Y, ZICH 2f 0.99 + 1 0|Z£3)E 7|C}2{0F SiCt,

3. 0|23 S5 = UIQ| AH|I0|3 AEMENM =522 £32 2=t

—

ZAN|X sot et (Economic Security Allocation)

Symbiotic2| HYPER Vaultoi 0| X|E HYPER= ZH|& Hot & 2112|F(Economic Security
Allocation Algorithm)of 2t AZEXtH(Validators)oiA| IQEICE O] ¥12|E2 2 EHQI(X|1)2|
A &30l 525t ZMA 2ots BHlist= As SHE BT =, 4 230 e toel2 JE o
%2 HYPER AH|0|Z0] sligf =O|21o] AEXAF MEO| 2T,

r
o
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Ol 43Xt MEE= 2 Enjele] 7|2 QIEH[Ql 2ot 2= (Interchain Security Module, ISM)E 2S5t
= A= stoh ISM2 A | A|QIo|M MEEl= HAIX|ZF EHE 22 Mol WS AYS dBote
ANLE ZAERE RE0|Ct [SM L ABAE2 HAX[ZF ME|=7] Mol O FEdat A28 8 HAESsH.

&2 ool & H|Z(allocation percentage)s 4t&sHH, Ol= & AH|O|ZE
HYPERE 2} =0iQle] ZAEX M EO| 2tlist= | AMZEICE. 0/ ZFY 0 Ciet AH|& 2! LIE2 &5 S/1E

sto|uiz|el BEX MH U SE (Hyperlane Validator
Selection and Registration)

stolmz|ele] ISM 2 2tMst 2ot HAEOI0| &S 7hsst| 5HX| 2 2 MailboxOlle 7|2
ISM(Default ISM)0| =XHSICE O] ISMO]| MEHEl ASKH(T 2|10 s HEXI2H) 7t ASXE 24
(Validator Rewards)s 2| ICt.

>

rol

UEX} M 31" (Selection Process)

O|H] ZBXAHE= Symbiotic HIEY 3 L @YX, Operator)= Hyperlane Validator 8F2ZALE 2t
Zo{Of St} ofo|m2|Ql ZEE SO HEAte EF HE M ele| HAIX|IE ¢lE(attest)ste F&E HE st
Ct. metA X|AHe 29 2l 2 »Erl(uptime) S 0121 7+& 7| =0] Wt HIHEIC

Gt 7|20= ks &€550] Zefk(t, 0|0 =ete|X| h=C:
o 2% T ALY (Operating Best Practices)
o M2lLE 2 (0: RPCHYE 3 2| S)
o 2 HOob gl (L /LE, H|E 22|, AX|LI0] 2= =H0|H 5)

Y 0|3 (Operating History)

Ho

o XA Hot (Economic Security)
o 50|22l Symbiotic Vault L HYPER X}7} AE|O|Z H|&

e 2d 0" A U 7|EL2 X[EA o2 Hotk[D], 0] Z1t= 7|2 ISM ME L 9IXIE RXI

o Il
M

/O/Mfﬂi/O/ of 72 ISM MIE O] MEE[ofoFat HAS B 2~ QIrt

—

Symbiotic 28Xl S5 U S EQl (Registering as a Symbiotic Operator and
OptingIn)
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https://docs.google.com/forms/d/e/1FAIpQLSfLo8D5GcrQVtR_ug3QcgVrXDgfdGPpz30ZLq7J9t2tHnB5xQ/viewform

MEE = A3 XtH= SymbioticHlA 2YXHOperator) 2 SEsH0F 2| (Stake) 2t EAS

29Xt S5 (Operator Registration)
Symbiotic®| CLIE &3l 2&AtZ S53t= U= Symbiotic 2ME &1stet:

o« 29X EE JI0|E
o 2UXE CLI HHO| 7t0|E

M| E}CEH|O]E] XM= (Metadata Submission)

SE2 228t £, Symbiotic ML HIEIH|O[E X
Pull Requeste H|E3tjoF SICt O]t S5 Al AL St $i9r St FAE ALES

H|EIEH[O|E{= Symbiotic 2AM0l WA|E 0{2] R FAtetS SF6H0F st} LA S SHSH| Rdl=
Pull Request= &¢I £ iCt.
HIEHHO|E = O|F &eh 4~ UX|TH HY AFet2 Symbiotic &lo| ZE F0f|ot HEEICH

sto|m |2l HIEQ|A Y Vault SEQ! (Opting into Hyperlane's Network and Vault)

A2 K EdE 2| WO TS F 7HK| 2B BXtE 2t=sH0F Bt

1. Symbiotic0i|A 5t0|m2|ol HES{F 0| FELI:
1. IQEO|D:|E:|U_-| 3|_|-|:-
2. CLI #Z HHOE Salf SEQIS el
2. SymbioticOlA HYPER Vaultof| SEQ!:
1. CLI SEQI HHO|E ASSICL
2. CLI #Z HHOE &3l SEQIS el

sto|m{ ol 7| & ISM £t0] (Joining Hyperlane’s Default ISM)
ASAt7L Hyperlane Validator &2 &5t Symbiotic 28Xt S5 & SEQIS 2t=5tH, 7|2
od

0o
—=
ISM AEAt ZX|M0| S wf MEHE 4~ QICH 7|2 ISM ZX|MH2 Ch32| 420 S 4= Ct:

o SOl 2l0] MZ2 QI = SHEE |
o J|EHQlo|M Lt 22 O| R 2 ASAt ZX|M0| H|YZE )
1. A5X7F wHl(rotated out) = 4L

2. 2ot At el HEXAF ZX[H0] 2rgE 42
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https://github.com/symbioticfi/cli
https://docs.symbiotic.fi/handbooks/operators-handbook#through-cli
https://docs.symbiotic.fi/guides/cli/#write-commands---for-operators
https://github.com/symbioticfi/metadata-mainnet
https://app.symbiotic.fi/network/0x59cf937Ea9FA9D7398223E3aA33d92F7f5f986A2
https://docs.symbiotic.fi/guides/cli/#opt-in-network
https://docs.symbiotic.fi/guides/cli#check-opt-in-network
https://app.symbiotic.fi/vault/0xE1F23869776c82f691d9Cb34597Ab1830Fb0De58
https://docs.symbiotic.fi/guides/cli/#opt-in-vault
https://docs.symbiotic.fi/guides/cli/#check-opt-in-vault

J

1 LIAH|0|M {2 S Sall &S 20| &tele|™ ) ASKH= H{EZE TIgleh 4 QICHRISHCHHE 7| HiZ
I5). XMI3H L2 Run ValidatorsE #1stzt,

ASAt & (Validator Rewards) &+= Validator Rewards MME 211512t

sl (Slashlng)

A2
EZ9| EOF% IoH I—IYPERE AE|O|Z ek FOJX}
=0, 43Xt @& 4(quorum)’t HA! K|

QI AEfO]| ZZBIE[X| 222 DA X[0f A =
(safety violation)2 =ziet 22, s Alof| /& HYPERS| Y27t 2 & E & ULt é, AH|O

79| AH|O|ZE HYPERZF U= 4= UL, S22 ASAC| A7 | (7t
ettt

A7l 2 2%l AF7| = (Fraud and Onchain Fraud Attribution)

sto|mz|ele] 7|2 ISM ME L 2= H|QIo|M=
Z1IEEE= AttributeCheckpointFraud
attribution system)& 7850, EY R&°
AttributeCheckpointFraud ZHEHEE= 98t 0| 2t EY attribute &E AHEot0] 4
SAt(validator)olA| A7 |E #EAIZICE Of & Z1t= 0|= HYPER Vault W 2214 2X2 E2|7st
= Ol AFZEICEH

AD EEZ E5) 7|(fraud)7 ASEICE of2st
9I_-|EE EE §|-_9_6H A|-7| AE‘”(fI'aud

Jo

A7| 88 (Fraud Types)
AttributeCheckpointFraud ZAEEE 1| 7HX| AP | S8 S Ho|EtC}:
1. Whitelist: A3/t H2E HE E2| 7102 AHEE.
2. Premature: 243XVt HE AR HIZIE0 MH 3 X|Eat
3. Message ID: X3 ZIE7} &H| HA|X|2F LX[SHA| @b= B El HAIX| IDE 28t

4. Root: M2 ZQIE L 2 FEJ| R&6HX| 43,

>

2 A §|'2E| Y Mx} (Slashing Penalties and Process)

0x
=

El= 2= HYPER AH|O|HO|AH| AtglzH(socialized )=l HEEICE 0|2 E0, T& HYPER
t Seff Al =0 B E AE|0[7H= AH|IO|ZE HYPERS| 5%%E 94A EICt.
0= =2 a0 POILHEHO' Mct(Hyperlane Foundation )=t 2ot2{@1S|(Security Council )2l
Stof| O|F0{X|04, 0|=0| 224 2HE S2lSHAHLE HRES o= QUCE A|ZH0] X|LHH of2gt upE 2 Ed
2|A ISM(trustless ISM)1t 242 &2 S5t 2#(2l o= HMetE o YolCt.

ru|> i

(e}
>
\n

>0 b 1o
|IT| _I|-I'| Nxn
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https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/main/solidity/contracts/AttributeCheckpointFraud.sol

HAN (Rewards)

HT
0>—

Loy Oo

M 7KK =2 =8| XF 252 CiS2t ZCt:

#38|IX}(Recipient)

2 T2 EF0| QME|2E FHst(active participation) £0{E {X|ot= &Hal QAL
lZ2EZ2 HEYT Bt /X, AKX TE, A 2Y S

o ©

7|040] et 24S ZHlstct

H4 938(Reward)

AH|0]7{(Stakers) (stHYPER 28X}

AH|0]7 E&(Staker
Rewards)

ZSxH(Validators) (712 ISM ZHSAH M E)

HExt 2A(Validator

Rewards)
MEXH(Users) (AZAR| QI HIA|X| F& E2HRHMS M5 &zt 2 A(Expansion
EOA) Rewards)

AE|0]7{ HA (Staker Rewards)

T ZEZ2 Symbiotic Vaultdl HYPERE AH|0|Z

10| Ax|% Heotof| 7|0{8h ALEALE EHE{5tY | TIEF 20 IEf
o XtZ(Eligibility): stHYPERE ERst ZE AZAI= B S 28 AHH0| /UL
o EHl(Distribution): EA2 o3 (2F 30L)0tCH 0%

o HiJ|A(Reward Calculation): 242 AH|O|ZEl SHDF @X| 7|7H0f| H|2{5t04 7| AHEICH A
St 7404 (Validator Commission)0| XtZHel = AH|0|7HE= X9 X2 H|20| W2t 242
gh=Cf

O] 2 #x=510[mH2|Ql Z2E =0 ZHA Hots XEH o2 Lol 5 A8AE Rlsttt.

At (Validator Rewards)

T2EE2 7|2 QEHe 2ot RE(ISM) AEAL MES| FHo{Xtof|A 2es 28ttt 0152 22242l
HIAXIS HE5t0 T2 EZ0| Hots RIS, ASA E42 AH0|Z B¢ YREZ 70| d e 2 X5
=Lt

 XZ(Eligibility): 7|2 ISM At M E0l| &5 ZHSAL

« EHl(Distribution): 242 Symbiotic UIE Saf 2HiEICt

o AZXH= ‘claimRewards()’ &42 Sslf 22 ZY(Merkle proof)2 MEa 242
& 4 qlot, 0] W2 Symbiotic CLIE S5l 855t & QUCH XpAISH LIS

Symbiotic Operator RewardsE &15te2f,

No. 39 /48


https://github.com/symbioticfi/rewards/blob/7844a6ceaf4d740c7083a37e410194c1ef7867d3/src/contracts/defaultOperatorRewards/DefaultOperatorRewards.sol#L75
https://github.com/symbioticfi/rewards/blob/main/specs/OperatorRewards.md#cli
https://docs.symbiotic.fi/modules/extensions/rewards/#default-operator-rewards

o ASXIEAR 5= A| X|HEl 29X} 7|(Operator key)of| 2|7 SHefEICt,

EIC}H XHMIEH LHE 2 AS AL MF(Validator Selection) MME 1512
& 0//55/5%/0/ & ISM(Application-specific ISM) & L2 ISM 2 Z &A= of0/Z{2fo =
ZEZZHE XF HAS 8K Y=L

LS L—

o ISM 0] Xt 2. ASXt= 29 2, 171 d1h, HYPER AH0|Z 2 52| 7|&0f w2t 7t
E
(]

O] He&f 2= ot0[m2||2l HEAL 2GS Fa{eitt.

m2E22 IRAN HAIKES M5 ZRES BES A1 MBI 242 SHiEICH AS
RHe I2AR|Ql HAIK|S Hashs EUMO| MES 9% A9 AF(E0A)S 20fsict,
- XA(Eligibility): S12 B 0 132 Rafol 2458 LN DE ol Al
9 0= 2|7 0| Mol MEBEOR SUEITE, F, AABXF tEE OfZ2[A|0|40] HH| ETt 242 hH| X

Sh= H|Z0|| 2t sStHYPERZ} = HIEICE.

AEz2! HIA: 50| A EzE! (Streak Multiplier: HyperStreak)

SHO|m2Ql Hef MAl= 7 |Hel Z2EZE FEHE Fdh| flsi MER QIME[E 2&2! HyperStreak
S ZISHL.

HyperStreak2 AHEX}7t stHYPERE ¢H 7|7t LMo 2 B (stake and hold)& 42 FIt Hy
=) X‘”—'—o|- AAEIOICEH AFRXIZF SR 7|7 SOt XHrlo] AEEl(streak)S {AIE4E O =2 HAS
=+ QICH EZE 0|2 ZIX| 20tk =0, HyperStreak2 AFEXVF GOt @2 stHYPERE R4
K& FHQ 2N X|EEQ H0{E |REBICL
=
o

ZtE Al (How it works)

o X}Z(Eligibility): HyperStreaks #'o2{H stHYPERE =2 R3{0F St
t

o AERI ZHM(Streak Accumulation): AFEXIVt stHYPERE O|SstALE £26HK 210 0HY *
7

RV tioict A=2lo] s Stk 3 i T4 Al AE=I0] S7ISHEICKE, R0 712t B0
HBE 4 US).
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o AEE| gHi(Streak Levels): HyperStreak2 4t BHE 7ML, AERIS @2 A&
£ O =2 WXt 22 4)0ll SZEICE 2 E2 By RAEE HSSih.

o 22 2Y(Level Assignment): A|AE2 Z[CH AEZ| ChH| H|20f M2t SHO 2 2 A5 20iot
Ct EAl = A 90 SOt AEXHOZ stHYPERE R XIS AFEXR= Z 10 2= (2™ £4)0fl ZESHCL
x7|0ll= EA G AHO|ZS ARSI ERE |RX|EH AR 2E 4 AHH S Y=Lt

HA 2| U stet (Reward Distribution & Allocation)

HA2 27|94 o7 B (Expansion Rewards) Z0i|A 7HEX| A[AHI0)| w2t 2HYEICE 2F AFEX| H
dhHlE2 AEE| 2Ho|| w2t AYEIC &, O 21 AEEIZ JHE AREXA7EE 2 HISE RHX[5HH, Ol AE
210| gl= AFEXIOA S0Pt B4 H%; =0QICt

] B (HL{A H|E) 715x|(Weight)

A 0.6 1.60

2| 0.4 1.40

2 2 0.3 1.30

G 0.2 1.20

AEE QS 0 1.00

T B2 E RO FOFS M, 2t ArgAte| B2 TH3at 20| ALECt:

User’s Weight
User Reward = ~ TR Res X R (4)
> .—; User;’s Weight
HyperStreak H7LIE2 X|&A{Q! £0{E F{SHD, =7|2H F0

AEXAH =7t E&t= MSsHt.
X @lste S AA=AC

—

£fofst
Ol= QlME[E HES %OH StolmH2|Ql ZR2EZS| Y7|H X|& 7tsdE

F7t = (Additional Resources)

o SIOJH2|QI YT S 2T AHN=

XI= (Resources)
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https://medium.com/@hyperlane_fdn/introducing-hyper-f3846883f1f5

20{%! (Glossary)

00| XM E (Agent)

oozl YO HE = 2|2l 5t0|me| 2l A0tE ﬁEEﬁE é*EH% 9 M= QX2 F=H|CH Of Al of 0]
E == A3XH(Validators)et 22{0]0{(Relayer)7t

Aggregation ISM

Aggregation ISM2 Ct=2| ISMZ2E HotS E7|(aggregate)st= QB2 HOt 2E RS2
EH QIEHQ tIAIX|0f| CH3H n7H & m7H2] ISM AEE Q+8Ht.

)

M2 EQIE (Checkpoint)

HIAERIEE %’éﬁ A2l Mailbox && 012 E2| &0l thEst= (merkle root, index) && 2[0[st
Ct ASXO| M I ZIE ME2 Multisig ISMO|AM A EICE.

EtH |2l (Collateral chain)

Hyperlane Warp Route0i|A], EIE EZ0| 9/ Z 2t2E0| O X| == XIS 2|0|6tCt,

Et5 E3 (Collateral token)

Hyperlane Warp Route0l| M, 17 g ®|2loj| 2iE E2S Mdst7| /s EHE M 2lo)| oX| == EZ2
£ 2|0|tt.

7|2 ISM (Default ISM)

AR [SME XH6H 2 E2 4 HAIXE dEsh= ol A8El= 2lEF[Q 2oF Z=0]Ct.

0|2l (Domain)
EX™ A OIS AlHGH= 18 AlHXIZ 50|20l T2 EZ0| HA|X|e] EX|QF 2XX|E BICish= O AFRE
OI_|

Ct EVM HM|Ql IDQF 22 & QoL &M T=X|= 40t 22Xl sto|ufgf|el =02l ID S 52 domainss
F

SENSE,

.

OIE{X| 21 A (Interchain accounts, ICA)
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AFEXL7L QIEAM|Ql ADLE ZAEME SEZ £l o Q=S ot= 0|59 ADE ZAEMEL} o
LK

DAO= QIEHQ AHS Safl 24 NN HEMEE AQE = QUCH XIMEH LHES ] tercham
AccountsE #1512}

OIE{H|2! 7}A H|O|OtAE] (Interchain gas paymaster)

EEIH 0 0_"7 HHE_ '— AD|- -| E—|E§, _?_‘IE

HMeloM =HX| &ele| AR HE S ?I8t XS +2feitt
XtMISH LIB2 interchain gas paymentsE & istat.

—

OlE{H|2! 2] (Interchain queries, IQS)

AEXZL QB S 7 258 = = o
E= 2IEAQ! 2|12 A8 B Mo 222 ehE0|Lt E2 TS Tolg &

OlE ZHEYMER = = /&= mailboxe WA QIE X HAIX|E &5t

0| E4l0 (Middleware)

HIAX|E &4l JHHRLE API% L &Eol= AOIE HEEL} 7|9 X= mailboxet 21X AS %5t
= 4l O] APIE At&st= Z40| HEHEICE o|A| O|S%0{0fl= interchain-accounts-ica®t
interchain-queries-igs?t ULCt.

Multisig ISM

Multisig ISM2 £H ¢
Hot B=90[ 5t RFO0|C,

ﬂIIO
_o'g
rr
o
m
i
o

IEA| Q! HIAIXIE B3| 2l nH & mE 2| ASAL MY

mo|Me|A 84S 28M (Permissionless
Interoperability)
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SHO| 2] Q2 F=Lt OFE X|2I(2{0]01 1, 2, WIS S)0 = HiZEE = A0, T X|210] 5t0]|m{2{| 210
HiZE CHE % H|elnt plgs| SLlst=S ottt oto[m2Ql Z2EZ O JHYe HA4|IE Ho[de|A 5=
|2l 20

= orCh. o
2/0] Ol 7| 2to| H= St H|QIS ‘PT A|QP0[2t1 SHrt

212{|0]0{ (Relayer)

212010 82 #0104 SX47| IO BIAIX|E Herof sfolmaiel ofo|HECt Zafololi Mzie
LoJtglon, F AL L2oloj2 SYE 4 UL,

0|I

Routing ISM

Routing ISM2 HEE[= HIA[X|0f] ) M= CHE ISMO]| 9| ish= 2IE{X|91 &2
S0, HIA[X|2] f=2 H|elof w2t CHE ISMS A8 e 4= ATt

02
H
N
30
gt
°
u]
=2
M

ghA ®| ol (Synthetic chain)
Hyr

perlane Warp RouteOf|A, 2f& EZ0| &ali=|= H|Ql2 2|0[stCt, o] 2HE EZ2 EE & 2lof A

(RAE ClH E3O2 EPEQ}Elq

ZHEX} (Validator)

ASKHE fE | lo M MSE HAIX|S Q15 (attest)sH= 5H0]T2|Q1 of o] MECt Multisig ISM2 4
L HAIX] HotS HIS5t7| 9l AEA MES AFEEHCL

Hyperlane Warp Route

Hyperlane Warp Routes= EZ E2|Z 70| CHSt 5t0|me||Qle] M2 22, OfH ERC20 FAF XHAt
O|= 50|12 Sl HO|M QI0| = X[l 2= M&S 4= Q7| §iCt. HVDerlane Warp Route Hf
I s Zhaste)

XE 2= =2 (Frequently Asked
Questions)

oldt X2 (General Questions)
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sfojmiz]| 2lofzt
OjdeE|A &=
Eof| M= Lt

o
-
=
—

sto|Ha|olS AlR 5}
ETO1|71| oS ®@stct,

rI
i
r_o

| WX O OfF 0| Q=712 sto|mle 222l U dApp WXt
*%% 0 A4 sfolafefel . stolf2felo] sfmel e el 2
EHO! e

)
%E‘ |o| 7t QJE%L oS x| 250

= W
)
Shi= MRl M o ZE|AH 0| Mt s AtES %UZL

>

Abacus Workszt 291217}? Abacus Works= 510| 2|9 T2 Eof £t0{5H= 2l B=l0|C}, 0|~
HAI21F MZEA0A Abacusol| CHEF A1Z2 & 4= ULCE 510|112 2022E 7HS AbacusA
Hyperlane2 2 2|=21Z34Ct,

fujo

stolmjg|elo =2 RS &8 4 AET}? 50| 2| Q1o| HA|E OIE{H[0|AE dApp HEXIZF M2 CHE A
Qlo| ADIE ZAEZME 7t QIO| HIO|EE HEE &~ Q7| SiCt 0|2 S5l 012 M|Qlof 22! QAUE{H|QI o Z2|AH|

O|MZ OhS == QIO JZ2 7| el ofo|mHe|Q! o] F=FEl A XM= ofE2|AH0|ME M Eat: *
Hyperlane Warp Routes (HWR): AFEXI7F EES §t M0 CHE QIS Z 0|SE 4= QUA| SHCL
* Intercham Accounts Af X7t QI A[Ql &t S E S 3T 4~ | SiCh. * Interchain

HHettelel, 22| Eo] slo|mH|2IOR oA WEE QLI 0 FAQS 21 UCHH 00| M 52 2
o2, BE8 AIRFOIC 78 5 o|20| 42 4 U0, 21 70| EetERICE sfojmiziel AR

el
Discordoll &sict, H2n} njsHe XE 2= s usel date 0t

71& E2 (Technical Questions)

A& (Messaging)

S10|T{2PI01A] HIAIRIZ: HiLE S0t0] LOILE=TE? XtMI3t LHE S sendet receive HOIXIS B2,

112!
QOFstH: 1. 01 Z2(AH|0|MO| °JEI|°|°| dispatch() &+E $5501 HAIX|E Mailbox?2| H{Z Ez|
Ooff &FUBICE. 2. ot0[m 2|l Zef|0]0{ 7t C|ATHX|El HA|X|E 2HEFetn =AXte| QI Al 2ot DE(ISM)
= ¢/ot HIEICO|HE F-dstCt. 3. 22007t Mailbox. process()giéom HIA|X|E AKXl A|
HERIT,. 4. Mailbox7t #=4Xte] ISM2 2 HIAIX|E HEet F recipient.handle()E 2&510]
x

HAIX|E MBI

HLH HlA|X|Q] AEHE o2 &tolIst 4= LE? Hyperlane Message ExplorerQ| A of FaLt E24
M SHA|E 20 H o™ sk HIA|X|2] MEHR} 0|2 S &Holat 4~ QICH HA|X| M&0| Mgt AL ol F=H
S &t 2F HAIX|IZF ZAIEICE XM LHE2 Explorer Debuggings &1st2t.
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https://discord.gg/hyperlane
https://explorer.hyperlane.xyz/

stolmiz||QlollA 2IEIXIQl HIAIX|E BiCH= Zi0] MAZH HE-2Xt M&S o|n|5tLt? ofL|Ct. 5to|m{2| 2!
ME CHE H|QIe| ADE HEMETL HSEES £ QIS A E Z2ESO0|CL 017N HIAIX| HE2 A
7t PoP = ElAE HA|X|7} OfL|2t ADIE ZAEZHE 71 10| HIO|E M&S |05t} ZHE! AR AtE|of]
XMTP, Push, OrbisE 112{5t2},

o rjo

rr

sto|mz||ole E2 Ha|X|Q17}? Het5|= ofL|Ct, 5t0|a|Ql2 E2X|Q! 7 EAS M55 5He HE o
AKX HE(GMP) Z2EZ0|C EZ H2|X[= of0|mH2[Ql 20| +FE 4 U= H2 0iZ2[7H0|M R &
StLI #O|Ct,

Bl = (Deployment)

sto|m| 12 ofC|of| W= E|0] QULE? AT HYZ SE2 HEME FA H|O|X|0l|A &elg 4= QlCt.

2 ZFH| (Advanced Topics)

SLO| {212 OfEA Eoto] BEEILE? 50| T2l QIEjHol ot BE(ISM)2 SHX|0fX|= BEa| 1
OF AEHO 2 HISEIC) JHURH AFE 715 ISME TAISHZLE M2 ZEtst7LE, ofZ2l70]8 70] 2t
HAH ISME BIS 4 /T DE2| Hot Ha2 510|H2{elo] £[4] Hot DE HHS X4Xo= Yotsts

stojmz|ol2 AEXI7H Y Yol £t 2ASILE? ASXL = QIEF|Q 2ot BE(ISM) F-of what g2t
ZIct 7|2 ISM2 8 dSXA MES AE3IHH, AL, 28Xt T4 S| MR FE = 07[ofM &elg
UCE.

HAIX] REMS oA BEBILE? sto|m2f|elo] MAIX] Eo2 ISM TAJ0l| ola AL EICt 7[2XM o= o
AXl= 712 ISMe| 4B X MEO)| 2|FSHH, @E4(quorum) MBS A} F5| ES2 54t &4
Of 25t HA[X] Eorof| Fefol AS == UXITE, JHER= KA ISME 5101 OiZS2(AH|0[4d 2+10f &

% o Yot mot DES MR 4 Uk,

2 80l0| SojL}? sixf=

-

(@)
O ZO0tLX| g4=Ct. CH2t = XX 7'<1|°._|9| hand le &+E 7{AE{0I0|=35104 O] 7[5 % %37}5; == ALt XpA|

LS —

ot Li&2 handle &£ &5t}

2H OIRHI2E HIAIX| IDE 2 E2|of| XF5ILE? otRHI2 = HAIX] ID

SHOZ FAASTY = AL 0|2 Sl ASA = M2 HYE HAXIE iFé| %.*Xléh_'_ MES 4= T

rIJIrIJ
ruLu
Im
é
Ral
0>-|
ol
-0
=
Rl
A
I

AEX7t 2l MerkleTreeHook.latestCheckpoint ()& &&5iL}?
MerkleTreeHook. latestCheckpoint () &4+E At ME2 EHHY
TEESiTE, O] 23 HI7LIE 20| 23Xt oA ER|E wEe 2 §l0| SA| M HAIX] MBS AR

=)

= O 1
A O

== RUCH

7{7LIE| & 7|0 (Community & Contributions)
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https://xmtp.org/
https://push.org/
https://useorbis.com/
https://github.com/hyperlane-xyz/hyperlane-monorepo/blob/5e9b8ba7ab0f54e92b3cf32806fae95eb23ad0f8/solidity/contracts/hooks/MerkleTreeHook.sol#L49

o|E 2|2l F{SL|E|of| of@A| £0i5IL}? Discordol| 21045t L} TwitterE L2 R35t2}, QIE{A|Q12| O|2H

=0t eRier BHHOI FHRLIEIS B 4 AL

un Sk

stolmzf| 2lollA 25ta 4IC. X

8 2= ofC|of|M ELE? 0{7]0f|M @Z ZX|MS &Qlstat,

X

O] 2 7HAM0ofl ofEA 71048t 4= QILt? docs MEA0 =17 PRS &L £8E 4= AUCk

o L
x| EE A

|8l =
o Elo| %3

22 ofC]oflM & 4 SILF? 50|zl Discordo M XIS oLt AR 4 SUct HRLE]
MO 2 L fFCY

ZtAH Audits)

sto|m2f|ol 20254 27| Hot ZEAL (Hyperlane Q2 2025 Security Audit)
P=(Original)

HyperToken ZAl (HyperToken Audit)
2 (Original)

Yield Routes ZHA} (Yield Routes Audit)
2 Z(Original)

Compound Staker Rewards ZHAl (Compound Staker Rewards Audit)
#=(Original),

USDT ZAL (USDT Audit)

=2 (Original)

CCIP &AL v5.12.0

2 (Original)

Hook % ISM Z¥A} (Hook and ISM Audit)
O]2{(Mirror)

Z2EE v3 ZAl (Protocol v3 Audit)

P=(Original)
0|2 (Mirror)
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https://discord.gg/hyperlane
https://x.com/hyperlane
https://jobs.lever.co/Hyperlane
https://github.com/hyperlane-xyz/v3-docs
https://discord.com/invite/hyperlane
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/ChainLight_Hyperlane_2Q_2025_Security_Audit_v1.0.pdf?raw=true
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/ChainLight_Hyperlane_HyperToken_Security_Audit_v1.0.pdf?raw=true
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/ChainLight_Hyperlane_PR_5752_5757_Security_Audit_v1.0.pdf?raw=true
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/Offbeat_Security_Hyperlane_Compound_Staker_Rewards.pdf?raw=true
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/ChainSecurity_Hyperlane_Superchain_USDT_audit_draft.pdf?raw=true
https://github.com/hyperlane-xyz/hyperlane-monorepo/releases/tag/%40hyperlane-xyz%2Fcore%405.12.0
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/ChainLight_Hyperlane_CCIP_Warp_Route_Security_Audit_v1.1.pdf?raw=true
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/chainlight-v3.1-protocol-audit.pdf?raw=true
https://github.com/trailofbits/publications/blob/master/reviews/2023-09-hyperlane-securityreview.pdf
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/hyperlane-v3-protocol-audit.pdf?raw=true

Z2EE v2 ZHA (Protocol v2 Audit)

P=(Original)
O]2{(Mirror)

Z2EE vl ZHAH (Protocol v1 Audit)

$=(Original)
O]2{(Mirror)

Sealevel Z2E & ZtAl (Sealevel Protocol Audit)

P=(Original)
Oj2{(Mirror)

Sealevel ZAl - Sherlock (Sealevel Audit - Sherlock)
#=Z(Qriginal)

CosmWasm ZE2E & ZIAl (CosmWasm Protocol Audit)

2A=(0Original),
O]2{(Mirror)

Starknet Z2E & ZtAl (Starknet Protocol Audit)
#=(Original),
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https://audits.hacken.io/hyperlane/sca-hyperlane-interchain-message-service-apr2023/
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/hyperlane-v2-protocol-audit.pdf?raw=true
https://www.fyeo.io/post/fyeo-security-assessment-of-the-hyperlane-formerly-abacus-smart-contracts-in-august-2022
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/hyperlane-v1-protocol-audit.pdf?raw=true
https://github.com/sec3-service/reports/blob/master/reports/sec3_hyperlane-sealevel.pdf
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/sealevel-hyperlane-audit.pdf?raw=true
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/sealeval-audit-hyperlane-20250327.pdf?raw=true
https://github.com/oak-security/audit-reports/blob/main/Hyperlane/2024-02-13%20Audit%20Report%20-%20cw-hyperlane%20v1.0.pdf
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/cw-hyperlane-audit.pdf?raw=true
https://github.com/hyperlane-xyz/v4-docs/blob/main/assets/starknet-hyperlane-audit-draft.pdf?raw=true

	하이퍼레인(Hyperlane)
	소개
	프로토콜 개요
	프로토콜
	일반 메시지 전송
	메일박스 (Mailbox)
	인터페이스
	메시지 헤더
	고유성 (Uniqueness)
	재전송 방지 (Replay Protection)

	디스패치 (Dispatch)
	프로세스 (Process)

	전송 수수료 (Transfer Fees)
	수수료 추정 (Fee Estimation)
	수수료 토큰 고려사항 (Fee Token Considerations)


	인터체인 가스 지불 (Interchain Gas Payments)
	인터체인 가스 지불 프로세스 (Interchain Gas Payment Process)
	InterchainGasPaymaster
	인터체인 가스 지불 계산 (Interchain Gas Payment Calculation)

	신뢰 가정 (Trust Assumptions)
	추가 학습 (Learn More)

	모듈형 보안 (Modular Security)
	ISM 개요 (ISM Overview)
	핵심 개념 (Core Concepts)
	기본 ISM vs 커스텀 ISM (Default vs Custom ISM)
	구성 (Configure)
	조합 (Compose)
	맞춤 (Customize)



	시퀀스 다이어그램 (Sequence Diagram)
	개요 (Overview)
	시퀀스 다이어그램 (Sequence Diagram)
	작동 방식 (How It Works)

	ISM 마켓플레이스 (ISM Marketplace)
	표준 ISM (Standard ISMs)
	커뮤니티 ISM (Community ISMs)

	나만의 ISM 만들기 (Create Your Own ISM)
	ISM 인터페이스 (ISM Interface)
	Verify
	매개변수 (Parameters)

	모듈 유형 (Module Type)

	경제적 보안 (Economic Security)
	개요 (Overview)
	검증 가능한 사기 증명 (Verifiable Fraud Proofs)

	하이퍼레인 AVS (Hyperlane AVS)
	아키텍처 (Architecture)
	IRemoteChallenger
	등록 워크플로 (Workflow for Registering)
	등록 해제 워크플로 (Workflow for Deregistering)
	스테이킹 워크플로 (Workflow for Staking)
	슬래싱 워크플로 (Workflow for Slashing)
	컨트랙트 배포 (Contract Deployment)
	Ethereum
	Holesky


	하이퍼레인 에이전트 (Hyperlane Agents)
	개요 (Overview)
	검증자 (Validators)
	자세한 설명 (In more detail)
	Multisig ISM 선행 조건 (Prerequisites)
	AVS 운영자 선행 조건 (AVS Operator Prerequisites)

	아키텍처 (Architecture)
	인덱서 (The Indexer)
	체크포인트 서브미터 (The Checkpoint Submitter)
	라이브니스 영향 (Liveness implications)
	기본 ISM 검증자 (Default ISM Validators)


	릴레이어 (Relayer)
	릴레이어 인센티브 (Relayer Incentives)
	릴레이어 운영 (Operating a Relayer)
	자세한 설명 (In more detail)
	인덱서 (The Indexer)
	서브미터 (The Submitter)
	재시도 전략 (Retry Strategy)


	HYPER 및 프로토콜 경제 (HYPER and Protocol Economics)
	하이퍼레인 프로토콜 경제 (Hyperlane Protocol Economics)
	HYPER 토큰 개요 (HYPER Token Overview)
	HYPER
	stHYPER
	HYPER vs. stHYPER

	스테이킹 (Staking)
	스테이킹 작동 방식 (How Staking Works)
	경제적 보안 할당 (Economic Security Allocation)

	하이퍼레인 검증자 선정 및 등록 (Hyperlane Validator Selection and Registration)
	검증자 선정 과정 (Selection Process)
	Symbiotic 운영자 등록 및 옵트인 (Registering as a Symbiotic Operator and Opting In)
	운영자 등록 (Operator Registration)
	메타데이터 제출 (Metadata Submission)
	하이퍼레인 네트워크 및 Vault 옵트인 (Opting into Hyperlane's Network and Vault)

	하이퍼레인 기본 ISM 참여 (Joining Hyperlane’s Default ISM)

	슬래싱 (Slashing)
	사기 및 온체인 사기 귀속 (Fraud and Onchain Fraud Attribution)
	슬래싱 페널티 및 절차 (Slashing Penalties and Process)

	보상 (Rewards)
	스테이커 보상 (Staker Rewards)
	검증자 보상 (Validator Rewards)
	확장 보상 (Expansion Rewards)
	스트릭 보너스: 하이퍼스트릭 (Streak Multiplier: HyperStreak)
	HyperStreak란 무엇인가?
	작동 방식 (How it works)
	보상 분배 및 할당 (Reward Distribution & Allocation)


	추가 자료 (Additional Resources)

	자료 (Resources)
	용어집 (Glossary)
	에이전트 (Agent)
	Aggregation ISM
	체크포인트 (Checkpoint)
	담보 체인 (Collateral chain)
	담보 토큰 (Collateral token)
	기본 ISM (Default ISM)
	도메인 (Domain)
	인터체인 계정 (Interchain accounts, ICA)
	인터체인 가스 페이마스터 (Interchain gas paymaster)
	인터체인 쿼리 (Interchain queries, IQS)
	인터체인 보안 모듈 (Interchain Security Module, ISM)​
	Mailbox
	미들웨어 (Middleware)​
	Multisig ISM
	퍼미션리스 상호운용성 (Permissionless Interoperability)​
	릴레이어 (Relayer)
	Routing ISM
	합성 체인 (Synthetic chain)
	검증자 (Validator)
	Hyperlane Warp Route

	자주 묻는 질문 (Frequently Asked Questions)
	일반 질문 (General Questions)
	기술 질문 (Technical Questions)
	메시징 (Messaging)
	배포 (Deployment)
	고급 주제 (Advanced Topics)

	커뮤니티 & 기여 (Community & Contributions)​

	감사(Audits)
	하이퍼레인 2025년 2분기 보안 감사 (Hyperlane Q2 2025 Security Audit)
	HyperToken 감사 (HyperToken Audit)
	Yield Routes 감사 (Yield Routes Audit)
	Compound Staker Rewards 감사 (Compound Staker Rewards Audit)
	USDT 감사 (USDT Audit)
	CCIP 감사 v5.12.0
	Hook 및 ISM 감사 (Hook and ISM Audit)
	프로토콜 v3 감사 (Protocol v3 Audit)
	프로토콜 v2 감사 (Protocol v2 Audit)
	프로토콜 v1 감사 (Protocol v1 Audit)
	Sealevel 프로토콜 감사 (Sealevel Protocol Audit)
	Sealevel 감사 - Sherlock (Sealevel Audit - Sherlock)
	CosmWasm 프로토콜 감사 (CosmWasm Protocol Audit)
	Starknet 프로토콜 감사 (Starknet Protocol Audit)


