1t A 0l(Filecoin)

S5 IS O/ @A} CIXIEIRIM 212 &S Ha|spH &olg = Y= S

L= T A
Ftz 31802 H9El 210/0f, £X} AR5 S5O 2 55 YLLICh

LT = —1 —1— LS H
T Lfg0| Hefoix %S + Yo0Z Het Bt £52 PlafAls
222 & ASIAZ{L} B2 B T 0| 22l51A|7] HIEALICH
SLITE sy HolE LIS DAY % FEES BEIX| YT,
M B Bl ofst EXF ol cistof Ol Mgl XA g
S} A2 EXIRI|H AL ELIC

1. M2

Filecoin2 Proof-of-SpacetimeO|2t £2|= MER HEf2| TYH LA AIE5l= ZE2EEE EZCE,
OlOo|E MEE lst= MZAS0| Qs E50| MHEl= E=XQ! 20l LSEICE Filecoin Z2EE2
th 2K (coordinator)ol| 2| ESHXA| = FEA QI AEZ|X| HZXIS2| HEY{IE Sal tlo|E XME

n =
noox

[—]
2 AM MHIAE M|SotH, O LT &= Ch3ak 20k
(1) 22I0|HE = H|0|HE K&t ZMsEY| 2fsl| H|ES X|=5t1,
(2) AEE|X| =XH(Storage Miner)= X& 3712 HSHEN EZS 2551,

(3) M ®ZXHRetrieval Miner)= HIO|EHE HE&o 2 ESS &S5}

1.17|2Fd 24

Filecoin Z2E=2 CHS U| 71X &A1H 1M @4 [0 LS EICE:

1. 25Ut AE2|X| | EQ|3(Decentralized Storage Network, DSN):
ST AEL(X| MSAS2 HERZIME R HM MH|AS MY £ ALF ot= FHSIE H|
AIBHCH &M M H), 0|F 4&0|M Filecoin Z2EZS QIMIE|ET} HO{g| 0, ZIAE Bt 4= QI
o, Z4E 7t58t DSN £RZEM HA|SHH.

2. 819l X% ZY(Novel Proofs-of-Storage):
= 7HXI M2 X/& ZZ(Proofs-of-Storage) S MAISCH3E M MF):
(1) Proof-of -Replication2 A E2|X| MISX7+ HIO|HE AHLRe| D7t MEE 2| XME
20| Zx(replication) }SS SHE = ULE SiCt D5 S| AH2S ZHSCEN HBXH=
SHAL SYst K& 37Hof| 03 A2 E 55 M&(deduplication)stX| 2USS ele 4~ QUL
(2) Proof-of-Spacetime2 AEE|X| MSAF LA 7|2t SO HO|HE X&EX 2
Y AT E SICL

3. AZ 7ts8t AlE(Verifiable Markets):

HU
Rl
oA
l
0|0
fjo
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& @3 (storage request)at AM @3 (retrieval request)2 Filecoin HIES 37}t 2G5t
il EFEUSHE AT Thstt AIZO|M FE(order) 22 REIZSHH MMM MH). HS 7ts
FAIRE MH|ATE SHEEA| MSEIIS WEF 257t O| RHX| =5 HESICE 2= M2ZAtR 22t
O|HET} ZtZt ME 2 AM =22 NES 2 = AE2/X OFZH(Storage Market) =t 2[E2|Z Of
Zl(Retrieval Market) S HM|A|SHCE.
4. 8% =Y S (Useful Proof-of-Work):
Proof-of-Spacetimeg 7|9t2 2 §t K88t 22/ ZZ(Proof-of-Work) 2 T#45t= W2 |
A5t Ol §tel =2 EZ(consensus protocol)oflM AtEE 4~ QICt MEIXE2 =
7| 2l Xl Attg it Tt glon], il HES{Z LHoi|AM H|0|& E XMZ&tslof

12=52ES 2

o Filecoin ZZEZ2 222! 20 ?:E 523l AEE|X] HEQF(Decentralized Storage
Network, DSN) =2, 1195t EZS ALESIC} 220[AE &= HI0|EE XZet ZMs57| 2|sH
EZE XEstH, AMZXt= H0|EHE IP‘%E HIZe=n EZS &S5

 Filecoin DSN2 M& &0t AM @3 212F = J19| ZZ 7f58t A& (verifiable markets)
— &, 2E2/X] 0FZl(Storage Market) 1t 2/E2/<4 OfZi(Retrieval Market) — € &3l X2|st
Ct Z2I0IAEL}t M=ZAts QEE MH|ALL MBS El= MH|AS| 7HAS HH-SHL, siE 28 AIE0
H|=stCt,

o O] A|ES2 Filecoin HEH30]| 2l 2P =0, HIE®/ 3= Proof-of-Spacetime=t Proof-
of-ReplicationE AE310] M=ZX7F XMESH | 2 of &6t U0 E XM= SHIEAH MEMSS
Sgiuty

o OIX[YOZ i=ZAS2 7|2 2FHQ ME22 =5 Hdoix Fojg 4= Art. T2 =5 HJoi|
of MzAte] JekH2 HIERIA LHoM & ALE S MY 32| A7|of H]=ettt

|= S8 A83%t Filecoin ZEEZ2| 72k = 121 10|, J2|10 E2t0|HEL} x|
ZAt 2 ASEEZ AIAHo 2 HO{F = AH = O8] 20f HA|Z|0] QUCE,

O ==2| LIHX| 42 Otz &Lt
20| M= O|2& DSN H|A|2| He|et 27ArFS HA[SHCL.

3%l M= Proof-of-Replicationt Proof-of-Spacetime ZT2EZ2| 242 =25t 1 o &
THZOI A Z HAIGHCE, O] & 71X Z2EZ2 Filecoin LA G|O|E{ 7} H|2tEl

E RS2 dSMoE HAESH| fls AFEEICE

4E0iIM= Filecoin DSN2| 13X #1342 CHR0, HIO|E 1=, Z2EF, J2|10 HOIX| 2o 424

= dgslrh

&M= &S 7tset Al& (Verifiable Markets) 2| 7HE1t 1 718x||2) AE2|X| O & 2|E2|H 02

60 M= M=K HERA 7|01 Esta Botst7| f/et Proof—of—Spacetime TZEZOAE
=X MRS Yo, Ol= =X

|_E—|
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7&0| M= Filecoin L A0LE ZIE2HE(Smart Contracts) 2| 7HRE 7H2ks| AHESHCY,
0|2 o =) 820 &= oA Eiskof| CHal =25t A28 W=t

Fllecoln Protocol Sketch

Network
at each epoch t in the ledger £:

1. for each new block:
(a) check if the block is in the valid format
) check if all transactions are valid
) check if all orders are valid
) check if all proofs are valid
) check if all pledges are valid
) discard block, if any of the above fails
2. for each new order O introduced in ¢
(a) add O to the Storage Market's orderbook.
(b) if @ is a bid: lock O.funds
(c) if O is an ask: lock O.space
(d) if @ is a deal: run Put.AssignOrders
3. for each © in the Storage Market’s orderbook:
(a) check if O has expired (or canceled):
¢ remove O from the orderbook

ONIONCH

—_
-

¢ return unspent O.funds
e free (.space from AllocTable
(b) if O is a deal, check if the expected proofs

exist by running Manage.RepairOrders:

¢ if one missing, penalize the M’'s pledge
collateral

¢ if proofs are missing for more than Agfuk
epochs, cancel order and re-introduce it
to the market

¢ if the piece cannot be retrieved and re-
constructed from the network, cancel or-
der and re-fund the client
Cllent
at any time:
1. submit new storage orders via Put.AddOrders
(a) find matching orders via Put.MatchOrders
(b) send file to the matched miner M
2. submit new retrieval orders via Get.AddOrders
(a) find matching orders via Get.MatchOrders
(b) create a payment channel with M

on receiving Oy from Storage Miners M

1. sign Ogy
2. submit the signed Odal to the blockchain via
Put. AddOrders

on receiving (p,) from Retrieval Miners M:

1. verify that (p,) is valid and it was requested
2. send a micropayment to M

12l 1: Filecoin Z2E = 7HEfE.

Storage Mine
at any time:
1. renew expired pledges via Manage.PledgeSector

2. pledge new storage via Manage.PledgeSector
3. submit a new ask order via Put. AddOrder

at each epoch t:

1. for each O, in the orderbook:
(a) find matched orders via Put.MatchOrders
(b) start a new deal by contacting the matching

client
2. for each sector pledged:
(a) generate proof of storage via

Manage.ProveSector
(b) if time to post the proof (every Apuef
epochs), submit it to the blockchain

on receiving piece p from client C:

1. check if the piece is of the size specified in the
order Opgy

2. create Ogal and sign it and send it to C

3. store the piece in a sector

4. if the sector is full, run Manage.SealSector

Retrleval Mine
at any time:
1. gossip ask orders to the network
2. listen to bid orders from the network
on retrieval request from C:
1. start payment channel with C
2. split data in multiple parts
3. only send parts if payments are received
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Order Matching Settlement

Storage
Market A Y
e @
® s % ° - - -
Y
Y
A |
Yy
(Ddeal) 1, ¢ —
A Y p&yment'@
Orderbook v
Filecoin _
Transactions | = - e 1<
Blockchain
Allocation l
Table
A
Y
Incremental |
C 3 v * mlvc Tr e e ¢ ;
Obid Owlnd & )
Retrieval v A A Y ATATLY
Market
(Off Chain) @ |Ossk|  [[Ddeal) vy B g ﬂ 9
M Orders gossiped Data sent Clatm
off-chaln In parts micropayments
@ = ; Lock storage ()M Signed by M
o @ Transfer filecoin +»+ Send
Miner Client Piece of data - Query
(D  Order

J_l_|- E|EE_|I:H |:|p4|0 2zt 2 =
Matching) &[0l A 9%5—.’59 7"7(1I(Settlement) Ef?#li Nk 5._“1. aMs elst
(micropayment)7t $3&

(lock) S0{of &tofl &

ofstct.
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2. &t EUSt AEL|X| HEQA
(Decentralized Storage Network)<2]

ele EE5Yst AE2IX] H/EQF(Decentralized Storage Network, 0|5} DSN) M 2| 7HE2 K|

DSN2 03] S2&l AE2|X| MSXAE0| MSsh= ME 37t2 T (aggregate)sto], 22H0|AE0A|
1M MH|AE XHEHM o2 XF(self-coordinate)stt HSEict.

=0 len M2(eh 4~ Qe M3AZF HRSHK] AT &) A|AHIS] obdst 2H2 2t

24 1 ASsH= ZEESS Soff FdECL

DSN2 A|AHIC] @ALE 0| 2} Byzantine &2|(Byzantine Agreement), 7t Z2EZ(gossip

protocols), CRDTs & Ctfst 28 Fekg Atge & QICh

0|F 4Z0|M R2|&= Filecoin DSNQ| &M QI X E H|A|SHC

4l
o
i
Rl
0

g
]
o
m
D\I

Hol2.1
DSN MA [T= AE2|X| MSXtet 22I0|HET} Motz T2REZS| FEE Ho|EICH
SS(\text{Put, Get, Manage})SS$

e Put(data) — key: 22I0|ME&= Put Z2EEZ2 M&ct0] H|0|HE 17 A&}t key stof| A&
(store) StC},

* Get(key) — data: 22I0|¢E= Get ZREESS &
M(retrieve) SHCt.

o°I"

510 keyE &3l oM MY HOIHE &

« Manage(): Z0iX} | 3= Manage Z2E 28 3l 7t8 MY S22 MO5t, MSAe| A
H|AZ ZHAH audit)sto %gl JHsgt @22 2 (repair)siCt. Manage Z2EZ22 AE2|X| K|

SIS0 ©j3) T2 A, TR 22H0[eIELt 2K} HIEY|0} | AR,

DSN A 1= Hlo|e £Z4(data integrity) It HIO|E| ZM J}5(retrievability) S E&al0f of
0, O|F Hoi|M M2l H2|(management) X K& (storage) 2LFE o1& 4= U0{OF SHLY.

2.1 20l 5|2 (Fault tolerance)

2.1.1 £t2| &ol(Management faults)
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2| Zoll= Manage TEEZ0]| #0{5t= =501 2la Pst= HIZHEI(Byzantine) &oiE Mol E
Ct.

DSN HA = 7[2H o 2 AI235H= Manage Z2EZ2| &off 5|24 (fault tolerance)ol| 2| =3tct.
0|25t 22| ZtoHof| CHSt 518 70| [et=|H A|ABIS| WEM(liveness)2t 2t M (safety)0| #l&E
olC}

AN .

O|£ £0{, Manage ZEEZ0| AEZ|X| HZXIE LA
Agreement, BA)E 2+5k= DSN A IIE 112{5tX

O] Z=2EZ0|M HERI= AEZ|X| MSA2RE M ZY(proof of storage)2 =4Ity aiy &Y
o RE-ol Chall &elstr| fIsh BAS ==iSHCt

OtoF BAZF MR L E 4= n & 72| ZOHE SH&ESHCHH, DSN2 f < n/2702 Holi EE 58 == QUCh
O[2{5t 7Fg0] @{Bt=[™ ZEAF IFHO0| &abE 4= UL

tot7| ¢lsff HIZHE! 82| (Byzantine
.

2.1.2 X Zol(Storage faults)

XNE EHoll= 20U ETHH|O|HE AME 4 i ZH== HITHE Foli 2 FolIrt.
%, 2E2|X MIAIF M Z2f(piece)S =45, 2|E2|E AZAIt S =22 HiZS SHshs
ZL0|Ct,

MIEQI put M2 (f, m)-LiZ&t4(tolerant) € 7IEICH D st0Y, Ol= 2= HIO|E{7t m7i2| S&X Q!
AE2|X] HESAt ( 12 m7 S)oll ME=|1, Z|ch f7Hof BT 5 e
OH7HEH = fot m2 T2 EZ Fol0f Wef "efk|, ZR2EZ A= fof mE LFSIAHLE AFEAE A
XHe 4 QA== Put(data) Put(data, f, m) Hel= 2Haret =& QUCH
XZHEl | O|E{of| CHEH Get A& HITIEI AEZ|X| MISAt| 27} f O|2HY AL H S,

O£ S0, 2 2E2|X| MSA7H 2= CIO[EE MYsH=S 27|18 ekt Put Z2EES 12{5HAL
0|42 m=noO|H, f=m -10|Ct
a2iLtgtet f=m - 12l 242 OfL|Ct,
o XA = 27 E=(erasure coding)E AFEE = A2, 2f AE2[X| MSA7tHOE 2] £ F20t
XEret = AA1E & QL.
0] 22 MA m7Hel MSAE & x7h2| MBXIP 2 HIo|HE S 4= 20, ol f=m - x 7+ ElCh

2.2 *M(Propertles)

O] HolM= DSN MA 7t BIEA| SF3H0F 5h= &= 7HX| 7|2 £4& st =, Filecoin DSNO| 7152
2 Q5= 5452 JHI/\IE Ct.

2.2.1 0|0|E| 2£Z M(Data Integrity)
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DSN 7‘“7“ S\PiS7t Hjo/& ‘:'7*':‘4(data integrity) € MEEHC |
s oolEl $d$7t 7| Sk$ stoll MBE o= Put AT, ol AAE o2 HISHel =X}
$\mathcal{A}$ & Get A1840| it AR ol Al#xt SkSoil chsh $d' \neq d$ ¢! H0[EIZ S2jo[of
E7}HOIS0| 2 MEE 4 girt

= =712 T HA

2.2.2 M 75 M(Retrievability)

0| 242 DSN A S\PiSe| Ltha&4(fault-tolerance) 7P 5ol M, HIO|E7t 33X 2 MEEAU
= Z A_I|-I%

T AE2|X| HMBXS0| TRESS A% F4ECIY, S2/0|UETL 23 1 Bl0JEIS HME 4 0loF S
o|njgtet.

2ol 2.3.

DSN || S\PiS7t Z4 7t54& (retrievability) & MEetCHe 2 CHaat 2t

CIOJE{ 7} Ot 7| 5tof| MSHE Put MEE=|ACHH, st 710] CHalf 22F0IAETt SdataSE ZAME 4= QU
= MaEXQl Get Alsio| =X sHC}

2.2.3 7|E} M (Other Properties)

DSN2 £d S& 20| tf2t 7t Sd= ®Mse 4= QL.
Filecoin DSNO| @7st= Ml 71Xl sy £42 37 ZZ 7158 (public verifiability), ZAH 7t54

(auditability), SIME/E é’é*/g(mcentlve—compatlblllty) O|Ct.

I‘lOI 2. 4

DSN H|A| S\PiS7t 871 ZZ 7t&(publicly verifiable) stCH=s 242 CHSE 2|0|$HT

2t dSX QI Put A&Yof| chal, AEE[X| MZAt HES{I7 &Ixf s{ HI0|H 7 ME =] JASS SYste
X1& ZZ(Proof-of-Storage) 2 Mg 4= 2L0{0F Stct,

O] M& 3H2 HIO|E{0of M2e 4~ gl @& 7|8 10 = &85l B X (efficient verifier)= 0|2

AMz|g 2= l0{of BTt

el 2.5.

DSN #|A S\PiS$7t ZiAf 7ks(auditable) StCHe 242 CHEE 2|o|gict:
2 YoM WME|l= ZS k58t 0/% (verifiable trace) 0] X504, O|Z sl OJ2H2| ZHAL A| EF
HO|E{7} AR 262 7|7H =0 HEHE|of 919122 stolat 4 9lo{of

|

el 2.6.

DSN A S\PiS7t o/ME/E FEFE(incentive-compatible) O|2Hs 2 i
AERX| MSKVEAME L AM MH[AS HSXCE NS 2 B4 BEHMAE S ER A
S AR A0, AEZ|X| MSKte| &t M2f(dominant strategy)O| HIO|EHE &5 K&t
= ZolC}

— A .
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3. 27X ZYH(Proof-of-Replication)=}
A|Zt-37t S (Proof-of-Spacetime)

Y0 NESH |2 ofLet HI0[HE &XlZE ME

Filecoin Z2EZ0|M AE2|X| H|ZXH= Xfrlo] H2tZ
5ta1 IS S 20U E0|AH ZSHsHOF STt

AN 2JoM = AE2|X| MBXIt X/E ZZ(Proofs-of -Storage, PoS) 2 ‘4445t0, 0= 5! Ul
EQA(EE 22t0[AE XtA|)ol| ofs ASEICE.

rulru

0| HojM= FilecoinWlM At E|= S4 ZZ(Proof-of-Replication, PoRep) 1t AjZ+- &7t &5
(Proof-of-Spacetime, PoSt) MA S| 24, 71, J2|10 75 QS HYHSHH.

3.1 = Hd(Motivation)

X& ZZ(Proofs-of-Storage, PoS) MA0ll= Provable Data Possession (PDP) 2t Proof-of -
Retrievability (PoR) S0| /Lt
0|52 HIO|E{E MH(SHX SPS)0IAH 2IEISH ALSXHZAB AL SVS)7H e M7t 08 5| B|o|E SDSE
)(17(%%3}_71_ %“qu I:II-EI-I oz 3+0|o+ A O|E§ St f
ArEXtE HIO|HE A L2 2ESHK| 11 iR 28X = H0|H R2E=S A3 = O
EHE Co|E 25 TS MEYSIo, ArgXtete| =8 /8H(challenge/response)
E8f 2EX 23 SY(probabilistic proof of possession)S M5t Y&st 37|9| G

F

Je2{L} PDP %! PoR MAl= YA EH/SH AN L2 H0[HE YA|HMCR HRstn IUS B =
xkéH:}

FilecoinO|M & 2te| A =XVt AN 2 H[0|BE X &otX| 0 Ha 2 H= A2 EX|5H| fla) O 24
st HE0| HRsiTt

O|Z {3l Filecoin2 LI Ml 7HX| 34 R3S 2X|Hof StC}: Sybil 34, e|F 34, 4d 34.

. Sybil S4: 4o|H M=ZA7H 012 Sybil LS d45t0] OtX| Ch=2| SRS MEeh AMEH £0
XN 2= H0|H S T ot Mt MEeh I O B2 ¢S 2o 5k 34,

. 2|-’.<- 2Z{(Outsourcing Attacks): 22| MZXt7t AH| HE %%E o 2 0B E MY

51
7|2 ob45hn, T2 A& FIZAIOAIA CIO[ES w27 Th Q= HHAlo 2 519|2 ok S 0|35t

_T'_7=|
o MM ZZ(Generation Attacks): 2{2|X MZ X7t BiCHSH H|O|E{E XA Ste A FASHK
Oh MANZ2= A2 T2 M2 0|28l H|0|HE ZE oLt E2Mo = MAdst= 54,

—l—

O == 20| 37|7} FFE 0| ELt 2 LHH | 2= X}= Filecoine| 25 E& &E(XME & H

)2 R =2 5= UL
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3.2 24| Z4(Proof-of-Replication)

£4 ZZ(Proof-of -Replication, PoRep) 2 MH(ZEAt SPS)7t £& Hl|0|Ef SDSE Rblgte] 1R
st MEE S2|N MEAH EX(replication) S AEXHASXE SVS)UHA LBE = JULE of=
MZ2 e K& ZZ(Proof-of-Storage) O|Lt.

O] M= A=2t88(interactive) I2EZZ ) ZYXt SP SE
(a) ClIOIEf SDSQ| n7he| E2|Mo 2 SElE SHES XA st
(b) EX/SEt Z2EZ S Sl ABA SVSOIA Az 2= =2x2

STHIEX| YTl HE2 = PoRep2 PoR1t PDP ALt 7HMEl HEZ, Sybil 34, 2| 34, Md 3
HS uix|5ic},
1= O —

Z1: PoRep2| 34 Fa|, £40of tiet oM &9, 22|11 4F A7 = &1 28 [5]E H2E =+ UL

M2l 3.1 (5H 3Y, Proof-of-Replication)
PoRep MAl= E2%{Q! S SPSTHASAE SVSOI|Zl, XtAl0| Ho]E] SDSe| 22|Me = SRE S|
S (replica) SRSS XAt QIS MESH 4 QUL 2 SiCt

PoRep ZZEZR C}32| CHefA|ZH(polynomial -time) ¥12|E S22 Ho| =Lt
SS(\text{Setup, Prove, Verify})SS

e PoRep.Setup$(1A\lambda, D) \toR,S_P,S_VS
017|M SS_PSet SS_ VS= Zt2f ZHX} SPSet 4B X SVS2| A|AE(setup-specific) &7
#2=0]0, S\lambdaS= £t 0i7i¥H4=(security parameter)O|Ct.
PoRep.Setup2 SX|&2 SRS HX5t10, SPS2t SVSZt PoRep.Prove % PoRep.VerifyS
Mliste o Z st YEE MSsict,
L HA M= SYA = H3AIete| 4528 S S5l PoRep.Setups Alttsof & == QALY
» PoRep.Prove(SS_P, R, cS) — S\piAcS
0{7|M ScSE ASAt $VS7 Feslist 2a2| =8 (challenge)O0|td, S\piAcS= SEAZFH|O|E
SDS9| E3 SHl2 SRS H2e + AUSE UBste EH0IC
PoRep.Proves SHAt SPS7H A8t5t0] AE X SVSHAH MEE S S\piAcSE MAsiTt,
« PoRep.Verify($S_V, ¢, \pircS) — ${0, 13$
HEE SHO| QHFEXIE 7*"@&.
PoRep.Verify= ASXt SVS7H Alaliatn]) SPS7H AN Z SX|2 SRSS MEStD U=X|E BHE
SHCY

.3 A|Zt-3 7t SH(Proof-of-Spacetime)

A& ZZ(Proof-of-Storage) MH = ALEX7F AER|X| MISKZF=H A0 KIEHE CIO|HE MX|Z
XMEotl JU=XE =eled o~ A it

JZCHH PoS AAZ 0[&5101 01 LOJE/Zf PF 77 S2f X|LX 2 MHEE 1 YUESE oL S5

= A=k
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XHAAZ R HI22 AFEXZL YHE 7+ (0l Of 20iCH 22 AEZ|X| MSXIof|A BtEXHo 2 =X
(challenge)2 ELi= Z0|C},

J2{Lt Filecoindt 22 A|ABIM = Zf ASEEOM 275= &4 SR 7R HE &= 2l 0|=
AEC|X| MSXVLEEH|Q HER I F7|Ho2 ZYE MESHOF ot= £20|M H=0| EICE

O] ZHIE sliZst7| flsll 22l= ME22 Y Halol Pr f of—Spacetlme (PoSt)% SHCt.
PoStoll M= HEXI7H SYXK(Prover)7t €8 7
Ct.

i3] OFO|C|0l= SYXO||A Che2 Q+15k= 0|k

(1) AlZte] ZoE SHot7| flsl At o2 /& S (Proof-of-Storage) (Filecoin0A= Proof-
of-Replication)2 4 85t1,

(2) OIE WA Z esto] B0 22Xt ZHS Hdst= Aolct

A9l 3.2 (Proof-of-Spacetime)
PoSt M7= 28X ZHA SPS7F ASXE SVSOA SPS7HH0IE SDSE YA 717F StS S0 &6t

retAlZt Lne|Ee] FEE FHECH
SS(\text{Setup, Prove, Verify})SS

e PoSt.Setup(Si1A\lambda, DS) -SS_P,S VS
07|M SS_PSet SS_ VS 22t ZHX} SPSet 2B SVSE st MAE 7| 40|04,
S\lambdaS= ot o7 4=0|C},
PoSt.Setup2 SPSet SVS7t PoSt.Prove 2 PoSt.VerifyE +8ist= o Z2st HHE XSt
Ct.
L2 MAM= S E= H3Aete] 45280] Hee 4= QUL

» PoSt.Prove($S_P,D,c t$)—>$\P1/\c$
017|M Sc$= A=Kt $V$7 ratist 22k2| =X (challenge)0|dd, S\piAcSE SR LH 7|

ZH StS SOt HlolE SDSOf| et 4= ASS eBst= S710|ct
PoSt.Prove= ZHX} SPS7| M350 Z4S X SVSOIIZ| HEE S S\piAcSE MAMSiCE
e PoSt.Verify(SS_V, ¢, t, \piAcS) — S${o, 1}S

siief SZ0| SHIEXIS &eleitt.

PoSt.Verify= AZAt SVS7+ A&Hstn{, SPS7H 011 7|7k StS S¢QHH|0|Ef SDSE AXMZE MY
X2 5,

AN — = OO

3.4 22X PoRep U PoSt 7181

2|z ME[E 4 Q= M3AILE S~ SHEQU00f] 2ESHA| 41, 7|E AARI0| B2 7Hs5H A EX 0
PoRep & PoSt 71201 £t&10] ULt

22|= [5]0M MAIE Seal /2t Proof-of -Replication #XZ xHEHS}
2l5H Setup THAOAM O =2l &=XHA A4t 22l SealS +==isH{Of St
PoRepdt PoSte| Z2EZ 7HR= I8 401, PoSte| 3F tHA| L A HIZ{LIE2 O & 30/ =AISHz[0f

0, 0] ]

rlo
I
=
[
mjo
O>—
0x
ol
N
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&& K& sl Al(Collision-resistant hashing):

2l= 5= Mg Al &< SCRH: {0,1}A* \to {0,1}A{O(\lambda) }SE AtESICE,

Lot ZXES ofe] RECR 28E 2 0|7 EE|E #dsta, MFX 2= CRHE X&510] REE
£35t= 5= M allA| &4 MerkleCRHE AtE3LCE

zk-SNARKs:

PoRepzt PoSte| &84 7512 PX|A| HICHS} 744 X|4] =F(Succinct Non-interactive
ARguments of Knowledge, zk-SNARKs)0f| 2| =5tr,

zk-SNARKse= 7FZ4(succinctness) £ 7HX 22 SHO0| 04 #11 Z430| tH=Ct,
%*'”OE_ NP 2104 SLS2} o]oj chst EH 3|2 (decision circuit) SCS7t QUL kX

= .
£ M3xh= 2ald 2E(setup) S +~A5H0| F 702 37 71, = Y 7| pket S

ot
—|> _l
r

o
| pkE AL85HH ME[E 4= gl ZYXIE XHAI0| MEISHOIAEIA SxSOofl Cha Sx \in LS
F

587

S UBst= 59 S\pisE dug + Ut

0| Hlchstsd £ S\piSE FA/4/(zero-knowledge) 0|0 SA|0f| X/4/ ZZ(proof-of-
knowledge) O|Ct

STLE AZ 7| vkE 0183101 B S\plS% BBE 4= Qo £5| zk-SNARK 3H2 374 AS

7Is(publicly Ver1f1able)

=, SYS Mdst ZYXIet ”i"*ﬂ;rxl AN FAL S\piSel REME HE :

394 S\piSel 37|= A(constant)0|0d, A4S Al7+2 2= 37| S|x|Soll M™M= vl2siCt,
3|2 PtEM(circuit satisfiability)oll Chst zk-SNARKS CHS 2| CHafA|
=i}

OX M

Fi
E
il
W
=
L
-
0z

SS(\text{KeyGen, Prove, Verify})SS

o KeyGenS$(1A\lambda, C) \to (pk, vk)S:
2ot o7 S\lambdaSet 3|2 SCSE =0, pket vkE EFEXM o2 MMsiTt,
=712 370 072 BiZE|0f S CS Lio| HMHA SH L AZ0f| AtEEIC},

o ProveS(pk, x, w) \to \piS:
ZY 7| pket ¢ x, 22/ NP HA|of tigt S0l wE 2o} Sx \in L CSYS 2S5t
= H|thete 39 S\plSE ESit,

o VerifyS(vk, x, \p1) \to {0,13}S:
AS 7| vk, &= x, BY S\piSE 0L, Sx \in L_ CSO|H 12 &5t}

zk-SNARK A|AHIO] HAIM Mol ol 15i0f| LM = [6,7,8]2 AtxE 4= QlCt,
X A
A

r

derd o=z 0f2{st A|AE2 ME[S 2= U= H3AH0)| 2[5l KeyGen 20
o Scalable Computational Integrity and Privacy (SCIP) AIA® [9]2 0| =7
A= 7FEE MAE &= = 7sdE 2010 UL

% b
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3.4.2 Seal ¢12KSeal operation)

Seal A1tte] A2 CHg & 7HX|O|C:

(1) 3YXxH(prover)Z 502 X219 43-7H5’|01I 1e8HH0[E SDS2| efAtts+A &Y (pseudo-

random permutation)2 M&SI=E LSO ZM, SX|E(replica)E0| 22X 2 SEIE AHE0|

o| =2 ZHH|EhC},

%, n7le] EXE MES ddot= A2 n7ie] S2E SXES fls AT S7H2 AN E ntf 2 HsoF

= olO|gtt,

(2) PoRep.Setup EHA0IM SX2S 4N
Ol & AZHELCH 2N @2 A2[== ZA|SHT,

ol

(o]

0]
g
z
§
|.|'|
gal
D
=
=
=
=)
aQ
J
2
00
o
_O'E
rr
E
M
<0)
g

Seal A4te| HOF YAXMOI Mol = [5]5 FASIC,

0| H&t2 SealS{AES-256}S & Of7HH#1 S\tauS £ 0/&35}01 &/8/at +~ /20y, Seal S{AES-
256 1A \taus$ o A&l A|ZH2 YAt =M -SH-AS A ZALLF10~10081 O ZA ™ EICt
£79| S\tau$°| 242 SealS {AESIA\tauS 20| =x|2 SRS 222 MZ(random access)stoq
ProveE +&ot= AHLH H&to| I H|E0| AL S MEASH= Z10] ZL25HC

ﬂJIﬂJ

3.4.3 22X poRep 1A (Practical PoRep Construction)

0| M| M= PoRep Z2EZ9| 714
THR|Z0l 15 Ol XM} ME AL A

o

HEE 45N, 18 40 Hestel Z2EZ QS MAISHT
H2ks

=52 44 (Creating a Replica)
Setup ¥112|E2 Seal Atte Sall EXl2s MM, 5

ohECH
SHAE SHES MYst £, SX2 XH|(SRS)E NMelst EHUES ASXIO|A &St
Setup
o U
- 39Xt 7| & (pkP, skP)
— =9X} SEAL 7| pkSEAL
— HIO|K D
e =:
- SH2 R
- 5HZ Re HHE FE rt
— Seal &Y nSEAL

X% 3% (Proving Storage)

Prove &12|E2 =H|20] CHet MY SHS st
5 LBXZRE 25| £ cE +4I5lH, 0l SXI2 SRSQ HE E2| | RE 2R 3 2|
T .= SR cSE ZAHsit

ZYXH= SR__cSet JA0| RE rtof| 0|2= 0{E Z=0] Chst X|4 ZH(proof of knowledge)s 44
5t
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Prove

o 2:
— ZYHXt Proof-of-Storage 7| pkP0S
- EX5& R
- B89 =8

e =3: XMT 3Y nPOS

Y A3 (Verifying the Proofs)
Verify ¥12|E52 SH22| HE FES A= H0[E2| SHAIE 7|BIe2 ME ZFe| REdS Sfelsitt.

Ol SH2 SMHLZ 43 7f00f 1, BEs RAlste B4t AIAES R ES0 EF HO[E 2HY A= 2

- 58X 37171 pkP

— 43Xt SEAL & POS 7| vkSEAL, vkPOS
— C0IE D2 sifAl hD

— =X2 Rel HE RE rt

- F5% =8

5% 4 (nSEAL, mPOS)

e £3: HE b (5Y0| R=5IH 1)

3.4.4 48X PoSt 11 M(Practical PoSt Construction)
O] o M= PoSt Z2EZO| 71 IS MYotH, I8l 40 thesteEl Z2EZ JHQE MAISHTH.
T 3 E| S MR A2 MEFSHTE

Setup & Verify €112|52 PoRep #+81t SYSIEE, 017| M= Prove 2112

IJIH
m|o
%
2
9'2
ful

37t ¥ A2t 3Y(Proving Space and Time)
Prove Z12|&2 =H|20] Cet A/7f &7t &%(Proof-of -Spacetime)
SYX= ASAERH 2AR| THME f4I5H ) XYE HHs Sl StS SOt A%

(Proofs-of-Replication) S MAsict.
o 2t ZHO| EHS LIS Y2 YHSZ AIBSITHTE 3 &xX).
Prove
o UH:
— ZWxt PoSt 7| pkPOST
- =25 R
- #5918
— Alzt iz
o 3 AlZt-37 ZY nPOST
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O Parameter
r\ . D Function
‘ Merkle » Data flow
Tree < ' Hash
R ([N —
0 A u
= S [Generate new e
Challenge @ gt —— | [T _>® 4> — Output Tyney
|/ \l
\ Repeat t times /

T2l 3: PoSt.Prove?| 7|2 H|7HL| &2 LIEHH A,
X|&X M2 A5o7| floh ftedo 2 MMEl= S MY 2 H0{ECt

3.5 Filecoin0| M 2] &2(Usage in Filecoin)

Filecoin Z2EZ2 M= AK(miner)?t H3st= ME 372 ZAH(audit)st?| fIsi Proof-of -
Spacetimes AtESILE.

FilecoinO|AM PoStE &&st7| 2lsll 22[= XIFE dEXH(verifier)?t EXiotX| B2 HER|3 2

DEZOXPESE HE = ATEHAE |ﬂ||2Hsaf§D non-interactive) 22 $=X35}iLCt.
A3t &7 22! 28 (public-coin model )M SEfetE 2 EEHQI0M 2Et2[EE F5510{ =™
(challenge)2 it &~ ULCL
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Filecoin PoRep protocol Filecoin PoSt protocol

Setup Setup
® INPUTS: ® INPUTS:
prover key pair (pkp,skp) prover key pair (pky.skr)
prover SEAL key pkegn, prover POST key pair pkpger
data D some data D
e oUTPUTS: replica R, Merkle root rt of R, proof e oUTPUTS: replica R, Merkle root rt of R, proof
TSEAL TSEAL
1) Compute hp := CRH(D) 1) Compute R, rt, wsear := PoRep.Setup(pkp,
2) Compute R := Seal” (D, skp) skr, pksgar: D)
3) Compute rt := MerkleCRH(R ) 2) Output R, rt, msear
4) Set T := (pkp.hp,rt) B
5) Set w := (skp,D) e INPUTS:
6) Compute wsear := SCIP.Prove(pksga . 2, w ) prover PoSt key pkpost
7) Output R, rt, wsear replica R
random challenge ¢
Prove time parameter t
SCINETTR ® OUTPUTS: a proof mpost
prm:'er Proof-of-Storage key pkpge 1) Set mpost = L
xepuion; N 2) Compute rt := MerkleCRH(R)

random challenge ¢
3) Fori=0..t:

a) Set ¢’ := CRH(=post||c||?)
b) Compute mpos := PoRep.Prove(pkpgs, R. ')
c) Set Z := (rt,c,1)

e OUTPUTS: a proof mpos
1) Compute rt := MerkleCRH(R )

2) Compute path := Merkle path from rt to leaf R,

3) Set T := (rt,c) d) Set w := (mwpos,mPosST)
4) Set o := (path,R,) e) Compute wpost := SCIP.Prove(pkpgey. &, 1)
5) Compute wpos := SCIP.Prove(pkegs. Z , o ) 4) Output mposr
6) Output wpos
Verify
Verify e INPUTS:
® INPUTS: prover public key pky
prover public key, pk, verifier SEAL and POST keys vksgar, vkpost
verifier SEAL and POS keys vksear, vkeos hash of some data hp
hash of data D, hp Merkle root of some replica rt
Merkle root of replica R, rt random challenge ¢
random challenge, ¢ time parameter ¢
tuple of proofs, (7sgaL, #pos) tuple of proofs (wseaL, mrost)
e OUTPUTS: bit b, equals 1 if proofs are valid e OUTPUTS: bit b, equals 1 if proofs are valid
1) Set xi := (pkp, kD, rt) 1) Set z) := (pkp, hp,rt)
2) Compute b := SCIP.Verify(vksear, T1 , msead) 2) Compute by := SCIP.Verify(vkseaL, Z1 , mseaL)
3) Set x2 := (rt,c) 3) Set 2 :=(rt,c,t)
4) Compute b, := SCIP.Verify(vkpos, 3 . Tpos) 4) Compute bz := SCIP Verify(vkposT, 2 , TposT)
5) Output by A bz 5) Output by A b2

12! 4: Proof-of-Replication 3 Proof-of-Spacetime ZEEZ 71Q.
0{7|M CRHE= & Mgt sfiA|(collision-resistant hash)Z 20|50, S\vec{x}S= SHal0f &t
NP Hx|(NP-statement), S\vec{w}S= 10 tigt Sl (witness)O|Ct.

4. Filecoin: DSN -1 Z(Filecoin: a DSN
Construction)
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Filecoin DSN2 ZfAf 7t&(auditable) ottd, 37 & Z}s(publicly verifiable) st SIME/S Z[8t
(incentive-driven) 2 MAE &EYSt AEZ|X| HEY30|CH,

20U E= HIER| S L AHZXI0f|A| H|0|H E XM& st M5 | 2|8 HI8S XE5tH, M2 X= A3
S i EE MSstn O vtz Halg Bh=Ct,

A= WERIITE RS2 Mu|ATF SHIEA MSEIRAS S A audit) & 4 JS tiEHCHS

—
e=Ct

o

NI=|

O Hoj| M= A Ho|st DSN 7HE 2t Proof-of-Spacetimes 7|8t2 2 Filecoin DSNQ| #1&|%{0l 3
25 Al

4.1 &4 A3 (Setting)

4.1.1 £0{XHParticipants)

DE AMEXt= 2210|¢E(Client), AEE|X| MZXI(Storage Miner), 2| E2|H xf2X}(Retrieval
Miner) £ &0{g & QICH

o 22l0|AE(Clients)
DSN L{0i| A TO|EE MZESHAHLE ZM5H | 5 Put ¥ Get RS S5l HIES XIESHH.

o AER|X| MZXI(Storage Miners)
HEL| 30| Hlo|Ee M 37+2 MIBstet AER|X| MEZAte ClA3 S7HE MFst Put REE X
2|8to 24 FilecoinOfl Z05tCt,
AEE|X| M2 E|7| fIsiM e MBS M S0l Hizsh= B (collateral )E Ol x|5H04 A79f
(pledge) sH{OF SiCt.
AEEZ|X| M=ZAh= EiEfolc’d

2

O| HIO|HE K™ & 7|7 Set MEe g ofLot, HI0|EE A7t
X|&Ho 2 XMEstl IS SYst7| /el Proofs-of -Spacetimeg 444501 2 H|lof| K|

OFA
==

éfII AL FEtEl SHE NEY 42, 2AE2[X| MzAts YRS g AR SHHE 9=,
AEZX| M=Z2XH= MER 252 MIY AHH0| el 25 ¥4 Al M=z E&(block
reward)L siet 220 Z&H= 2ol chet +4-Z(transaction fee)E &4 =Lt
o Z|E2|H x{Z2XH(Retrieval Miners)
HIEZ0|| HO|E] M MH|AE MSSICH 2[E2|H X2Ate Get LS Sl AFEXH @Fst=
H|0|E{ZE Mla&& 22 M Filecoindl| 2H0{3tC},
AE2|X| A=At Hel, 2|E2|H S K= BHE O X|Lt HI0|E K& 2%
7} AL
AE2X| ;H=ZXVF SA0f 2|E2|H RH=XtZ E0{5t
2| E2|Y X=Xt C|O[EE 20| EREH A
Market)2 Sali &l5& + RUCH

Job e

E5t7Lt, 2|E2|Y 0p2l(Retrieval

4.1.2 4 EL|3 N{The Network)
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Filecoin TH| =EE A3l5H= ZE AFSALE ofLte] F4M AH|2 H23ie £+ QIOH, 0|18 HERYH
(Network) 210 gt
HIEQ|3 &= Manage Z2EZ2 Méist= SHX e S 510, H]
A A ES0| YEE molch MM tES2 718 NE 32t
U

S (storage proof)E ZAlstL, Edst o~

SAX oz MH5IH Filecoin 229!
Zelsta, Mek(pledge)s AEsto, M&

4.1.3 2% (The Ledger)

Filecoin Z2EZ2 & 7|t S3f(ledger-based currency) [0l A A=4EICH

0|E Yttsteto] 22|= 0|2 2 f(Ledger) S\mathcal{L}$ & Fai5tc},

E% AE t (0|5 epochO|2} HCHO|N BE AFRXH= 942 $\mathcal{L}_t$ of H2& % ¢lon, 0|
= 7fE/‘/(transaction) o| £x}X 220|C},

2E 2
60| M R2|= %ggf Xfoﬂ’(usefu work) 01I 7|2ket RIEE 5= Y S FAISHCL.

4.1.4 N E(The Markets)

Filecoin®| X% 92t S22 F 72| AIZ0|IA CHACH A E2/X] OfZl(Storage Market) 1t 2/E2/
OfZl(Retrieval Market).

O &= AIZH2 EfEYsEl 724 (Decentralized Exchange, DEX)2| HEHE 7HX|0H, M2 LIS 5%
Of| A AYEICE,

QofstH, SEI0|AEL} M=Ats QESIHL MSste = ME|A2| 7tAS BEstL, sid =23 2 AIZO
HEetct

O] H2HAS2 S20[UEL} A=AV MEZ| KehS &lst 7H2l(deal)E HAAZ == U= HAHLIS
HlSetct.

HERZ= Manage Z2EES AL 2M, QEE MH|AVF ISHOZ NSERlS W =AY
= 23 Sef0|AET Q5 S KSSHeE 2SI,

2 O|0|E{ L Z=(Data Structures)

ZZt(Pieces)
ZZf(piece) & 220|HAET} DSN LHof| X{Z5H= H|O|E{S| YEE 2|05,
o€ S04, 0|z =X 2 0{2] DL = LI 0] 2{210| CHE AEE[X]| A=Kt Heholl 2lsf MEE -
UL
MIE{(Sectors)
4E{(sector) = AEEZ|X| MZX7tHES 30| MSst= YEe| C|A3 37+ 90|t
MBAES 220|HEZEE B2 R 2HS X9 ME{of IHZ‘:%H'_ CH7t2 E2S &l56iTt
AZt2 M| Qs AER[X| MZXt= XHA2| MEHE HIES|A0| A/2f(pledge) 8HOF SHLY.
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stet E||0]2(AllocationTable)

AllocTable & Zt 22tz 1710] &l MEE FA5H= 0B F#£20|CH,

O] Hlo|22 2zto| o 2=20ict YO0l EE|N, 1 HZ FE(Merkle root)7t 22 E20f MZEE=ICY,
AN 2 0] H|0|=2 DSN2| 4EHE RFX[otH, ZY AS Al 2 =3|E 7Hs35HA| STt

XiMIst Lig2 T8 52 &xst2

_
.

’“’(Orders)
FZ(order) 2 MH|A 23 L= XS OIAE YAlsh E(statement)O|Ct
%EFOIOJEE MHIAE QF517| lafl AIF| 0f+~ =Z(bid order) 2 A| éﬁf 1
(I:-||O|E-| N AL AEZE|X| |]|-94| CJ|O|E| Aol AL 2|E2|H O} sil)’
MZXt= MHIAE MB3H7| @8l iz &2 (ask order) 2 MESICt.
2| H|o|5 2= 12 100 MA|=[0] el Ol T2 EZO| ME W82 5E0l|A dHEICE

F2&(0rderbook)
Orderbook € F=2&9| &lgt= o|O|stct,
AEEX| ool 22 5.2.2H0], 2[EL|H O ZEE2 5.3.2H0| XtA|5| AHE[0] QUCH.

AMet(Pledge)

Afef(pledge) 2 HERI0 M& SZHES| MH)E MSotCH= 2f%0|Ct

AERX| ZAH= AER[X| ORI =2E 67| AlZSE| Hol|, Xpalel Aeks fIZHol| M| SsHoF it
Mefol|= k2l MIE{O| 37|9F AER|X| R Z X7} Of|X|EF BHE (collateral )7t ZEHEICH MR LHE2 OEl

5&x).

Data Structures

Pledge Allocation
pledge := {size. coll) o4, allocTable: {M; — (allocEntry..allocEntry), M,..}

e size, the size of the sector being pledged.

e coll, the collateral specific to this pledge that allocEntry: (sid, orders, last, missing)

M; deposits. sid, sector id

O, currently valid deal, ask, bid orders.
Orderbook
OrderBook: (O'..07)

o O, currently valid deal, ask, bid orders.

72l 5: DSN MA2| HI0|H ==

orders, set of orders {4 Oygeat }
last, last proof of storage in the ledger £

missing, counter for missing proofs

4.3 == E=(Protocol)

O| HolME Z2f0/P1E, HER/F, M=APt &8st 2 S E3fl Filecoin DSNe| T &Ml 22 7Y
aksiot

Get & Put T2E 20| Mxt= 12l 70), Manage Z2EZ22 12! 80i| HIA|IZ|0] 20, of|A| AlaH Mx}
= 121 60| LIEFL} QUL

Filecoin Z2E= A 7= 18! 10| MA|=| QUCH.
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4.3.1 22}0|E F7|(Client Cycle)

Xt
A

M
=

=13
=

5

O[HEQ]

EES

7|
AEA

fujo
ro r

=
-]

sict.
CIECH

o
Jop U
1o 4y
o of

I
0g
0z oI

o

x

1. Put: £2}0/21EJ}Filecoin 0| Li|O|E{ & X{Z}SICE

S20|AE= Filecoin EE2 2 AEZ|X| MZA0f|A| H|IES XIE510{ X}AQ| HIO|HE MEe &= UL
Put Z2EZ9| gA| Ext= 5.2H0f| M CHELS.

Se2t0|HE = AEZ[X| 0| 2ZH orderbook)d| of+~ =2(bid order) & ME(Z, 2220 =
S SE)YO2ZM Put TZEZS AIRfGIC]
s

HO

H=2XI22E YX|sH= 0= F2(ask order) O YHE|H, S20|HE £ et =2 (piece)S HZ K0 A|
&6t
QF CHARALE el MIE LIRS B2 72f =2 (deal order) Ol MH3I11 0|2 AEZ|X| Ofo] 20| K|

|IME &= CHE =22 MEstLE 2 Lol EX| Hls=(replication factor)E XHE 224 K419
2 Z7He F2[A SHEo =2 MUK AYe &+ ULt
S5k (redundancy)= O =2 Mz &0 5{&(fault tolerance)= X 3stCt.

2. Get: 22}0/°1E 7} Filecoin 0fA{ Ci|OJE{E ZA45tC}

=ct0|2E= Filecoin E22 XI=510f DSN Lol M&El HI0[E S 2|E2|E M= A2 R A 4=
Ct.
Get Z2EZ9| ¢A| Bxt= 5.320 A CHECE

Z20|HE = 2|Ee|H 0pie] =EE0| 0§+~ =Z(bid order) € ME&C 2N (F, HEH I FE2
gossip YEHE M) Get T2EZS ARSI

MBAZ2EH YX|ot= 0= F=2(ask order) O] ZAZ|H, 22I0|HE = sie =2 (piece)2 M2AZE
B s=AISHCY,

HIOIEIE MBMoE A5HH, & SAfXt= 7/2f &2 (deal order) 0l MH3I1 0|2 EFH|2I0] H|Z510]
W] 43X o= O|RHHSS ATt

4.3.2 M2 F7|(Mining Cycle, for Storage Miners)

0| MOIM= AER|X| RZXIC| M2 F7|E H|ZA Mo

=
e

sic}.

—

1. Pledge: 2E2[X| A= X7t LIE R0l XHE SZFS A SfetCt.

No. 19/ 44



AEE[X| MzAts SEX 2 &2l pledge EAMMNS S5l HEE GX[Z22 M Xple| ME S7hs HES
:*01| Mefetrt,

':.:*Et 1HI X1I4-of7I§ oF7I7*5<& Of| X|=[4, *H
2 Xz 3% (proof of storage)2 Hdst 4< gzt
22 ZHO| Mgt 4%, O H|Z20| sliEst= BE7F R eI

Xp7F RHIO| X ZFet7 |2 2F45t H|O|E{of| CHal =Ht
f

1]

Mof ERNFMO| SEX| Q0 2=, M=Ats AE2|X| ORI XHile] ME 7S S 4= /It
M2Xh= 7tAg d8stn, AIEe| F2F0| iz =Z(ask order) £ F7I3HCH.

Manage.PledgeSector
o 2U:

- MY 23 pledge
e =3: YUHO|IEE &Y HIO|Z allocTable’
2. =2 £ M (Receive Orders): AE2[X| ZAfI7f AEE|X] OfH0fA LEE fAISHL

:>-|E|
M
|
rr
d
14
rulo
oT.

&stal, Put.AddOrders gf+S Sall AIY2| FE&0| 0i: &2 = F7I6tt.

e 23: FF =E 01..0n

e =3: HIE b (H3 Al 1)
2Xt= Put.MatchOrders & sl XtAle| 20| 22t0|HE Q| Of+~ F2(bid order) ot LX|sH=X]
StolstCt,

Put.MatchOrders
o 2=

=2 ol Mo| £2 0g

20| 0jE=|™, S2t0|HE = H|0|E{E AE2|X| RHZKOf|AH| E ST,
7<H£7<fh HIO|EHZ £AI5HHM Put.ReceivePiece 42 AlGlsITT,
OIO|E] £=210] b2 | AHZ Xt 22t0|HE = A2l =2 (deal order) ol Y5t 0|2 S =X H&
SHCF.
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Put.ReceivePiece
o U=
— X=X 9| MY 7

¢ OrderBook

Oask

Mo Mo Hn =

o
(on
=
o

I
=
TP

°
A
]
my 4
o
[S)
o
|m

Ci%t =Xt Mj7t MHst Heli ==F Odeal

3.Seal: 2E2[A] A=At g2 S Plol Z2fS ZH|2H.

AEE2|X] MZAe| M S22 ME Tl = LhrD, ZH MEjoll= M2 Aol A 2EE =2t=50] ZECt
HERIZE= & EI0|=S Sall 2t 2E2(X| M=Rte| ME| YEHE FHITY.

ME7F XIS, Sl ME = &2/(sealed) EITH.

Sealing= M Uf| G|0|E{E Sx|2(replica)2 2 #Hetst= =2|1 =
O] SMlE2 AEE(X| H=Ate] S717(0f e nRet S2H

0| MH2 3.4H0|lM HHS Proof-of-Replication $&0f| 24

B

Ab=0] EL,
Kl ehofct.

ball
e
Q
e
|0
Hu

_I_

Manage.SealSector
o 2UH:
— M=K SH/70e17] & M
— M QYA 5
— & H|IO|E allocTable
e =3: Seal 3Y nSEAL, ERE &{A| rt

4. Prove: 2EC[X| AZXP7} oF£El Ll OJEE A2 A&l YIS S S B,

AEE|X| MZXVtHHO|HE o™ ST H|0|HE AXZE X&stll QISS E&st7| 2k o=z
=X Y (Proofs of Replication)2 A-dsH{0f SICHXIAMISH LIE2 32 &)
0| ZHS2 == 2ol AA =M, HIESR 27} 0|2 HESHTt

Manage.ProveSector
o 2!
— M2 SH/HA7] & M
— MIE{ QIHIA
— EFZt(challenge) c
= N 3Y nP0S

M

4.3.3 ZliZ2 F=7|(Mining Cycle, for Retrieval Miners)

O] oMz 2lER[H R=ZAte] A= F7|E HISAH = i 2ElTt

—
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1. Receive Orders: 2/ E2[H = Af7f 2[E 2|2 OfZU0j|A{ LJOJ]Ef LE = +215HCf,

2|E2|H A=Xt= WIEY IO XH2lQ| of= =2 (ask order) £ gossip HAIQ 2 HMutsto] XpAI0] 275t
OOl Z=Zf(pieces)= YEICt
OS2 742 d-™otl, A& FEZ(orderbook)d| OHE FES F7FSICH

Get.AddOrders

e 22: & =X 01..0n

= (=)
e =3: QI3

0|F Z|ER|H MZAt= XpAC| 20| 220|UEQ| gf=~ =Z(bid order) 1t YX|sh=X| &I},

Get.MatchOrders

o UA:
— &z 2|E2|Y Ol =2ZF(Retrieval Market OrderBook)
— 2X| O{EE Eolg Zo| FE 0q
[e]

2.Send: 2/ EZ|E A=A17f SELO[AE WA =2t S HE5HF,

20| YxlstH, 2|[E2|H =Xt sliiE T2f(piece)2 SEI0[AEN|AH HESTHHM S LIE2 5.3
z).

ClOJE] ~410| 2tE =M, 2Kt 22I0IUE= /2] =2(deal order) 0l "t 0|2 EEHQI0| XM=
St0] Hefi7t 48X 2 SAlEASS 2SI,

izt
o

-
52

0
_I_

Put.SendPiece

o UH:
— Oi= F=E Oask
— Of= F& 0bid
- =2t p

o =3: AM2Xt MiZ} MYHsH AH2ll =F Odeal

4.3.4 Y ES3A F7|(Network Cycle)

O] 2o M= HIERIRZI +=dlist= 2 S HISAHH 22 T2ttt

1. Assign: LIE£[37} S£f0[21E 2] L|0[EE A E2[X] A =2 H/E{0ff =& BtLf.
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S2to|MEs AER|X| OBI0AN 0=~ =2(bid order) & ME& 22N Put ZEEZS A|ZSiCH
UHA 2 OiE 20| YR|otH, 2HA HAKIS2 wet A oo S22 MG 72 &~2(deal order) £
AIZHol| M= St

E

O AIFOIIM HIERI A= sl TIO|E| S MIXIO7| 2Ef(assign) 5t1, 0| 2 E|O|S0l| 7| S

Manage.AssignOrders
o U=
— 742 =25 0deall..0dealm
— X Y HO|Z allocTable
o =3: AUHIOIEE &g HO|Z2 allocTable’

2. Repair: HER/F 7t CFE EfX[5/11 0| & S5t}

HEXNY 2 2= HESZ W 2= HOIXtof| A SHEICE
HEXI = ol S=0tCH 2t H0|H 2o 225t S (proof)0| EMist=X| &elsty, slie ZH0| RE&
XS @&otH, 1 Zaof| wef ChEat 20| XIS

o ZHO| AL QB 42 B2, UEAIE AERIK| HBXI0| B2 YRS BopiCt
+ AR ol Afault2 FolEl g 0O SHO| TatsL REst gE 29, UEYa
it AE2|X| HBAE Ze(faulty) OF 213511, T F22 UM X2|5H F SUs Z2of

et M22 25 AIY0| CHA| SEettt.

o SfiY =2t M 2= AER[X| A=ZAVE 2ot el 32, dliE 242 &4E A2 75|
04, S2t0[AE0fA 2t=0] O|FO{ZICt.

Manage.RepairOrders
o 2U:

>
=
>
N

kal
ol
Jul

& etet H|o|2 allocTable

|
e A v U

>

==

— S58lof & 2l =25 0deall..Odealm
— YOlolEE &Y EHO|Z allocTable’
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Client Network Miner

AddOrders(..,Oui4) AddOrders(..,0u)
MatchOrders(..) =z
SendPiece(..,Ou4. p) ReceivePiece(..,0sx) -
AddOrders{Qye) AddOrders(...Quu)
AddOrder(..,Ouia) AddOrder(..,0u)
MatchOrders(..) @
ReceivePiece(..,Obid) SendPiece(..,Oss, p) =
AddOrders(...Od..|) AddOrders(...Od..‘)
PledgeSector()
AssignOrders(...Ouy) §
SealSector(..) -
ProveSector(..)
RepairOrders(..)

SE

0

T2l 6: Filecoin DSNQ| 0| A| Al
FHOIXPHEZ O ESHE| 120, &(ro

)

UMz FZEo A0t

4.4 B30 2 JAFeHGuarantees and Requirements)

CI=22 Filecoin DSNO| £Z&(integrity), &4 7t5&(retrievability), 71 2Z 7F5&(public
verifiability), eIMEIE FEHY(incentive-compatibility) 2 =H&sts &Al0l| Chet ZHEX Mgolct.

o FZAM M (Achieving Integrity):
7ﬂ|‘ }_Zlf(plece)g a OF§3F1‘| 6HA|7|’O OlEOE 7|- IC |-
220U EE= Put 23 2, GetS Sall CIO|HE HMst Alst 2HIXO| FAM S HESH| 915
o sHA[ZAEH X&FStH EICE

o M J1sH = (Achieving Retrievability):
Put 28 A| 20| EE= SH| 74|T(rephcat10n factor)2t 2i5t= A7 E5(erasure
codmg) FHES XFEo2M MES S(f,m)S-LHZEM(tolerant) 22 MXstct.

%, SmSHO| AER|X| =XVt CIO|EE XMaFe wf Z|ci SES7He| Zol7t S & EICE,
Z2t0|ME= HI0|HE 012 AE2|X| RHZXI0|A| 24 MEEC 2N, UL HZAIH 2 2tRI0] &
ALEARRIXEHEHE =4 7588 =9 &+ QUCh

o 37 AS L ZA 75 24(Achieving Public Verifiability and Auditability):
AE2|X| RHZXHE XpA10] ME S0 oo|E{of thet ZH(S\pi{SEAL}S, S\pi{POST1S)S £=x
210i| x|Z=3Hof SHLt.

HESZO| RE AHEAt= IEHE HIO[EOf 217 H2sHA| 21T ol2{st BH| KR8 AL +
O||:_|-
SYS2 SEA Q0| MEE0f A7| T2l AXE ZAL 7HsEE 2Y 0|2 (trace) 22 HEL.

o QIMIE|= MM EM(Achieving Incentive Compatibility):
|+*"“°§ M2Ah= AW 2 MSste ME S7Hol| tis 2&S Bh=C
MEA7LHI0|HE XM&sH |2 2F45HH, 0[of Cist EHE XL O = 45l St
ZYES FESH MEXts HE 2588 SaYotl B2 2| R
o 7|Y4 M (Achieving Confidentiality):
KHAO L0 S HIS/ 2 M5 |E flots 220U E = HESR 0] MEst| ol HI0[HE 25
fsfjof it
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Put Protocol Get Protocol
Markat Market
AddOrders AddOrders

o INPUTs: list of orders O'..O"

e ouTruTs: bit b, equals 1 if successful
1) Set tieeder == (OF...,O™)

2) Submit tige to £

3) Wait for tx g, to be included in £
4) Output 1 on success, 0 otherwise

MatchOrders
® INPUTS:
~ the current Storage Market OrderBook
~ query order to match O9
e oUTPUTS: matching orders O O™
1) Match each OF in OrderBook such that:
a) If ©O9 is an ask order:
i) Check if O is bid order
if) Check O'.price > O% price
i) Check OF size < O9.space
b) If ©Y is a bid order:
i) Check if ©' is ask order
ii) Check O".price < O price
ili) Check O'.space > O9.size
2) Output matched orders O'...O"

Exchange
SendPiece
® INPUTS:
— an ask order O,y
~ a bid order Oy
~ a plece p
e ouTPUTS: a deal order O,y signed by M,
1} Get identity of M; from Ouu signature
2) Send (O, Oig.p) to M;
3) Receive Oy, signed by M,
4) Check if Ogeu is valid according to Definition 5.2
5) Output Oyey

ReceivePiece
® INPUTS:
— signing key for M.
~ current orderbook OrderBook
~ ask order O,
— bid order Oy
— plece p
ouTpPuTs: deal order Oy signed by C; and M,
Check if Oy is valid:
a) Check if Oy s in OrderBook
b) Check if Ouyg is not referenced by other active Oy
¢) Check if Ouig.size is equal to |p|
d) Check if @ is signed by M;
2) Store p locally
3) Set Ogeat:= { Ousk, Oseat. H(p) M,
4) Get identity of C; from Oy
5) Send Oy to G
6) Output Oy

—
—

o INpUTS: list of orders O1..0"
® OUTPUTS: none
1) Gossip O'..O" to the network

MatchOrders
® INPUTS:
~ the current Retrieval Market OrderBook
~ query order to match 09
e oUTPUTS: matching orders Q1. O"
1) Match each OF in OrderBook such that:
a) Check O piece is equal to O9 piece
b) If ©7 is an ask order:
i) Check if ©" is bid order
il) Check O'.price > O% price
¢) If O i3 a bd order:
i) Check if ©* is ask order
il) Check O".price < O price
2) Output matched orders O!...O"

Exchange
SendPiece
® INPUTS:
— an ask order O,
— a bid order Opig
~ a piece p
e ouTPuTs: a deal order Oy, signed by C,
1) Create Ogeu:
a) Set Oypyp.ask = Oy
b] Set Odmbid = 0,,,,
2) Get identity of C; from Ouy signature
3) Setup a micropayment channel with C,
4) For each block of data p; of p:
a) Set 7; to be a merkle path from H(p) to p;
b) Send (Oge.py, x;) to C,
¢) Receive { Oaeu, § )e,
5) Output Oy

ReceivePiece
® INPUTS:
— a client’s key C;
~ an ask order Ouq
~ a bid order Oy
— merkle tree hash of p in the orders hy
® OUTPUTS: a plece p
1) Create Oguy:
a) Set Od,,..ask = 0,,.‘
b) Set Ouear.bid := Ouis
2) Get identity of M, from O,y signature
3) Set up a micropayment channel with M; (or re-using
an existing one)
4) When receiving (OQye), pj, 7;) from M,:
a) Check if Qge is valid and matches Oua and Opig
b) Check if =, is a valid merkle-path with root hash
by
¢) Send { Ogu. J Jc;
5) Output p

&l 7: Filecoin DSN W Put & Get ZT2EZ9| #1X
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Manage Protocol

Network

AssignOrders
® INPUTS:
- deal orders O}, ,..0%.
allocation l.ablc allocTable

e ouTPUTS: updated allocation table allocTable”
1) Copy allocTable in allocTable’
2) For each order O,

a) Check if O, is valid according to Definition 5

b) Get M; from O, signature

¢) Add details from O} | to allocTable’
3) Output allocTable”

N

RepairOrders
® INPUTS:
- current time ¢
current ledger £
table of storage allocations allocTable
e OUTPUTS: orders to repair O}, .0 . updated alloca-
tion table allocTable
1) For each allocEntry in allocTable:
a) If t < allocEntry last + Apo0: skip
b) Update allocEntry.last=t
¢) Check if 7 is in Cf_a‘“u ¢ and PoSt.Verify(r)
d) On success: update allocEntry. missing= 0
e) On failure:
1) update allocEntry.missing++
i) penalize collateral from M;'s pledge
) If allocEntry.missing > Agye then set all the orders
from the current sector as failed orders
2) Output failed orders O] .0}, and allocTable’.

Miner

PledgeSector
® INPUTS:
current allocation table allocTable
pledge request pledge
e ouTPUTS: allocTable’
1) Copy allocTable to allocTable’
2) Set txyeaye = (pledge)
3) Submit Dpegge to £
4) Wait for txpjedee to be included in £
5) Add new sector of size pledge.size in allocTable
6) Output allocTable’

’

SealSector
® INPUTS:

miner public/private key pair M

- sector index 3

allocation table allocTable
e OUTPUTS: a proof xspaL. a root hash rt
1) Find all the pieces p1..ps in sector S; in the allocTable
2) Set D := p1|p2|..|pn
3) Compute (R, rt, wggal ) := PoSt.Setup( M, pksgar. D)
4) Output xsgar, rt

ProveSector
® INPUTS:
miner public/private key pair M
sector index 3
challenge ¢
e OUTPUTS: a proof xpos
1) Find R for sector )
2) Compute wpost := PoSt.Prove(pkpost, R, ¢, Apecat)
3) Output xposT

72} 8: Filecoin DSN L Manage Z2EZ2| 71X

5. Filecoin 2E2|X| 2 2| Ec|d O}zl
(Filecoin Storage and Retrieval
Markets)

Filecoinoll= AE2|X| O}Z(Storage Market) 1t 2| E2|H O}7l(Retrieval Market) 2| & 7HX| A
ZHo| E=XHSICE,

N eSS

2 SYUSHX| 2 27| 5X0| Ct=C

. AE2|X| OPl0JME
O|E|Z XAIBICH,

. 2|E2]H O30l s
O|E|Z ZMBICY,

Z2t0|MET AER|X| R{ZXH(Storage Miners) 0|7 H| &2 X|Zs5t1 O

Z22l0|AHET} 2| ER|Y AZXH(Retrieval Miners) 07| HE2 X|=35t1 G

R 25 Sci0|AEL} MZA= AUS2| S5/ 7H4S 5L, Algel &l 7tAs 2
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0| w52 HESI(Network) — =, Filecoin MH| =2 HER T — of 2fs 2FEICE
HEXZ = MH[ATF SHIZA MSEIE O, RH=ZA7F SE0[HEZRE et 2ds 2 s B&eitt

5.1 A4S 7155t A2 Verifiable Markets)

wgt AlE(Exchange Markets)2 E48 4% £= MH|AE wetste 5 HA1E T2 ESO0|CL
OS2 0K} THORXIZE HEHE T & UL S O =N WEHS FXISHTY,

Filecoin®| =X 4t 0[2{8t wet2 AF 7Hs(verifiable) s{0f StCt.

%, S EYUSHE FOIXAL HIEQ{ S 7t FONKERt EHOWXL 7t H2HE S2IMo = AEE 4 JU0{0F SHCt

=,

22|= AS 7158t A (Verifiable Markets) 2| 7HES HA|SHCL.

O] AN = Bt S 7|2H0| wets SX|otX| etony, Hells EYstn SLf 7o 2 FoJgt 4= QICt
AT 7tsst AE ZEEZS2 MSH MH|AL| wetg S EYSH HAIO 2 2HSHH),

2% orderbook)2| &zt 7ef Mit(settlement), AMB|AS| SHIE AM0| ZOIXIE — F,

Filecoin?| AR Xt MA| = EE5 — 0 ol S Mo Z HSEICL

a5 7t CHaah 2L,

or

3t AlEfo| ChstEl 1x

—

rr

de|5.1.
4z 7tset AIZ (Verifiable Market) 2 F2 0f& (order matching) 1t Hit(settlement) 2| &
CHAl2 1=l T2 EZ0|Ct

FZ(order) 2 EX Xpit, AE L= MH|AQ| O 22 IHEE ¢

FE2ZKorderbook) 2 BE &M F29| 2=20|C},

o
|0

|AF E310]04,

. HOIXtER2 FEZ0| 0f~(buy) 21t iz (sell) T2 FISC,
, 2 45 uetg ok&ste 72 =2(deal order) € 322 Mot
1S HEZ0f Tutsto] F2Eo| =718t

Hik(Settlement):
3. UESI= TofXZE X2 et EE= MH[AE SHIEA| +A3lS2 SYote Yoty SHS 2+
I.

StoEM, AE i AH|AQ| FEH0| HEH5| O|20{F=X|S BB,
4. B0 22E|H HEYIL ZHE M2/stn ZEHIM Sy Z2SS st
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Verifiable Market Protocol

Order matching:

1. Participants add buy orders and sell orders to the orderbook.

2. When two orders match, involved parties jointly create a deal order that commits the two parties to
the exchange, and propagate it to the network by adding it to the orderbook.

Settlement:

3. The network ensures that the transfer of goods or services has been executed correctly, by requiring
sellers to generate cryptographic proofs for their exchange/service.

4. On success, the network processes the payments and clears the orders from the orderbook.

5.2 AE2|X] O}Zl(Storage Market)

AEE|X| 02 22I0|AE(F, FOIXH) 7 XM HIO|HE MAE 4~ U= st AER|X| =Xt
(&, Hoixh) 7 H& 37H2 WBE ~ QA st &3 7F&8t A/&(verifiable market) O|C}.

5.2.1 2+ AFsl(Requirements)
AEZX| OB Z2EZ2 L2 LFARE S55te S A =L

o 2H9l F2&(In-chain orderbook):
Cte & 7HX| AF0| S35t

1. 2E2[X| zH=ZAe| FE22 S7HE|00F 5, HERIS= ety ZX7HE 2l 4= A0{OF SHLY.
0| S3ll 22t0[AE= [ L2 FEof 7[gts) Xf o FES 2EE =+ UCL

2
2. S2I0[UE= Z[X7IE $2ISICIEL T BIEA| RHAI2| 22 FEE0| MZEsH0 strt.
0| Sdll AIE2 M=2 Heto| E)\I HtEet 4= UL
[2kA, Filecoin EEH|Q10| =20| B2 (clear) YEHZE 7|S&[0{0F FEX0l| FIHE 4
Ct.
o Z0jxte| Xt Mek(Participants committing their resources):
MHIA Z0[(disservice)2 WX[st7| flsl], ¥F EF Atrle| Xp40f| CHSH M2 (commitment)
£ 3|0 siC},
%, 2E2[X| XMZXZL MH[AE HFSHX| = 4Rt 220[AUET SRS XIZ2 ERSIK| $42 8
SE 25 EX|5H7| 2I0|Ct.
AEZ|X| Oplof| Zofst2{H AE2|X| :fZXH= DSN U H3& ME 820 dl2fot= =HE
(collateral)E A/%f(pledge) sHOF SIEF(XIM|SH LIER 4
0|E Sall HES ﬂ'.: AEE|X| RZXE7F XFAIO] XP‘%UIE QL 5h —.(p1eces)01| Cist Xz 3Y
£ MIESHA| b2 4=, s M=Ato|A g2l 2
7HX|= 2210 I.O_*E AA =20 HAlSH 2

—

Ot

t , 28| Al ™ (settlement)oll M XtZ2
7t2-d 1t of% OIS HEHof it
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o XHH @7 531(Self-organization to handle faults):
T2 AEL|X| XZATL QR 7|7 Set XS H o2 ME S MEst 02 Fit
(settlement)=ICt.
HES I = 0l2{st ZHO| EX|5H SHEX|E &
YE 2ol w2t XME S| ZX|SHOF ST

ol

o 4= A0{0F 5104, 4.3.4% Repair F=20i|M &

5.2.2 §|0|E{ ;L =(Datastructures)

Put FZ(Put Orders).

ZFE0E M 7HX 80| QICt: of+~ =2(bid orders), = =Z(ask orders), J2|11 A2 F2(deal
orders).

AEEX| MZR e MY 31 st7| fIall = =2(ask) 2 M5t

Z220[AE= HO|HE ME 3f | |3H Of+~ &=2(bid) 2 4t}

LZ0| 7+A0]| grelstH, & A2l F2(deal) 2 MMt

o|2{gt =22 H0[H 7= E ag 1001I XEMIS| MA=0] Rie, FE2| Of7fH,= WA =2 | [0
ALY

-
mlo
é
° OH

L

Put -’F—-E—Z%*(Put Orderbook).
AEZ|X| OpEle| 222 31X f=(valid)stn g4 (open) &EfQl of=(ask), ohi+~(bid), #2H(deal)
I.

AEXE2 32 70| Ho|&l put T2EE L AddOrders, MatchOrders HIMEES Saf =20t A
Sarge = Qlot

T2 S0 Qlen, BE YAISH AEAE SUSH T2 MENE 2L

Zt epochOICt MZ22 E50| MZ22 =& EHMM(St_{order}S)0| Z&tz|H =EFO| Stz 1,

F 20| F|2(canceled), 2= (expired), 32 Fit(settled)=™ X7 EICH,

F20| REsHE22, =M S50 7|F5(0, 2 SA0| F2&0f| BHIEICH

I-Iol 5 2.

of=~ =2(bid), tH= &2(ask), 72 &2(deal) 2| REX(validity)2 CtSat 20| Hol=ICt,

o (f=8tofs F2 Valid bid order):
Z2I0|ME SC_iS9| o4 =2 SO{bid} := (size, funds, f, price, time, coll, coding){C__i}$

CHS 2712 0SS I R &otCt.

o SC_iS7tAtAle| A ™ol 25t AI2S HRst1 e A.
o tlmeC)l A AHe 2 MK 9:0,@ A.

o F=Z0| £|A8 £EH epoch == 0|4 X&S EHZ&aloF & A.

. (%EEJ oi= 2 Valid ask order):
AEZ|X| M2XF SM__iS2| i F=2 SO{ask} := (space, price){M__i}S = Ct2 =S ot&s
It S=5tCt.

o SM_iS7t =8t Mef(pledge)s A=, slieh M2ko] X|[HE 7|ZHepoch) Liof| 2=



Z|X| 242 A,
o spaceZt SM__ 1S°|79I1’“R =S, MUdE HE 8
(ask % deal =)= i gH)ECH &S A.
(p=Est el = Vahd deal order):
el =& SO{deal} := (ask, bid, ts){C_i, M_j}S £ Ct3 =%

5= SO_{ask}$ £ &

In
?-I‘_I

o askZFAEZ|X| O =2 L =X
Siet =20| CF2 o Haf =

o bid7} AE2|X| O Z=2Et LY =Yt
HI:I- x:lo| l:l_ O.III-l 7.|;|_H

o T T

o ts(timestamp)Zt OJ2§ A|&O| OfL| D

= S0_{bid}SE %

25t

Foil M ojaf ==

toq,
2OME HSEX| 241, SC_ 1$01| oI5 MHEE|US A,
o0y,

20N AZEX] U, SM_jSOf| ofs MHEEIR}S Z.
, HF QeEEl A A|Mo 2 MYE|X| U2 A.

=y
L

ol S5l Mg

_|

H|21(Remarks).
oroF ofo| X0l S2t0|AET AEC|X| MBRIZEE MYE Heff FE2S

AE2|X| MZAHs S 7Heol O4E XA B2 MALSE 4 el Eick
U AJ7F0| K|LpH
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Storage Market Orders

Retrieval Market Orders

bid order
Ouia:= (size, funds|. price, time, coll, coding|}c

bid order
O ( piece, price )¢,

e size, the size of the piece to be stored

e funds, the total amount that client C; is deposit-
ing

e piece, the index of the piece requested®
e price, the price at which C; is paying for one

retrieval
e time, the maximum epoch time for which the file
should be stored”
e price, the spacetime price in Filecoin" ask order

O ( piece, price ) oq,
e piece, the index of the piece requested
e price, the price at which M; is serving the

e coll. the collateral specific to this piece that the
miner is required to deposit

e coding, the erasure coding scheme for this piece

piece for
ask order
Oasi: { space, price ),
e space, amount of space Storage Miner M, is pro- deal order

Ode;l: ( ask, order )c' M

e ask, a cryptographic reference to Oy from

viding in the order
e price, the spacetime price in Filecoin

Ci
deal order e order, a cryptographic reference to O,
O.,Nu { ask, bid, ts, hash )(‘.___MJ from Cz

e ask, a cryptographic reference to O from C;
e order, a cryptographic reference to Qg from M,

e ts, timestamp epoch in which the order has been
signed by M,

“Only pieces stored in Filecoin can be requested

e hash cryptographic hash of the piece that M,
will store

OIf not specified, the piece will be stored until expira-
tion of funds.

*If not specified, when a Storage Miner is faulty, the
network can re-introduce the order at the current best
price.

a8l 10: 22X R 2|E2|H OS] =2 0 £

5.2.3 2EZ|X| 0}l =2 E=(The Storage Market Protocol)

Z2 03 (Order Matching) 1} HH(Settlement) 2| &

o F& 0f&(Order Matching):

S20|AHELQt AEZ|X| =A== EE X210 ERMM S X|Est0] FTEES HASHTHIEHA).
Z 20| jAe|™, S2t0|AE = e =2 (piece)S AER|X| RH2Xtof|7| &5t

U= Z=0Z 72l F2(deal order) ofl MH5I0 F2X0]| HESSHCH2EHA).

o HAH(Settlement):
AEZ|X| =ZXH= Ktrle| MEHE &0l(seal)SCH3atHA).
0|F ZZ}0| =&l MEof| Chst K& SH(proof of storage)S H7|XH 22 HYMsto] 2EH2lo]
NIESHCH3bEA).
otH, HIERQFS| CHE LES2 MRV HMst 3HS ASot
(3cTHA).

AEZX| 0PI Z2EZC| M Hxt= 1

10f] MA|=|0f RUCE.

No. 31/ 44



5.3 2| E2|H O}2l(Retrieval Market)

c|E2|E 02 S20|MET EF ZZf(piece)el AME @F5t1, 2|EE|E M=A/t 0|2 HEE = U
5 5t= AlFOoITY.

AE2|X M2Atet HEl 2| E2E A=At HI0IHE Y712 M5 ME SE(proofs of storage)S
dde 2Tt glct.

HIEX3 S| ZE AtEX}= Filecoin E22 72 22 NSE2M 2|E2|H MRt E 4 UL
2|E2|E M=Ats 220|UEZRE 2E H0|HE 4st74LE, 2|E2|E DRI A 21557, AER[X]
M=At2M MY SO|E H0|HE 28 +% QL

-

) )

5.3.1 2+ Asl(Requirements)

c|ES|H Ol Z2E 22 O QAR S UESHE S 27 It

o x|l =EZHOff-chain orderbook):
S0 EE st X2t Mdste 2|ER|H M2XIE 5ot 7tA0| gelst = HI0|HE =Y wet
of == U0jof it
O|Z 23l =EX2 EEHCIS ol 2YE + il E5A
o #=0| ECt
[2tA] 2f Z0IXHs FEFC| 2Z(partial view) BH2 7HX|0, ZE FE0| M| HES 30| 25|
3REX gb=Ct
ofoj 2} Z2H0IAESt 2|EE|E MEAt= MES| FEE gossip Y42 = Fiutsl{of Stk
o M2| 2FALX} 1= o|o[E] EH(Retrieval without trusted parties):
“ZHst met(fair exchange)” ol Chst 27ts4 F2l= Al2| AL Q0| = YA wets o
Hst= 20| E7Hs5thE WS H7IAIZIC
AER[X| OB ESXQ HEXZTF EHEYSHE 2| GAKEM 25510, AE2|X| H2X7E
HSst Mz 3He AESHCL
J2iLt 2[E2|Y OpZI0 M= THe| M| MES UES A7 2 2HEsHA| =Lt
O|Z alf&at7| flol, 2l ERIYH AHZXF7H XA HIO|E S 013 2SR LH+0] M&sta, S2H0[ME
= 2 222 92 Wittt Al AHE -5t F ST
| 20 M= 22I0|AEZL BHE SHSIHLE MZAVHHOIHE EUIX| = 49, =20l 2
S ZA| BEHE 2 ATk
)

b Ol A|ARHO] Mt 2 Aot Z| 4 of F 0] ¢o| &gt 2| EC[E =Xt EXfetti= 7182
E

o ©

nroy

o ZH i{'d(Payment channels):
Z2I0[UEE= ZH| & ZA| HI0|HE f~4lot7|E floth, 2| E2|Y MZXt= A7 E&HE met H[o]
EE xSstd st
370 §lZt2 S6t 2N d32 0| dM | 50| F|B 2 225l @Il AX|(off-
chain payment) 7} 2 235}t
Filecoin 22212 |2& Helj(optimistic transaction)E 7ts3sH st= 2| zHE
(payment channel)2 X|2/5{0F 5t0q, 20| 2Hiet Z20|2t EEX|Q12 AHSSiC
0|2 Sdff 2| E2[H =Xt 22I0[AE = iR HEH Rt AW AX|E Wete -~ QUL
&= AR B2, [11, 12]0lM MA|E AIME ZH 2E Y EY3(payment channel
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network) 2| =0 ZetEICt,

5.3.2 H|0|E{ X (Data Structures)

Get F2(Get Orders).

2| E2[Y 020l = M| 7EK| Rl 20| EXHSHCY.
Z20|ME = Of+~ £2(bid order) SO{bid}S £ 44t 2|E&/Y M=ZXH= 0= =2 (ask order)
SO{ask}S £ %“SoFEf
J2[1 =0 Helf ZHo| §elstH 3522 72 F2(deal order) SO__{deal}S 2 MASiCt,
ZFEo| ol 2= JE' 100]| & M|3| HIA|Z|0f QACE.

Get FE&(Get Orderbook).
2|E2|Y ool FEE2 sl R&(valid)stz 7HE (open)E! of+~(bid), 0f=(ask), 72(deal) F
9| Zgholct,

*EEIXI opziar E2|) 2|E2|H OBl 2E AEAL sYst 288 EX

| orect,
20| HIESIZ LHOA gossip HAIO R Huke|7| mh2of, 2t AHEXIR SEH0[RIE = KpAl0| B Qs
-
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Storage Market Protocol

Order Matching

1. Storage Miner M, and Client C; add orders to the OrderBook:
(a) M; creates Oss', Oasi’, .. and C; creates Ogia’, Oid”, ...
(b) Orders are submitted to the blockchain via Put.addOrders(©', 02, ..)
(c) On success, the orders are added to the OrderBook, the funds from C; are deposited and
the space from M, is reserved.
2. When orders match, involved parties jointly create Oy, and add it to the OrderBook:
(a) M; and C; independently query the OrderBook via Put.matchOrders(O).
(b) If M, and C; have matching orders :
e C; sends the piece p to M; via Put.SendPiece(Opig, Osa, p)
e M; receives the picce p from C; via Put.ReceivePiece(OQgg, O, p).
o M; signs Oy, and sends it to C;
(¢) C; signs Odeal and adds it to the OrderBook via Put.addOrders(Ogeal)

Settlement

3. The Network checks if the Storage Miners are correctly storing the pieces:
(a) When a Storage Miner fills a sector, they seal it (they create a unique replica) via
Manage.SealSector and submit the proof wsga and rt to the blockchain.
(b) Storage Miners generate new proofs at every epoch and add them to the Filecoin
blockchain every A of epochs via Manage.ProveSectors.
(¢) The Network runs Manage.RepairOrders at every epoch. If proofs are missing or invalid,
the network tries to repair in the following ways:

e if any proofs are missing or invalid, it penalizes the Storage Miners by taking part
of their collateral,

e if a large amount of proofs are missing or invalid for more than Ag,. epochs, it
considers the Storage Miner faulty. settles the order as failed and reintroduces a new
order for the same piece into the the market,

e if every Storage Miner storing this piece is faulty, then the piece is lost and the client
gets refunded.

4. When the time of the order is expired or funds run out, if the service was correctly provided,
the Network processes the payments, and removes the orders.

2|

d

11: ﬁEElIl |:||-9J‘|J EEEE’E_ )c\:.}-k” IE-Iil'

5.3.3 2| E2|d 0}3ll =2 E=(The Retrieval Market Protocol)

QofstH 2|E2|E 0l Z2EZ2 F& W& (order matching) 1t Yit(settlement) o & CHAZ

o FZ 0fE(Order Matching):

Z2t0|HECt 2|Ee|E =Xt FES gossip HAISZ Hufsto] FEEH0)| FIFSHTHIEA)).
20| Yx[otH, E2I0|AHES} 2|E2[H M=ZAt= 00| 2H|0|HE XD (micropayment
channel) 2 AHESHCH2EHA).

o HiK(Settlement):

2|E2|E M=Ats 2tE 018 71| 212 HRI2 L=0] XM 22 Set0|AEf|A TEFH
2} £telol| Cist 22t0|AE= M=Xto|A ME &l B+S(receipt)s EHCH(3EA).
2|EL[H MzAt= 0| A+B52 S5X 0| MS5t0] o2 2=Ch(4 ).

)

TZ2EZO| MA| Mxt= 02! 120 XpAM|IS| AHE| o QUCH
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Retrieval Market Protocol

Order Matching:

1. Retrieval Miners and Clients add orders to the Get.OrderBook:
(a) Retrieval Miners M, creates ask orders (O,a'. Q.u”...) and Client C ; creates bid orders
1 2
(Obia "+ Obia™» --)-
(b) Both M; and C; gossip their orders in the Filecoin network via Get.addOrders
(¢) Since there is no commonly shared orderbook, when users receive orders, they add them
to their own orderbook’s view. Differently from the Storage Market, these orders are not
binding and no resource is committed (e.g. clients don’t do any deposit).
2. When orders match, involved parties jointly create Oy, and add it to the Get.OrderBook:
(a) Retrieval Miner M; and Client C; independently run Get.matchOrders that queries their
own current Get.OrderBook view.

(b) Both M; and C; sign Oyey and add it to their Get.OrderBook via Get.addOrders (as
described before)

(c) C; and M; setup a micropayment channel for Qg
Settlement:
3. Both parties check whether the piece has been delivered:
(a) M, sends the piece p in parts via Get.SendPiece

(b) C; receives the p in parts and for each part, C; acknowledges delivery by sending a
micropayment via Get.ReceivePiece

4. When the p has been received by C;, M; can present the micropayments to the network and
retrieve the payment, both parties remove their orders from the orderbooks.

O 12: B|ER[E Il IR EE M| X}

6. 7235t 2] ehe|(Useful Work
Consensus)

Filecoin DSN Z2EZ2 Filecoin®| EYE 45 = U= O{H 2| Z2ES Q0MZ 72E = QU
Ct.

ol ollM= 2&8f & 2/(useful work) ol 7|dtst gto| T2EZS O REAEMS 2 UEXE A
St

FilecoinOﬂHh 'SHIX 2l Proof-of -Work Altt Ci4l, ;§=ZXHS0] Proof-of-Spacetimes “d-dst= 1t
Hol|M =35h= X M 9172 &ef Fo{el 247t Elot.

283z (Useful Work)
ol I2EE LHol|M M=Kt = 20| S2H(Q! Eots Ho| HER I Ao X2 7HX|E H3
SHOHH, O &g 2&sF &2/ useful work) S 2 Ho|strt,

6.1 S7|(Motivation)
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M

=X o2 FR5HX|TH MEECQI Proof-of-Work (PoW) MA = MALEE 4 gl= If

o I{ALE E7H58H E(Non-reusable Work):

CHE 2| HO|ME[A S5HQI2 siA| ef-E Aiist= A 22 Aoz 032 HES EXE
M= AHo|IA QFert.

T12{Lt Of218h HES| SiE2 HIESRZ 22tS HQ[stH OFR& LIMA X7t gle, 21t=0] Mg
8E & giCh.

OO, O] Atk Xt S HIt R85 SX0f| ALEE = QlEnt?

ot Ao 2o Zigt Al

A= AM2ALe| ALt SHE RESH AL &t&ota{ 10 A|=3HCH

ATFE EE PoWet ¢ %*18}04 St AIME AR 73,

A= PoW A “SliA2 X2 R 2| = CHAH|FICY.

£0{, Primecoin2 MZ& A+(prime number)E 3= O Z{2Xte| ¢4t S 1HEE st

2 1 2 4% o
mu i r2 wg 0|c0

K

Ethereum PoWet &4 2 Z2 IS At E Q5
Permacoin2 H|0|HE 22 (archival)sdt=
5

o2t A|=E2 2 BE REt 2YUS +sHA|Dt, 01715 S s i JH[7F At 3882l
SHAIE ZHziCt.
o SHH|X 0l ZHl(Wasteful Work):
THaed| Al S20f| 9| ESH0] HES of| AdSts WAI2 ZH| H|E2t of| L X| AH| HollM H|ZE%0|Ct
E35| HEsPt 7|2 i 4E 2NN o 2= AME g™Mo = F{ZEC
JYCHH, S| FQl dddte| 22 F0|&= A2 7HsEt?
S] 2t Al
Ol HES I XA tHEZ0| R85 20] AH|=|0{0F St
U ARL0M = O oKX 22Xl Ao =S HQFSHTE,
o€ £0{, Spacemint= A= X7+ A|&t= CHAl C 32 MBS 510 o X| =242 7N
MoLL
0{%5| I C|AT = 2| HIO|IHE YK 01 “IH|E XME 37’02t 2X7F =L
I CH2 ¥ 22 PoOWE Proof-of-Stake (PoS) 7|8t H|ZHE! §Ho| 2 CHA|5H0],
AR LY X2 H| 0] et 25 MdHE FEE ZF5H= SA0|C
Filecoin2 o[2{st H|E siZst7| 25, AtX} C|O|E & MEst= RE88H AHUS 7|[HIE St MER &

o| ZZEZS MAGICY,

6.2 Filecoin gre|(Filecoin Consensus)
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Filecoin2 &8t &g/ 7/4t gto] == &£ Z(useful work consensus protocol) € H|QFSHTE,
0{7|M HIEQ 27t MMZBAE E5 YMXIE MEE 25 (0|2 MEXIe| £2H(voting power) 0|2} &t
ChHe

siE A=A FHIER 2 Aol M Sixi AL Sl XME 82 (storage in use)oi HI2[SHCE

Filecoin T2EZ2 fZXIS0| /A2 SLHE Q|5 SIEY|0] EXtCHAl, XZ k0| EXISIEE A7 g
Of QL.

=, M2+ CI0lH S Mt 2 XEE iS5t SH(Proof-of-Spacetime)S H4gto 24 Hof
off Hoig A4 2 =Lt

6.2.1 il 2 1l 222!(Modeling Mining Power)

nt] Zgt 512 (Power Fault Tolerance)

7|2 B3N [13]0|A= Power Fault Tolerance2t= 7HE 2 MIAISHH,

0| H|ZHEl Agl(Byzantine fault)2 &0ixte| “Z2EZ Ato]| Cist Y&k (influence)”’ 22 THH
oI5t Zio|Ct,

Z FHOojxH= HERY A HoM B =25 =S LIEfL = T p £ 7HK 0,

f% ?Eén(n:h oto|x

——r T
%, fet3o] Tl 7t etolH Fx|of 2ol SH|=l= d&s Haqslrt.

-

Filecoin0OliA2| Z}9|(Power in Filecoin)

FilecoindlM =iZ2Xt SM__iSo| AIA tof o] Tl Sp_ tAIS =
T ZHZXHOf| A & EE 2 E NE S7He| gfo 2 Ho|EICt,
HZAtel Qs SI tAIS = HIERIA M| Thel che| s RiZ2Xte| ot H|E 2 EFEIC

Filecoindi|A Tt¢l(power) = CtS 42 ZH=Ct,

o 3714 (Public):
HIESZ0|M Xl AHE Sl TA MY 82 SM=0f ULt
EEHI0IE Soll ZF A=ZRte| XME & (storage assignment)s ERIE = 2B =2,
L ZE =R mhet HIEY T | & il E Albte 5 QUCH
o 371 AZ 7154 (Publicly Verifiable):
2} K& stetof| chelf ;=2 XH=s Proofs-of-Spacetimes 44335l 0F 50,
O|Z &ofl oli'e MZ& MH|ATF MM ZE B0 USS SHS
EEHIQIE Soll =L AMSKE7E T2 u 7t SHIEX| 43T 5 UCH
o 71N (Variable):
=R AXIE M2 MEHE M2 (pledge)sti HIOIHE MY E522MK
HERZ Lol M Ztele] I E B7HAZ 4= QUL
02{8t MY S Soll M2At= MER MY ZHE NEHEMN
HES|T LHOM AHelo] Jetdg SMo = Z-e 4 QUL

oo 1= O 1
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6.2.2 Proof-of-Spacetime= &8t It 418(Accounting for Power with
Proof-of-Spacetime)

2 0§ Aproof =0}t Proof-of-Spacetime (PoSt) 2 WIEX 30 X|Eal0f a0,
SY2 HEL 32| 2l (power majority)dl| 2|si F&otCt EHeHE miot SEH|Qlof FI7HEICE

MM E oottt 2E Z-E(full node)= AllocTable 2 YHI0|EsL0] 22 ME &Y S =7t
D= El =S M5, FEfE SES EAIS.

22X SM__iS9| ute= AllocTable L 7|22 §AISIO 2 74t L ASE 4~ QoD O W2 & 7t
X|= LiEICE
o E4C ZAZ(Full Node Verification):

5;':7P<1x| 22X 202 Q3511 Y= EL,

II:IAIA(genesm) E22E x| EE7HX| NetworkProtocol 2 Aali5t01 SM_iSQ|
AllocTable 2 9Lt

O] TFEofl M SM_iSOf|A| SR &2l K& S7Hf| Chst 2 = Proof-of-Spacetime 0| ZSEICY,

7tAstEl X{& 245 (Simple Storage Verification):

2t0|E Z2t0|AE(light client)7t A2[E = U= EXMERE Z
;
|

r=
fulT
i
fujo
1
=
]
1
50
ful
k-l
N

2

. XHZ2XF SM_iSoll cht 3| AllocTable &=,
. SiE &H=20| Opx|ak £29| ME) E2|(state tree)ofl EEEO] QleS SHsH= 012 42
(Merkle path),
3. HUAA 222 i1 227tX|9] &H (headers).
0|7 5t 2}0|E Z2}0|HE S PoSte| A5 S HEY Ao 2|2l(delegate)t 4= QICt.

SCf0|ME= HERIR L ES2RE OIS FEE 2Fd + JlCh
1
2

uke] AlAte| HotM-2 Proof-of-Spacetime?| 20| A HIZEICE,

PoSte= MR ARMOIA| AN 2 e M2 82E £Y &~ oSS B8

%, AM2At= ARL0| EH| ME S HIO[E{ 20t O H2 CI0|IHE ME st & 4= gict.

O 0|ge O H2 MES FEHRE F7HOI0|HE 71Xt =2l PoSt.Setup NEE =

EESE PoSt.Prove 914H2 &=X&(sequential) AlA0|2 2 HEHSIZ ZH MM S 7H&5He 5 Q7| E
O|Ct.

6.2.3 I}9| E &5l g2l =M (Using Power to Achieve Consensus)

Filecoin ghol= 7|1& &= 8%9| Proof-of -Stake (PoS) &2l Z2EZ22 SHakst0] 788 4~ QICt.

-t PoSOllA 2] ‘X|2(stake)’E FilecoindM= ‘M &2(storage assignment)’ 22 CHH|SHCE
$E|: PoS2| At 224 7HMotH A, 0| 213 Expected Consensus (EC) [14]E 7|82 §t 1Y
2 N|FSHCt,

0| T=fof|l M 2} 2l2E=(epoch)Ottt et H 0| &2 M=Z A7} 2[H 2 MEE|H,

0
2|02 MEE SES 2t 2Tt M sreteof HlEict,
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A= epochol= EIHW?&% 2 4, 03] Hel 2|7t SA|0| EMe == RUCH
2HE2 Aol 22 =52 Mdsto] HER ol ™utsta

2t epochDtC} st fol”ol EE0| Melol| FIHEICE

orok 2|7t gl=(epoch leaderless) 4<%, Bl == (empty block)O0| M| Q10i| F7}EICY.

Filecoin?| M0l MYyMo = HHE o UKo HEHo == whekd H|&& J2|=(DAG, Directed
Acyclic Graph) Eli| G|0|E £ 2E Z=Lt.
Expected Consensus= &&4 &2|(probabilistic consensus)2A,
Zt epochO| X|LtZ miotCt O| X S S0 Cist =Hil(confidence)O| MEIX S 2 =OFEICE
2= Al 7Hs8 CHE |2l 0[290] EXHE &E0| PAIE PHE ZO0FX|H E52 & & (committed) AE{7t

I

FO{X} apgro| £ 250| Z&HE AMQlof 7S X|(weight)E LRI LEM (MRS AE AL 2501 MY

xHZ2X} MZ(Electing Miners)

Zt epochOICt MZXh= AHAIO| 2|HZE MEE|U=X] 012 E SISt
O Hxt= 7|& o]l Z2EZ(CoA [15], Snow White [16], Algorand [17])2t |AISICE

#9| 6.1 (Filecoind|A2] EC MZ, EC Election in Filecoin)
M=K SM__iS7HAIE tollM 2|H 2 MEE|7| 9|8t =742 CH3 2t 2Tt

i
ijg

07|M rand(t) £ epoch to| A E2x|eI2HE| £& JH53H Z7H tt4=(public randomness)0|H,
Sp__tAiS = ®M2XF SM_i$e| mhjo|ct.

2lo|o] HIA|IX] mofl thal S\mathcal{H}(m)S2e| £ 37|= LO|2t 7P SiCt.

S\mathcal{H1}S$ &= Otxi5t & S5H 5|A| &H4=0|04,

S\langle m \rangle_ {M_ i}$ & =Xt SM__iS2| 74217 |2 MYE HA|X] mo2 CtSat 20| F2
ZIC}:

H(({|[rand(t)))M;) /2" <

(m)ar, = ((m), SIGa,(H(m)))

T2 132 ;2K ProveElect)2t UES|3 = =(VerifyElect) 7t2| | M & Z2EZ HXIE LIEHHCY,

o] M= A2 - M(fairness), HHH(secrecy), 370 A3 7Is4(public verifiability) 2| Al
7HR| =2 £4 8 HFsict

o 22X AM(Fairness):
2} Z0{xt= Of MO £ 8t o] Al=BH & 4 QlCt,

-

[
l= MH0| Z™H (deterministic)0|0 rand(t) 7t THE|0] U7| 2 0]C}.
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S\mathcal{H}$ 7} QFxi5t sHA| &2t
S\mathcal{H}(\langle| Irand(t)\rangle M_i)/2ALS = (0,1) FZH0|M 2S5 MEi=
MAE 7I_|.x5| E|-
[2bA ik Alo] Zo| & &&2 Sp__tAi/\sum_jp_tAjS @t 220,
Ol= x=Xte| HEX 3 LY ute] Higxt SYstCt,
of &2 upee| 2 (splitting)OILt Z&/(pooling)oll tis M (linear)2= HEEICE

EESh Hhgh rand(t) @ A7t t= sl epoch O|Hofl= & 4= iCH.
. I"Et-i(Secret)
017 SM_ISE ERsHA| 22 &8X MiiXh= CIXE MY 7HY stoll MBS MAMet sHE0| 24
& orsict,
o 371 A3 7I5Y4(Public Verifiability):
MEE 2|0 Si\in LAtS & (t, rand(t), Z((rand(t)))/2/L) € MAE2M E28X01 HS
KHoi[7| Rrele| M S B 4= UL
UM ZUSE 5l H[Z7| §l0] 0|2{8t BYS WH L &= U= 28X HUliXt= EMSHX| =Lt
EC Election
Storage Miner at epoch t Network node on receiving a block at epoch ¢
ProveElect(r,t. M) — {L, =} VerifyElect(w;.t, M;:) — {L1|T}
1. Compute H{(t||r}:)/2" < T‘E':? 1. Check if = is a valid signature from user M; on
T L tand r
2 on succ.oss, ORI Xy NG TH 2. Check if p| is the power from M; at time ¢
e otherwise output L 7 s : TR pt
3. Test if M, is elected leader H(m,) /2" < BT
e on success, output T :
e otherwise output L

2 13: Expected Consensus ZZEZ W 2| ME 14y

7. 2A0E ZHEBLE(Smart Contracts)

Filecoin2 Z|& ARXIO|A| & 7HX| 7|2 AitE Mt Get 1t Put.
0| &= A2 Z2I0|HET} f*'ol MS 7tA0f W2t C|o|eE XM&stn ZAMe 4~ JLE St
0| 7|2 ALE2 Filecoin®| =2 AL AHE 25 ZZ5HXA(2H Filecoin2 &
contracts) H{ZE X[ %FQEW

O] &= AXZ 7[Hto 2 & M SEIGE ZEF MH|A MAH E JHsotA| STt

AFEARE MEet »E2 MY/EM REE B2 £ 2lon], 0|2 Y ZEME(File Contracts)
—10-_' ADIE ZAEME(Smart Contracts) T Mgt 4= QICt,

Filecoin2 [18 2 7|8t §t Z1ESHE A|AE|(Contracts System) 2t 22/ A[AE(Bridge
System) 2
Filecoin® X% 7|58 Ct2 22X|QIC 2 &%t HICHZ CH2 22919 7|2 Filecoin L2 71X
2 5+ UCE A= AL
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Filecoin -HEH7|0f= Crefet HEHS| ADLE ZHEMET ZXg Jo = ol &0
AOtE ZAEME JHRXH HRFL|E|Q| 2Est F047t 7|THETY.,

7.1Filecoin L} ZIEBHE(Contracts in Filecoin)

A0IE HEBME(Smart Contracts) = Filecoin AF2XIS0| MEHE 7HE(stateful) T2 32 =HY
o

o= ATE 5,

0|2 Sl EZ& X|&otHLE, AEE|X|/2|EC|H D210l M HO|E] K& = HME QESIALY,

Xz ZH(storage proof)2 AT E 4= ULt

ArEAts HE(ledger)oll EHMM S T ESI0] HEMES| f+E SEStN 4SEES = QCt.
Filecoin2 AOIE ZHEME A|AHIZ 26101 Filecoin 172| 7|s(0l: O At 5 AS S)2 K|
ISt

Filecoin2 H|0|E| XZt0l| E35}gl ZIE2ME(File Contracts) 2 'HE ADIE ZIEE(Generic

Smart Contracts) € 25 I%i“if
o I} ZIEBE(File Contracts)

FEAtE AHO| ME MB|AE MSsHALE QEsHE S 2E Z22g e 4= UCt

FQ O|Al= k3 2L,

>~

=

EH 2%t X|1™ 7A2k(Contracting miners):
SCH0[UE= AIFO| ZHOI5HX| 4= D2 XFE HZAHH|A ME[AS QEE 4 AT
2. X|Z M2f(Payment strategies):
220 EE LIRSSt B M2hg AAIE -~ ALK
O|E S04, AlZH0| X|'Fofl et M= Xtoi| 7| FAt o B Habg XZstAL,
ME[E 4= = 22tE0| MSsh= MO et MY 7tA S 2Fsh= Alefs Bts 4= T
3. E|3 MH|A(Ticketing services):
M2A7F ES2S OXstl, XHilS TS O|8Ate| MEH/AM H|8S X[25h= #2fS s =
ACE.
4. 17 7ls(Complex operations):
S20[UEE= H|O|HE YHIO|EE == U= Al

o ANIE ZHAEME(Smart Contracts):
Ar2XH= Ethereum [18] S2F 20|, E2HEEMof|

fujo
-
s
o

HO =285 ¢
OS2 XA AHMoz AL X| 22 HE V|52 38 & J2H,
EfE S} 0| AAEL XM =M (asset tracking), 2R EMY(crowdsale) EHE S CHet
st 80| 7lssttt

7.2 CIE A AHITLo] E8l(Integration with Other
Systems)
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H2|x|(Bridges) & MZ CHE S2X|01S ¢1Z25t7| /5 =70ICt,
Filecoin2 &ixf 7Hgt Z0l H2[X| A|AHIS &
Filecoin?| X% 7|sS CHE 28A(QI 7|8 2

A —_ O )
HICHZ Q8 SE2X|019| 7|58 Filecoin@ 2 7t = A2 AR |9l A5284(cross-chain

interoperability) = X|@/gf 0| F0|LCH.

o CI2 Z2ME0|M2] Filecoin(Filecoin in other platforms):
Bitcoin [19], Zcash [20], Ethereum [18], Tezos S CHEE2| 220 Zc1E2
ANLE ZAEMEZS X[ISHX[2H XMZ 7[S0| 02 Mt 0[ 7L} H|Z0| =Lt
Filecoin2 0[2{5t Z1Z 0| M & HAM 7|5S MIst7| fI8t £2/X(bridge) € 7
202 JPFSE=0|0] 02 ADIE AEME Y T2 EE E30|AM 2H=E 2 x5t H
Lo 2 ARSI QUL
Filecoin X|2I0] F£7t=|H 0| A|AHI2 Filecoin E22 AFE510] IPFS 2HIX 9| AX| HZHS
Hareh 4~ UCH

o Filecoin L{2| E} E24E(Other platforms in Filecoin):
Filecoin2 CHE &2l MH|AE Zst7| et 22/X] = M3E Al=lo|C},
Ol £0{, Zcashete| S&2 Saf Z2fo|HA| 2S X& & (private storage request) 7|s

= A =+ QAL

=
mII
_O'h
f
£0
i

e
ol
N
40
rol

8. 8t 913 (Future Work)

= Filecoin HIE/ 3 &2 I8t Yetsty S&H0l AZE HM|A|SHK| 2t
S A0 Ef S U AEZ|X| A|AEIO|
o] =S5 AR IHE M| 7HK| HF 2 FLE5H0] H|A|SHTt.

L

o =E0IC} 7|ZE|= Filecoin #El E2|(state tree) 2| YA|sH(specification).

 Filecoin ¥ 1 74 2450 Cist MF ds FHX|(performance estimates) 2t #lx|0t=3
(benchmarks).

o 2HM 38l 7158t Filecoin Z2EZ YM[M(protocol specification) =14,

o S 7|4t 2|E2|H(sponsored-retrieval) E|Z! B'# — Z2{0|ME C,0| =2} T2 U3l 7
Sttt EZ S Sol| CHE S210|UE G0 LHREEE =/ (sponsor) e =+ U= A&

|58 gte] =R EZ(Hierarchical Consensus) — Filecoin AEtl(subnet)0] YAIH &

2 G7H HE|3 2e(partition) 0= SEMCE EMMAS M2[& £ U= 71X,

—

°
X
Ol

No. 42 | 44



e SNARK/STARK 7|4t HZIX SEx2l AMA(incremental blockchain snapshotting)
7|&.

» Filecoin-in-Ethereum CIE{H|0O|A ZIEHME YU ZZEF M7,

. BraldE o|2st SEA|l of7fo|= & |l ?_ EfQ AR (inter-blockchain stamping).

. Z(conflict resolution)2 2/t 2202t Proof-of-Spacetime 2 S| 210] 7|A|
(post).

e Filecoin DSN % MZ2 2| K& ZH(Proofs-of-Storage) o Chst 431 7Hs A (formal
realization)2| A& ZH(formal proof).

OfzHol 7HE &

o

ARE2L IE%:' I*iﬂ O &1t P M S AElS| SFAAIZ ZIXHHZ 7HX| 11 QX[ 3t
Filecoin®| =7| &A| O|F0f| Bt=EA| sHZAZ|0{0F 5t= Zd2 OfL|C},

= —_

e Proof-of-Replication®| Seal &4 71 M:

C|2=(decode) Al O(n) EXEE 20(0(mn) OFel), SNARK/STARK G0l 270 AS 7ts

St MER A Ark(primitive).
e Proof-of-Replication2| Prove & 7 M:

SNARK/STARKO|| 2|E3IX| 11 £HSIH S/H A5 7Istt MER Y dd 2A| gLt
« Proof-of-Retrievability £2 7 IEI Proof of-Storage2| £Yst1l 371 AS 7hs8t HEN.
o Z|E2|H OBl M2 Mef: o2 £X Zx|(probabilistic payments) L& GX|4|

(zero-knowledge) 7| &= & H**'
» Expected Consensus Lol A, 0f epochOtct HEts| 5t Ho| 2|Ept MEE|= H|H 2|0 ME

(secret leader election) H|7{L|Z.
« SNARK Mz| 8F(trusted setup) & 7|%H:

= I3H7HH"*E HMEMo = stafel = Qi AXXQI LR AL(MPC) EHAIE S5l 01X MTHS|
SHS LS M YEH2 A8 £ o0, M &2 E0|= 4.

-

8.3 3 U 3{Al ZAZF(Proofs and Formal Verification)

Filecoin HE®|32| A £M5S AXo=E ZH(formal proof) st1

1= (formal verification) & T2 EZ WM E 7E5H= 22 OIR S256IC

JHEo M +=H0ll 24X Filecoin?| CHsh £ (Y, =Rl 7|5 )0 Cist HE HAXS
gt 7|=lo|Ct,

0 -|> n\'

0|0 Ui FYS 7Y F0|0i, 012] 7 SYSET 17 Ao Zat|of L
&7|{0|0f ZRSHXIT, Filecoin ZREZO| AlzlAfnt 4815 otxiNg Shst| 23t sl
591 30|t

» Expected Consensus ¥ 1 ¥ S0l clist H&td ZH(Proofs of correctness).

» Power Fault Tolerance?| H[E7| 1/2 27t5d Z=}(asynchronous 1/2 impossibility)
£ slulot= gty 59,
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Filecoin DSN2| 2HH E.é(Unlv Composability, UC) =293 LY HAls}:

Get, Put, Manage £ 0|4 7|5 (ideal functionality)2 2|5t

MM Z=EZ0| 0|5 %*E'ol Hsigte E4.

XS X7t S (self-healing) 2&0f| Cist &4 2=t ol =0,

ZZEE YA2| 84l H#E(Formal verification of specifications) — 0il: TLA+, Verdi
S 0l8.

ZR2EE 7382| g4 Z4Z(Formal verification of implementations) — 0f|: Verdi 7|%t
H=

Filecoin QIMIE|E 12=0f| Clist A[Qlo|2& EM(Game-theoretic analysis).
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