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network)e F7|MO 2 L1 42| E¢ ZHEME| MEf HBIHE (state commitment)E Z4lstH, O]
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2. DAAEQ| 2|t= MZ CHE EY0| £& Qs EHMM HI0|HE %!t L, HI0|H 7t8M 1B XM
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HotShot &2 A&2| 2|H= EzH™M H|0|E{of| CHt 2= #IE 7{3/E1E(short vector
commitment)& Egst= Mot2 HZ EIHAESITE HotShot §H2|of| £0{st= L ES2 0]0f| CH

IHE Z %|F35}$tCt, HotShot &2|0f| #0fst=s =ES2 DA AISS MY &
0|7 5tHy, 25 HUHEL| %|F5t= offiet ESHMM H|O|H2| 7tEEE2 °F7HI ol0[stiH= Hof| F2

of EEst =25 A8l
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siCt,
3. HotShot &fe| Z2EZ0|M E50| 2[E3tel A2 ZIFEH, oAz A A|RM| LES2 M2
2 =S 7SIHE(R A ASM)E L1 Mo ANHM HEHMER I*EféHif( 12119 B4 3.b). 0|F

ANEM HEHE = QIZSME HBst i1|:l£0IE|EI QIEF MENE HAISICH AZM HEZE = S{x| Q|
Ofl Az S 2F AE|0]H0| Ciet YEE RASH leB =2, HOE MER dEIE 45 + QU

SAODALES2CHE EY 25 LSS Lz E S0 A Mutstod, 28 E40| XHlof|A| s
St= =Mt EAMM Fetg 5 4+ UTE SHH(EH 3.2). REl= XA Al7he W10 M2|&
=0|7| ?|alf H|0|E MutZ &te|o| YA ZZ(critical path) {22 0|SAI7|= AA 2FE2 L=
Ct. 20| o]0 ilzsﬁ 0|20l x| =52 220[AE(0]: 2 SHX})0|| st T EIEA|
EE' He= glen, Y7 Z20|M= 0|8 7I8dE 2&dh7| Igh |Aste| =0t AR EICE
L. BYX= MER 258 pAlet &, AME MEfer O AHBIHEES A|ttstn Mef To] ZH(state-

transition proof)2 445t L1 &2 E ZHEME| AT 7t MEf HFZIEE HA|SICH
(22119 Al 4.a). L2 &4l ZO % = dEol7| floll, EY HEAME= AMFM ZHEHEZRH A
AE Ol A A T HENE BH H=CHE 4.D).

|H ro 1ok mjo

Ofx[ato = oAz HERR LES2 L1 AIEM HEHEZRE] AL E AH|0|3 B|0[S(stake
table)S F7|H2 2 210 AH|0|Z FHOIX} Tt CHEE MHAX 2HS lSEITH(TH| 5). Ol EEtxez
AE|0]Z FOIXF Eeo] M kl= of| = Het Aol R4S, 0|28t M2 2RI E= HotShot &F2|of tf

of 72l S0 thall Fo HES MSTLCh

—

1.4F2 710

HoM= EEYs R AIHME #F5h= -0 2ot 5l shahd %HI% sifZst”| flsif HotShot
to|(HotShot Consensus)2t Tiramisu H|0|E 724 (DA)O| A| 7|04Z H|AISECE.

1.4.1 HotShot &t9|

HotShote| =EE2 JA| E2HTHM H|0|E{0| CHt B2 #IE{ 7{5/51E(short vector commitment)Of|
gfolot= T2 EZS MAlStO 2N NESE EGHMMO| XX =M E Z|BSISICt BHEASH AIZIA Q| a2t
N, LE|= &HE 7156 el E 7Hs5H St TSt 22 SH2 ZASHTt

&3 &0]. HotStuff [125], HotStuff-2 [82] 3 7|E} Z1S%{Ql BFT ZEEZ2 &f2| F0{X Hglo|
A0 DFE 51718 (permissioned) BFAM M2 SEt5H= 7 ?2|& X 2ZH(proof-of-

stake, PoS) S22 0|E 22l510{ FO{Xt7F AH|0|Z HEHe| 0|52 Sall &2l TE2EEZ0| SHCZE &
0{517{Lt O|EtEt 4= QI 2 SITt, 0|2 QI3 HotStuff-2Z PoS 2HA0f 3| ZHsIon, T HEl 228

O

=2 &z 28|01 7| Foi| l= HohA 7HSx[2] +=He0] TA| AH|0[ 7tEX(2| 32| 1 0|2kl §F ot
a4 s PrEeitt 55| =HAQl ZXls AH0|1E & Eefo| HEE= o Z(epoch) Hets X2[5t
= A0[Ct O E S0 SEX F2, ALE F o F ALO|ol| M AB|0[ZE == ER0| 25| Hatd 4 8l
©n{, 0| 42 HotStuff/HotStuff-22| 2tZ(locking) H7LIE2 O 0|4 2SotX| Y=Lt 2=
O 2| Z0i| &= 72| 2t2EE F71510{ & AF |0|5" HehllM CHe ez R(view) HEE QXS
AWML = UAEE HotStuff-2 T2 E 25 &L 2 M 0] XIS STt XpMlet HE2 MM 2.4.2
ERSEALl N
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Ol 34 M. 571 TEEZSS X23Y StEo = X3 = YAl M B2 M| AH[0[H &
S HHote At RAR| QIRS|IE MESHL, I3 RS ALO|0| M &e|E AJlish= Zd0[Ct, TJ2 Lt
M3H HilXt= ME A0E LA & 0| = @IS|E &4AF &2l E HEE 4 UCH Algorand [59]= F
7|Mo 2 H|Y MZ(secret election) Z2EEZS 28610, MSEI 9|245| LAL0| XIAI0] Q|2450f &
off AS2 SHote SHE EZEHAES W7HX| MRV QRIS THAS &+ SIESE SHo2MN 0] 2X
E ol ZsiCh &2l&l(slash) HAHLIES Salf MEE A2 At Y E|ZUt & HIAXE E2EY
AEste Cf §HHO| ATt SIEE|O 2 ME ZUHE Of 0| 0f| HOiXI7t 2SI E SAAIAHA ASE HIAX|
E HUEE PHE7|= o0t J8{Lt [12]0|M X[&5HE0], Algorande| M BHAl2 o~ 4 S st
= MUt EFst A3 7Hssh o4olH o tHall EA4S BE&ot= dNE & = = MM = S&t
X| 9L}, 0| 22 HMOiXt= ofEl 20| LHE MEHLE YA E & H X} QICt S [12, 22]= 0[2{5t Of
2 349 &xi7t Ch2| |2 A2l 7|8 X235 H(longest-chain PoS) 2 BFT 7|¢t X|[25H &o| =

ZEZO|M otHMnt & et Z 0|{E 4 USES X|XSICE

Pl RES DRI PHEHLZ, R2

olof et R2l= MM 2 20|M Ol BHS ZASH| It A2 >
P =0l “tHH2l =l (buffered)” HA|X|

= HIEAZ0| S7HE HAIX|E 2 OfL|2f FEIgh NES I

MR 2 4= Qe 7 HUiXHE 228ttt of HrhAl= HEAR0 MZ2 HAIXZF AIA == A =2 0]
= AMEX| YHE L EE HEH R &Y A = A2, O Lo HHE E HAX| 52 2felst 7 &
Aot LEE HEHo = &¢AIA TS olFo|H HIHZE HAIXIE =F5tAL W7 |e o= ULt ZEEA

AlE2f|o| st iAol MEXQl MEX &4 (adaptive corruption)zt &2, Of4 342 LEtX o
2 H|etEl of| &2 71l MOGXIo[A| X|&£X0|H 3|5 27Hs¢ch H|82 HMA|Z |22 R2|= O SI0] CH5H

&
ootk 2 LR XX F2 &fet0| EXSITIL FIH2 TSI,

S(unset) HIT/Z/E HAITZRE HEE =C8 HSHOR AL 4 UL 0[2{3t 50| 04 BHS
H

434 (Optimistic responsiveness). MZ2 ¢
T=EZS 4ot ol Stiiet XS Mg,
of A2 HIH|EICE. 8HH A|AR2 D4~ SZ0] YHSIEEHE 2 3 ofd

£

on
1A
o

10

I
Il

muo ofo
ol

ﬁ
b-
folr - ol

i}l
2
=
M
I
=
oot
19
rr
=
P
OH
b
o
M
=
2
4
o
40
H
I

> 0

[e]
S350 0f SHXEI} O AE AZIsH0] SA S STt 0|0
[T} O|= OO MCHX}7} Oj ZZAS J|

—

OF A|ABI2 Ol A7} Gl LSS AlLI2| 201 £0 QUCH QHHSHA

i
|m
40
).
m
d
(0l
0r
|0 ]
Hu
rr
[El
HU
HM

L 2 ox o or 4T
Tol
i
ool utor

-
_
[E—py

-
N—

o
a
Rl
al
gt
mo |u
o
2
N
1>
$0
<2
=)
ol
=
ol
i
rr
40
ro
mjo

N
toi
Rl
N
il

=)
i
X
inl
It
AT
0
>
s
o
0
et
1

0|25t UE 5 A|LI2| QO||A] E 0Lt MaS ZHe 3 .
HotStuff-25 X|2Z%(PoS) 8ol 9 Zgstn chga e 2

for
02
N
or
ol
ic]
10
[l
2y
HM
MK
[0
-1
i
ol
N
ﬁ
=OII__|
40
L]
rr

e F| CloE{7t OF:l Bi2 FHNHE ChEt §el. R2l= XM2|Fa XA AlZHS 7H4517| 2{3f H|O[E
718410 oS EEX 2 welote 71 AE 1Ofettt. el AE2 H|0|& S0 Tt 22 7SI
Eof chsiM2E ghelstnd, T HlolEe] 71842 WE 2 SAisk=s DA ASo fIYE/Ct. o2 ZolM
2Yst= Tiramisu DA= 2= =20 HI0[E S TS| ke 7t8d S Eded += AS US M
@ 28M0|22, ol T2 E 29| Xe|F X[ AZH2 37| 7HMHE 4= ATt

o TA MY1HH|IE HEE 0|28 HT 2IFAM(QC) 8. 25| 517t etdnt Hel, XN25E 2tEo|
Me FEXEE0| Az met SH o2 Halr| iZ0f M5l e 8Ho 2 AS 7Iset HH &
ME F&3t= A0 EX| gLt 0|2 3lZ5H| 2lsll & AH|0|3 H0|S2 I (identity)S MY
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BZ 712t AH(0[2 2of| DiEstH, R2|= 250! AR =R
MZ E2|(persistent Merkle tree)z ?@QEF Eé* ﬁ 0|3 7| S& Alol= 23 7| 34
(rogue-key attack)° HiXIst7| flai 2% SY(proof-of-possession)0| LFEICHL1 A2

AE =27t S5 7|12 dR0ll= ol HAl= X1|71°E*—’F ACH ). Ol=1gt AH|0|2 7| HIO|=2 S HIE 2=,
22 BoM 22l= HE S 28Xl 3 S MAIST 7HEH 22 JE ISM = T MExt

| R B ) | R Y )
SHXHEYS LIEU= 22 B E HE 2 AL ES2 AH|0|3 7| H|0|S1 HIE MIEH 22 E
HAE ME HE 712 Y2 = MBS dEL22N QCE &felith H2X o= QCol 27|= 06X 35|
AH[0|Z E 0f| MEO[X|TH O MY &2 2L H|Eo| 1tsiCt M2t QCe AN EE 0f2
S2X0|0{(0l]: .==10,0007 7|& 2 1.25KB), ESH S A0]| Z-EQl el
(accountability)2 PHESIHCE,

o HIESQ3 AIZS0[M2| CDN &&. X2 XA A7t 4517 2= P2P HES 0|2 2| E5t=
JAECH WE S410] HR5tCt J2{Lt =0t 712 %.:.* | =E7t EMote 42, 0|5 2R 2H AZ
= ®AISks A2 2= gl =0 thal H|2EX0|CH f2l= Web2 OF7 [HX 0| M A8 == At |

ASHA HER 3 S0 CDNS &8I CDNS 1HAZ HZS Z2HE LSS0 Z, S
XA AlZHoM 2E8X 0l FE 2tRE S 7Hs5HA ettt 0f2{st lzat= A|that S

5t 01z oF £51 B0
B2 40| LES FN Ol T HEE 4 YT2 SiCh S4 SH0ME Hlo[E7 2E Bo| E2 O
27| Hube 4 920, At SHolM ME TAlo} 242 At Forseol Al ol2fst stERol2
em2gst 4 9t O Lo}, 2lo] Z2E 20| 2 HRE 3y 42 U= AB0IAe]

ol
poN

O|2{st -1} Aetz|| L 45t MsS EHASIHTY
|

E8H¢9l 7] 5713l HotStuff-20|M M2 FHO{XIS0| 25 Al7H S0t %OE'@ S(view)ofl of
£ E ot HEEICE HotStuff= 0|2 /s HOo|AM0|7(pacemaker) 2&& AFESHA|EL O] =
OIIf S4l STt HIE|H ol X|A AZtE Z2lstr). o] 2XZ a5k | sl 2 |': Naore}
Keidar [90]2| ® S7(817|E AHE510{ St Z20 M MY S4 SEHELF A4 X[ A7k HY
StC},

o ESHQIEEUS i H[Z. of| Az ARME &ol/F 5713 2|HE MESHD A2 DA 9I¥
3|12 ME-SH| Rl FINHE ANES Yo £ U= A2 st RAR(E AAS HQE SHC,
25 BaojM= TA MED XA gf(delay funct1on) [15]5 &&510] EE5Yst WA= 02
2250l HE H|ZS FoisiH, Ol A A+ FHEME o[0|E 7HE == It

1.4.2 Tiramisu H|0|E| 72X (DA)

Tiramisu DA AIZ2 &2l =E5t7| O[H0f H0|H 7184 S 2E5h= Ol iy Xel As AT,
DA 2|E= Z%ol °JA| HIO[EE =&t 7, O|E DA HE®{3 g0 —E—ﬁ/\ C

0_|_
I
o
o
c
=
Q.
—t
=.
=
ol
+
i

|
= FR22E S X AJZHS SAdaty| St FHR
@ £|A351 20| BAHO[CH DA ASS [18| A 717 2 8 942 0|20fzic,

» Savoiardi: 05 320j Z2lst HIo|E] 7124, 2|C7} 1 H|0|HE A7 ES3l(erasure-
coded)El ZZIo2 QIALSt F| 2(dispersal) Z2EZE ol ZE M =0 £Z+2 Hi= S}
= 435 7tss A2 24 (verifiable information dlspersal VID) Z2EZ0|C}, 2t ME
C= ™A 22 oo|E{7hotllzt 27|17 O(|B| /n) ol th =Ztarte MAksh | sl R2Ho| M o
O|E{2f o'ﬂ*%'o R AP EEMOE AT = ASS ARSI EM ZEES OIT, 2|H=
LA SliTot= ME LE22E FEot VID 20| 7tget2 E&5t= QIEA E &Sttt 0|=
0| B MOl AHES HRSHEFLEVID - (retrieve) TEEZS Asto 2 2l2fo| M| H|0|
B 228 27& & ot 229/ VID Z2EZ2 [10]9| AVID-12} DispersedLedger [123]€

defet Aoz S2Ml A FHEME Q0| E 7HE = QICh 24 ZEEZ2 1R = 250(0, 2

ol
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Ci7F2f ME 20| VID 2248 &t ME L E7F Ut 4T = MHS dhetsh= th st ol &
A ERRERHS Q7S] 5 HIEX T TA| SAE2 el SS9 HA| HI0[H 2 7|0l 22 o A
£ S8 &0l 250, 2F L 20| ME k(= A%O| H|o|2E F{SIHE C|0[E{ Tt L Ct
VID S+ Z2EEZ2 SFAPL O LEERE QIRAYE H|0|2E X212 7HX2} 0| L2 s
OfotEz ) Chd AARRE M| YA HO|ZEE CHREESH=E AHLH =2|CH CRYS| T VID 5+
T2EZ2 O30 4YE CDN A Z2t £212| DA /I143| AZ0| 25 AHS £7+s8h
20 HEICE 0= A|AEIS| Eotut 50 XHX Q! HokS FX| AoHME =2 3
= HIZ(0]: o2 ALEXo|A XZE STA E4)S HHXIof|A| RaFSt), w2t 2
S M= ]QI2 7ol glel, tif 22| B2 Hl0|E= A =42 = AS A

o Mascarpone: HE g2 ¢/gt 2112 DA fI33|. F7|He= HilE|= A7
3| L& E0|Ct DA 2|H= IE|of &5 2E 20| XA Ho[E 252
E Z UAX|0l| S5tz 471 0| &elstn MHS dietstH 2IZME &
St SE8H 0| 23| tE= =2 SEE FEISIH H0[E 7IEdEe &
23| = D= S A0l FFSHCE oS S0, HtHAh= @I &7t H0[E{of] MH
AL E Ofg o~ UCE 0]218H &0l M= Savoiardi AES AH&st0{ H|O|E

e Cocoa: CDNS &8t Web2 2| d5. F= 2t*ES 28X = X[}
Me Zgte 2 74 %= CDN #A50|Ct CDNO| 85| S&tst HEY3 7 54
AN =, CDN2 3YstE Web2 HES| 30| 2&s5H=
HHOZ SYSIE0 UCEE SEX 2 Z2EEZ2| YU :
EEEZ2 CDN AZ ol X2 SAstH, CDN2 ds2 &etAl7|7] 9[gh (1E
o|Ct.

[0 I pob

|

U

d
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o =
o
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HotShot g2|et Tiramisu DA Zt2| 1. &X(liveness)= E&517| 2lal, HotShot &2|0f| £f0{5t
= L ES2 8l FHOIHE X|oto]| CHa FESI7| ™ol BEEA| HIO|E] 7}

ol
a
|
o
Ral
o 1[I
6]

E4S =elsfiof & SN
HMZ2 27t 7[E EES 7|Hez MER2 EdMH 253 1dY & = /0| ==l ETh 7|
HOo2, e (i) Meto] 2219 DA fI23|e] YAIX|0f siEsh= ORI HA HOIHE sLI13Es Y
St= ABME ZESIL UM, (i) s == XRAO0| sy HAHME| st VID Z2hS =415t ZL0]2
FHSIT, Ol BN M7 £[E3tE 0|20 = HO[E7| & 7188t BTt Ui 342 st
HUiXtor F219] DA 9122 THE &¢AIH 0B = MEYsHA| oM MEL ot = 2t5 & b=
5 2 AIsH{oF STt e
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d
r

|0
i
\d
=}
ol
i

1.5 2 17

No. 12/ 63



Ate 04 S| (state machine replication, SMR) x| [78, 79, 104 ]= &5 MAI0| X 0| 7Lt
HIZFEI(Byzantine)d == e HEOIM L, Col ZHEX 24 HAO0| 3852 3R HEfol| &elsh=
S ARSI K|k 4001 H St SMRE 2/ HIZHE! F0l 518(Byzantine Fault Tolerant, BFT)
T2 EZ HAof Lo B2 ZIHMO0| 0|F0{X tCt[31, 80, 87, 86, 59, 40]. 0| 20| BE ARLE HE
St= A2 2 =22 HeIE HOLIEE) 0{7| M= HotShot2t YESHA 2HE SHELS YT,

— L= —

Ox{2|2ap MX|A Y. K| 20H7e] 012] (= CHEfe| ERMAMME U2 X A2 Mg = U=
MEEE*WIO{I Zi=af| ICt 07]0fl= LR E AER Z2E 2 [88, 27, 51, 99, 100, 38, 69, 122,
126, 7212, S7|(synchrony) [34, 3, 4, 45, 59, 111, 101, 106, 2], £& S7|(partial
synchrony) 31, 24, 125, 33, 32, 57, 112], H[&7|(asynchrony) [5, 61, 81, 108, 57] & CtYst
HIEXA = stof| Mo 1™™ BFT Z2E=0| E&HEICH XHe2|22 7H**of7l 23, 22| A+ SE0i|M
= EFE0 Cist ghelet o|o|E HMutE 22lst= A7t O|F{X| 11 QICH[37, 41, 40, 108, 107,
100, 122]. RAFSHA| X[ A|ZH ZHO|M = S2td g-3d(optimistic responsweness) 7ol =
E|el, T2 ZEEZ0||M 0] £40] MElEo| ERICt[99, 101, 106, 125, 33, 31]. 2710}, ¢rEd
TZEZE2 UEY3 X[o19] |2 Arst Aot R HIER I £0| HF0| EMMMZ £|Estsict.

—

0|& Z2EE L2t OIE7HX|2 ) HotShot OMI =2 MeE|F Z2 X AIZtE S5 E st J2qL}
HotShot2 AIHMEZ AFZEICH= HollM 1Ret HetS 7 P&ltr S, ME|ZFE =0[7| f{slf o|o]E ket
sto|= 23|50} 5 A|A L E = Al n1A|O| Mg cHelstX| o2 HotShot2 H|0|E Q| 7t&4

=FS, srm [ L ES0| Z= EiAiMo| H2e o= it O|= QIsf H|0[E 7182 MESX 0l
AHI0)| H|sH B =0| EsICt, O Lot 22|9| SE= HotShotO| Oi 2 2| LEZ = 7}
EPE Z10|CF(A2) M2t e 2FYO|M S &= 0|2 &2 A|AH Hsit 2| AL| )
o 2|= HotShotS HotStuff-2 Z2EZ [125, 82]0f| 7|dt5t0 MA|5+d
1, 2[4 42 O[xf B4 S L, W2 £|Esh X Azt J2|10 St uhg
C, fE5t MM 28 7t f > n /300 Atol|A QFEly 2jEto] ehst A2 @HE of

=

=
el ae = QIES HotStuff-22 M (accountability)2 #& #HY

EE E
o = mm
n =
JW Ral
n
52

B A o
r FH o
N

LN,
40
EI
OOII

(ST

> ol
o

Za U

>Aoox Ao

om g e
ol

mu ror

HolE 7t8d. 7HEX 2 H|0|H VI8 ZEEZS2 UERA =5 At0|0f| SRE HIO|E7t 0|0 = &
2lgt 2 A 57 7tseE E&eloF §Ch A7 F=(erasure codes)= 0|28t S22 Hot7| 9/
M E30|H, E5| 2|=E-&2& FE=(Reed Solomon codes) [121]= (i) A/ &Z(fraud proof)
[127, 6, 7]2 Sl LEX = 0|57} SHIEH| SREUS S E&SIALYE, (ii) 28 2| F0{Xt7t X}
Aol HO|E =210| RERIS &ole AR UI0E 245 BEdte &3 /f5et & F4(Verifiable
Information Dispersal, VID) Z2E = [10, 93, 123, 9, 105, 92, 28,124, 6412 74 QLAZ Al
EICt UEH o 2 0[2{8t AT E2 F EHAZ ZIE| =0, A HHA0IN= M2 CHE A7 ZE ZR2{0| 2} 0]
Xtol|A| 2ui=l0 O(|B|) BIE2| S41 S =2 HO[E 71248 23510, T HK THAol| M= 2H &oixt
7t X1 L0 E 2 E F0{Xt2t 335104 (|B|n) 4 E’”EE i*01xf7fE1IOIE1O1I 2 7tsst
£ oiCt. R2|= H0|E{e| 7tE4TtS 13t
ST, Ci[O[E{ofl 20| Hesh otH ”SOHP(@I EO*)E te CHE L EERE
|E1E T2 E 2= QICE 0= 0|H2|22| Danksharding A[Qt [96 ]t

H'l
[}

O
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A7 ZES S HI2 W2 St YT E FHsHX(T H0|H HZ S flsliM= 05| Cie| =9t
SAIsHof SCt. 00] et L2|= HI0[E T E MEshe & 70l FIHO0IH 7184 AE, & &A1& G0
B 7t8d It 2Ex ME UEQI(CDN)E =SHC;. 0[2{8 7 AS2 Hotg fIsh o/ &E&X|=
2t Ole A2 5| = D2 4 U0 CDNE Zo{E Yoz & l7| h20|Ch J2fut 2t &
StollME O AS0| BISH o2 {1 S 2XQI H|0|E M2 S MBSt

o~ 32 K&, 7|& o152 HoiXtE FH(static), MSX (adaptive), £& 0|58 (mobile)22
S5 QT MA A2 JfHIE 22701 BHA0| A S 25t JPH0|0, 2425t 0|53 MOiX} stoAe A8
X o2 OF% LM UK B4TH[98, 128, 20, 54]. 00| 2} B2 7171 HSH KA stofA{e] Eot
S =HESHX|2H O 7tz =2 sS4 ST E st 497F 2O [ 21, 30, 70,129, 3, 45, 1, 68].
Algorand [59]= 2712 93| E A2 X 3H XTHXI0]| CHet Hotnt 2 S4 SHES S0
Stdstot. J2{Lt [12]0M HIEEK0], MiiXh= D4 342 Soli FAIRIE HOXE 2dAME = U
0, O|= Qlof A2 @3] 7|8 sl = QHEISHX| 4Tt O]of| Ehelf 22| Sl 2 X 3%{0|0] O~ 342

CDN2| 8. ?2|= 28 = S HESA(CDN)2t P2P HERISE ZEe! SIO|HE[E HEXIE 8
ST} St AL 20 M= 2= HA[X|2FH0[E{7F CDNS S56fl W&H=|0], X2|2kah X[ AlZE ZHOA
Aol 2 Hof| 712 ds= &SI CDNIF P2P HEHAE Zelsto] 2H= 24t d&53 7idsta = of
OIC|0l= 7|& A [131, 65]0lI M BIE BE 2L, O =2 St A| LS| H& F0|RUL. B
fe|ol 42 SHe RS AZE S HESRIR 952 StiztstHME, CDNO| SEEALE &dE &
OME g A8 MetdS FAIsk= Hl UL

E<2(Rollups). & = = 744
AERA|O| A tFEH| ZHotE| D
W(dApp)at 4SEES

= 9
71 A= EYU Z2HES AO|0ME EE5Ys ZA7 HE H B2 F5S 22

U2 [74], TIE EY ZEMES ot = EMo| 23St 2 =3 ZEA|7|0 ACH[76, 113]. 0[2F
H3listo], HFLIE|0|M = EOt YEtehEl F2 EhAlof cist =2 A0t T Qe 2 A+ YAl O
stolo|Ch &, Zt EYS MMEHo = B§EYUstcH= i) 2= EYC| EHMMZ L2 5 JAH &M stst
XMEste FRE 1 EEgfstEl(shared and decentralized) AME MO|| 2| &5kXt= OFO|C|0{0|CL 2E =
01| CHal T A|HME ABSH= 22 =H2 0|1t &M, J0i| s~Ete|= 0|28t EB0|=EQZ(0f: QI =2}
WAL, AEAX I MEV 22 S 28 4528 4d)= g2 =2|%[1 2 [110, 35], R A+
FOFE Y Mot ULt ARHOI ZSHOM K, 012 A& Q! O|LIME|E [110, 7717 7172 02001 S Al
ZME EAT} B AFRXA M 25H= He 2HE 5110 QL 2L A|ZME A&t uff sHAIX{ol T2 A}
&2l MEV [39] x{2|2t &E5t0{, SUAVE [55]S 7H&st= B2 MEV A1 2H|E S0t SEokA ot
E7| /ol =5 2= §EYsIot= HE/|IE 551 ULt

N
-
e

-
W
-
o

-+
ok
19
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2 H0o| M= HotShot &9 52 YA|SC MX MM 2 20 HEYZ 2 HMOiXt DS Holst &, M
M 2.3 MM 2.4 0l HotStuff 90l R2[2f &2l Z2EEZ0| YA 1F==XE dYsICL Z2ES
Aatof Chst LA Q! LIE2 MM 24,50 HAISITE PXI”*OE, =2 oM MHE 7|2 g 24
(primitives)o| MMl 8 (instantiation)2 £5 Bof| 9ISt

2.1 57|

HotShot Z2EZ2 0fZ(epoch)2| 1422 TIGEICE

¢ e c N:O|=.

o T: 2o =0tct 7{3lEl= 22| JH4.

o+ N (FH EN): 0 0= e € NOjIM AlLE FH|2| AB|0]2 5T
o t = 5 (BH EA): HITE AHj0]32 Z0H H| 8,

e n: YO LEOf

o frHEEIgo| Lo 4

HOjxle| f¥. 22= Cent 22 |82 MUXIE LRSI F&(static) MiXte Z2ES AIZF AI-0|

| L E ZEH2 MEfslof ot BHH ) S X/(adaptive) MCiAts T2EES MEl T X0 MZ22 &

UL} MCHRE &4 L EO| EHIEEIOH g = Aot oliE L EO| QS HESHA| b=
X

Ir 3}1 fuln rrz
0 0 o 0z
il o)l s

N

o>
Ay

{(active) MCHXt2t ST, U//T(brlbmg) I*EHX [12]E 4 1|751 CIMEIEE &&3510 “EEE—NIH
Ol RIS X|= =E(0l: CFS 2R E2| 2|H)E 58X WA o2 AMet £ QIC} /&8 (mobile)

MOHAF[128]= Z2EZ A3 S0| =5 &4A7[7LT &4 HEE sie =~ = s=HE 7HEIC g2/
E(ratzonal) XL [60, 52]&= AtAle| 0|2 SCHSHEHS I =2 A0 1e{she H/gfe)
X(non-rational) HChX= QHEMO|LE 24 (liveness) ot 22 T2 EZ Q| A M 2|7 2[5
GNA XM 717H0| EUE 2| X[7t QILt,
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{CHXmildly adaptive adversary) [99]2t2 HE
|210| 3|™ =7 |ECt A= 740l 2 &St F24X Q!
el SA BE QS| L EE SMAH O[St Z2ES
2|5l Algorand [59]= HITHEI &2 9| 2t 5| EHA|OIC
20/0f CiA| 7t5&(player replaceability) 7HEE =
e D2 2pE] F“S?_J_ S THAO M HEE AN

7& JHK|= HCHKHo[ A ol F 87Fs ot YefX|X| =Lt
70t gkof 2 HIAIXIE HEE?H&E%PE
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>
==
_O'I_
A
52
rir
n

T12{Lt Bagaria S [12]0] X[Hsti=0[, Eet AE 7hseh oolX e thsl 2&= 2E5h= AH Q!
= oA & U= Ol HohR7F Zx5H= d0= Z20[0] thA| 7sdtte 2= SE6HA] G OlE =

O, SAXt= E8 7ol EHMNS HESIEE UEE ?l¥e] 20 24 X|G5h= A01E ZE=
ES dde 4 QUCh M 3SH Huixtet v udls mf 0=~ Moixte| £ E2 L3t 20

o HSHO|HM +ZHel &4 Hulixt= SAS 7HAISH| ?la A2l LS & 27t gict Eat &
o2 35|, Oz =gl LE7t [E25 +Foh7| fIsi AL 22 Mo{ES g7| AL XIA|E o
2 AO|HO 2 AF5H| YZO0|Ch =55 &2 SR8t EF2 40| 4SstV| ?lal Z2EZ29| of
FJtsds EQE2 oHA| gi=0t= FOolot 1 21 AFHA M3 S40] thigt tiSx ez 2] Z20|

|
of thixl 7tsd2 2&80[ BoTICt.
 X|&Z ofjs=oll CHE H|E S7}: FO{XE Di=3517| 28t of|at2

Al EZe 4 gict

40
ror
ol
9
ne
rrl
b
Rl
I
|-E|
oo
ol
=2
rr
i

o245t O~ 32| EXfl= Ch=2| PoS 2| Z2ES0f|M 2t dut &hd QB2 2 0[0E == /UZ0| XA 5|
Of 2ACH[12, 22]. eHH EE S} HB{AA A|AEIOME HH2 &2 Of R 04

=
dutHoz 22[= gfo| LEV ARMo 2= gfe|H0[2t Bon, O 342 O
|- x

20| gl 82 7t5€ = ACtLl 2Lt A5 = L MAQ| o4~ SAof| Cigh FAH Holet 2442 oF% &
Z5tCt. ofoff 2= XSH HMUiXHERE OfL|2} O 7Hs- 7| 221 = U= M22 ?le ZE2S Jajst

Ct.

L |
2 2L 0] 2Ho M= XX 42 T eHdst Al7H(Global Stabilization Time, GST) 0[X0i|=
HERI7HH|S7|H0|H, 0|F0ll= YefZl M A5t AE 2= 87| HER 37} EICL 221 M 71K /8
ol HESQZ S48 7FHSIC,, (i) L] 7t &= 1 QIEEl HMohM(point-to-point) A, (ii) UIE
3 Metol| A%l 7Hd(gossip) &4, (iii) 37 4 AHES Salf otLte] =7 048] 4IXof|A| HIAIX|IE
M&sh= LA0[CE So| M8 4 DS Sall n7iel =0l HAX|IE &= A2 FoiE o[t 71y

N
or
oh

L-_O —_ O 1
HEXZE Sl =I5t nH H&ste ALL dRHo =z EM NI o2 &0, 28t CDN =2
2E3510] HIAIXIE FHAISH 2 HES 4= QIO HER A AZ MF Aret2 4ZE0|M CHECL

274 M2 758t AH[0/F E|o[E (stake table) & EHEICE 2t = E=H|L /327 7|
AH[O|3 E[O|20| AXEH EE RUSHA| AHESHCH EESH S7H 7[0l= si =
HIS 7t B =2 2™ EXNOZ AL 7Hs St JFE A (weight) 7t S04 EICE

2} 0= el A% AHOMC, HCiA= &0 ==

ol Z2 04 7H2| F(view)E F+HEH, 2 Fofle =
,RE AU HE St dE Hs e, E5 =0l h
ol B Hiloz HER S & Qlon, i2lo] AlFo
XS HEE 2E HE I HAIX]
756# LEOo [_HI:I MEH9|. EzsfAdZIE St
of L EO| lES2 T LHE HEHRE ~4I5H B A[X]0ff 2|3H
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UCH 2= F2et =0 ~le|(of: HAIX| H& = ghelEl 442 8= M22 HAIX|Q] =20
5

=13
= —
oMzt L ECHE Hofl R2IEIL) L2z, HUiAt =2 MSHOZ ¢ AI7|= YA S HAIETY.

HIAIX] 2 SMOIRE DY, AHE A0 BH SZ) T £55 AM(0): 04 32)2 25 EAE 4 9
= 58 242 9/3), 22l %ﬂéﬁmWﬂE%E%%1ﬂ®1$IEE%WMM#E LiEtLh=
S TBICE FHAS S M2 HAIK|2 T2

S

F BAIE HIAIX[S HIHO| AAIE 2= AT, SHE HTHRL
FREFA HIHO| HIA[X[7F MHE[7] o= CHE2f Al
THAZE %XH?_HZL

rk>

4 CtA|(corruption stage): OFREtA HI{E 2HEISH 0% HCHX}

£ &A% 7| Fof = £5 HohH
TIEXI7F AAX| N 0|21 5 W22 HITE L= ZEHE MM o2 &AAZ 4= QIC}, 07| M
t = 1/30|0{ N S 0= eoi| Mo TR AB|0|2 745 XIZ o|0|SiCt, TRt o|Foll= HEgioLt of
CHAO| M HITIEIC 2 MetEl =7t 00| H&st HA|X|= MOiXp7F ARSI AL 2T E 4 QICH & MZ2
HIZIEl 2let2 Ch2 2t2ERH 332 Zh=C0} L6t XOiXt= O|Mof| O|0| &&A 7] HITEl L EE H/24f
MEfZ ElZ2  gick= Hof R2lBiCt O] MF2 H|1 2,20 AH5H= S22 HiXISH | $Is 2 25tct
% tt7|(bribery stage): &4 tH 0I§— MR MEA 24HE - =5 A8 SE MElisto] S7HE
'-H HM HIA|X|S ARISHLE S 4 QI | S| 2 SOI LC et el R2/= HohXizt ol o4 Ao
M| S|&lel oi4-5 sagictn CE SA oMoz sissh 4~

ATt 2
A= gHH, OiEX 2 & 5T

o
oh 0= Set = ES HIEY HHiZ EI%E—’FS*QEE, OHEE* Oi4= 3= tIN 2 HSHEICH

1 O -

HES3 x| thA|(network delay stage): HIA|X| S KOst (MER D) MoiXt= OX|Ho =2
OFRLEIA HIHO| HIA|X|E HIER S RS Epots e LHOIM AAL HEEE 4 ol T ¢lo] 4f
|

=]
Hgt == Si(A5) MKl 3o 2 TEE|H HI{0f| M HAEIC.

H|1 2.1. 2 ZE2 HLfX[7F SIALRES] A2I0[Lf O]0] HIAIEl HIAIXIE X 2ot SEHo|MZ Of+5 32t
Q= B2 5212 ZAFICL Ol IR} OFE] MAE|X| 42 HEH HAKIS BESHF M2 &4 ZE

Zdot7| tiZO|Ct. O] MEH &aE Tee| P27t oIk RollM A o2 dseh = A= 2%

(e]|

AN

= =
£|0f, LI X|= 2 HEE ofo|xoR #Est 4 it

HIX1 2.2, [8] 04 X HE|URZ0), AIFCZE A=Y 0]F HIEZY HEZE 75 EAXIE ZH2
5l= 212 Of2 BIXFZ5IC, O| 2 S04, |4 0|20 = HLiAh= O|Tof| &bl AL LT HEi(o]: &
7| HIZ 7|)E O4T5| 7|HE 4= ATt BICHZ, Hl&SE SAKEE HOiXL O of XME sl FAT HEHH0]E
S So{HE 4 QULE 0|28t &E2| EXl= 2ot 249 =&d S S7HAZIC f212| figd 220t H|WsHH,
Algorand [59]= MSH HUiA/I 22 H|E Y EHZ &[S + 8l Uis 7tsd T EXSHA| =Lt
= HollM 2 o 2 7HE S =0t

0l
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Let v be the current view number and node L, be the leader in this view. Perform the following
steps.

1. Propose (leader only). The leader L, broadcasts (propose, By, v, Cy(Bk-1))L,
Here, By := (b, hx—1) is the block that should extend the highest certified block By_; with
certificate C,/(Bx—1) known to leader.

2. Vote (all nodes). Upon receiving the first valid proposal (propose, By, v,Cy (Bk—-1))r, in
view v: If Cy/(Bg—1) is ranked no lower than the locked block, then send (vote, By, v) as a
threshold signature share to L,. Update lock to Bx_; and the certificate to C,/(Bk—1) to
leader L, ;.

Commit rule (all nodes). Commit block By, iff there exists an | > k such that C,/(B;) and
Cy+1(Bi+1) are formed.

Figure 2: View protocol for nodes in view v.

H|1 2.3. CI&E = Ol et e + 19| EOIXIE0| SAl0f MM o2 AH|0|Zsh= 717H0] EXHE 4 QUL
0| £01, 0l Z e7t BEEIACLE O Z e + 10| M= OF2] ofist E5 & FSIE[X| 42 7|7H0] 0]0f| s
ST} 0] 7[2t Set RE[= o= el &&El 7] F o Mt S Mo 7hEX|7F AAX N, O[2Ho|H, 5

Aofl ol = e + 1ol &4E 7| Flofl = 7+ER] E5H UAX| £V 1 OISt0|2tn THg Tt

T2EZE2 AH0|Z = a0 MEE ERAE S22 =Xt =M
O

= =
2l= MZ CHE HZIsH AH|0|Z = E7F S 2RI MZ CHE 3f
KHA

=/ [ H.
Ol 7HSISHX| = 8%, 3 ‘H%* E§E+OI ot (Safety)S MBEHCHD LS, 5 2t HIEE ETHMO
O™ 0= e € NOIME 2= 2E FXI5H A0 =E0] 2fa HBlE= 22, s Z=EES0| 24

(Liveness)2 XM|&s!tCt %JEF.

2.3 HotStuff 72

2 Moj|M= 3|71 (permissioned) 2HZ0l|AM HotStuff-2 T2EZ0| shrlof| chet T4Z 7R E H|A|
SiCt, ECF XtM|SH M2 HotStuff [125] & HotStuff-2 [82]5 & =5t} 0] & 2 2= HotShot
o SEEX|DH 2 =20|M e HotStuff-28 7|2 ZT2EZS 2 JIHSICE ZZ2EE2 H(view) EHRIZ &
Aot Yok MEf T2 EZ(steady-state protocol)at FE Hetstr| st 7 S7(8H(view
synchronization, &= HO[AHO|H) ZEEEZS| £ #2202 FHEICL 2 HoMz= BE SHIE LE
7t S8 71 AlZF SO S RO HEED, R E L E0|A YTl sie Jo| XY 2|67t F2Is 420
ol 22 0|11 HA ME| Z=2EZ0f|Tt i M2 UECL § S7|5tet 2T MIE A2 MM 2./.301A
MG,

MX 2 71X H0|H 2 801 HoIStC). o{7Hd 82 nlel L E2 F &0, 0| F E|CH E7H7F HIE
Sl = QU

EE 8N Z2EZS2 S0 MolS &dstet. el= Mol el 2 gh2 E=(block)0|2t 22t 50|
Aol M XtXISHe QRIS sliE £29| =0/(height)2t §IC} =0] kof| Q= 22 B ChSt 22 g4
2 7tzICt

No. 18 / 63



By, := (bg, h—1)

017|M bre =0| koM HQHE! 2t LIERH, by := H(Bg_1)= 0% 29| sjA| CIO|HAEO
Ch & #im 22 By = (b, L )= M3l 228 ZHx| oh=Ct 0|32 ZE 22 Bi= 0|1 22 By 2|
SHAIS Zateto =M M S22 HASH0F SICh 2l (1) M8 20| R=5k7Lt Lol (if) HMete! 2t
O] OHZ2|H0|M +F2| REA TS UESID T4 S M1t YANS XIS B2(0: M EE S
SHLIOIIAM O|0] AFZE ERHMMS 0|F X|Z5HX| = Z2), sl 252 2&(valid)siCha Lt

EE aizat 45(equivocation). [ > kY W, By7t B;o| =4to|2tH @2|= B,0| B &
DB £ 22 B3t B0l M2 SYsHX| 41, ol B CH2 &8 SH5HA| obe E2,

CIZMel QB El E8. ZEES0|M L EE2 Tl MY(aggregate signature)2 AE5t0] 220 £
it R2le Cy(Bg)E 8 vollM 2t + 1749 =27t hy, = H(By,)ofl thsh MEe MY Estoz
z 5

r

volMel 22 Bof thst 215 M &= HEH 215 M(quorum certificate, QC)
2} : QIZE B WS wat 297t AXIH, v > V'Y BR UBM Cy(By)=
Cy (B )2t H =2 2912 7t7ict,

r

o Hool2HE Mgt B HE, 2|1 X0 1 e 7 =2 £2l2| IS ME Z&sE =0/ k
o| 22 B\ 7SI 2lH e MQteEl 222 2 E = Sof|A MESHTt
o Zt HOiXtE XHAIO] BE2 QIBM T 1A =2 2(9| QIS ME RX[siCt, Z0iXts E2 By 7t AHA0|
24 A= =D QUBME Est= 2208 CHS 2|HoA| MY E FEE TSECEMN die SS0f
E XS}
o 2t + 17Hel =7t 20| RESIH aliEt S22 QISEICE 2t + 1719 MYE EEXZEE M=
oIzM Cy(By )= Che Ho| 2|ciof 2l ZA I
EE AU 22 Bre 1 > k2 ofE lof thsh Cy (By) 2t Cpy1(Big1)7t @451, Bjol By.S &
5= AR HOIE|QICID Bt &, By, XEH|0|7LE O £ 22 = iLtof Clish, L& £ =0[e 220|
45 = S0 QI5E|0d {500] LABHC
Ot Mut &hMoj CHEH =2t tHY S Lol A 2] oF e 2 thash #E WXt (quorum intersection) =30
olaf| HAM=ICE, F, HITEl L= 2THEZ K|$te|= §F MZ2 CHE & £20| SA|0| Q152 £ giCt | 7H ofH
M2 22 HIFL| S0 2la EAEICE O 2T 2 oM 228 HOSHHE, > ¢ + 1709 HAISH ==7t
siie £20f 2HEICE o] ZU2 A9| Hof|M AS5H= £20f cis 2F 2 10| (2 HBlo| 2MsHE S X
SICH M0f| Chet =52 2O 0|36, 7HEFN o 2= M2t 2|67t 22 7Ha =2 =29 0I5 E 228
x5l 228 HIQHE 4= ?lon, 0| 222 2E FAsH =0 o EEE 4 QCHE A0 o|=SiTt,
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2.4 HotShot 2| E &k5}0]

HotShot2 HotStuff EEEEQ —E% i(proof-of-stake, PoS) et4 2= 2t&kst Z0|Ct 2 Hof|
Mz HotShotolMe] 7| 22| HAI(MME 2.4.1), AH|0[7 Eefo| HAE mo] X714 EXHAM 2.4.2),
HotShotO| AF3t= 7R 7|8t Z2 ( MM 2.4.3), tE MES ?lo AH8El= FARIES X (MM
2.4.4)E HYSHF|, 0| BE Q45 Z§si0] M| Z2EZS 7|SSICHAM 2.4.5).

uol'

2.4.1 2H|0]E 7| XMz

POS ZREZO| 34| 74 94 F siLts 7 7| i HOIXF AEXLS AIAH L 60| 20f ThEsHs A
#1012 Ef|0]2(stake table)OITt. HotShotollA =S A8|0|2 Hlo|22 S8 -7} 220 EEY 4
RUEX|S BEHSICH Y A AR} Ea] Lo S0| 29 AlE|2 AH|0|2 Hlo|22 AT BalStE = 5hx| o

== T1d LS

1, RE= O| *EIOIE EHIO|22 MM 1.30|A 270 L1 49| A/ZA Z1EEIE(sequencer contract)2)

O] T2 LAloll= 02 ZHX| 0| AL X, AH|0|2 0|F (stake transfer)0] HotShot 2/F0i| M &
2lE[B2, R2[9| sy 2 Al ASS ZelotX| = e HITE JXA B2 EINAE (Byzantine

atomic broadcast)Z |X|EICt.

mm

=01, O|2fst 4 282 EigenLayer [49]2t &2 El*EIOIE"(restaking) oZEZS &
7| 5tof, L1 2E0]Z E2(0f: 0|c{2|82 ETH £2)g /8t =Lt HotShotof &oig =

o g

i ot ofr
N
0

M

o

=

o

AT BILh dRHez LES2 L1 =5X21E ZLIEHT S0 AH|0| 2 H|0|S2| SEHE utefeitt. 0|2
Sotl 2} o Z2| AR} AlEDHC 2= FEE 2= TS o F0M AFZE AH|0[3 B0 S 2] BT ofl Chsh &
ofgt = Cth 284S ?lall, = E52 #H 21BM(QC) A3 Al tHE H20| 7tsst== | Xstel A0
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Eailed view Leaders run view protocol  First leader of epoch e+1 receives
until an eQC for block 19 the eQC signed by the participants
is formed of the previous epoch.
It builds the proposal of block 20 on
top of it.
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2l 4= 2ICt[89]. HotShoto| § 7|3t ZE2 0l2{st S &= 2 HotStuff [125]2] HO[AMH|O|
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ol ZRES2 &4 AH0|Z & T oo M|, F(view) T2 TIHEICH L ES2 MM
2.4.301 BAIE HAHL B0 2t ME2 Fof| TIUSICH ZH 7 voll M ES2 &4 AH|0|3 7| HO|Z2E
Ef 2XIQ|2 MERIE & 2/ (view leader) ChHall eFoletct HEHo| ArgEls RAfId2 7 H= vt
SIXH of| Zofl CHt HE H|Z A|E2REH =EEICE 7 2|5z DA AS0l|lM 7t St EZHRAM T 0|E{of CHEt
Zr2 {314 E(short commitment) 2 *.JE—*.'EP , o=t HBIHEO]| CHst M|otE EEEIWAESITE

Parameters: Let I' denote the number of blocks after which the list of stake table snapshots
T is updated, i.e., every I blocks form an epoch. Denote T [e] as the snapshot used for epoch e.
Denote seeds|e| as the decentralized random seed used in epoch e.

Initialization: For every node in the initial staking set, initialize the stake table snapshots 7,
random beacon seeds seeds, and the list of committed blocks to default values.

View protocol: Let v € N be the current view number. Perform the following steps.

1. Stake table update. For every node, let h be the block height of its last committed block
before view v. If h mod I' = 0, i.e., it comes to an end of an epoch, the node will update the
stake table given the stake updates from L1, and append the stake table for the new epoch to
the list of stake table snapshots.

2. Seed update. If a node commits a first block in epoch e, it computes the beacon seed
seeds[e + 1] for epoch e+ 1 as DF.Eval(Cy (B(c—1)r+1)), i.e., the delay function on input the
QC of the first committed block in epoch e. Note that the delay function hardness parameter
is set so that the node is guaranteed to know seeds[e + 1] before the end of epoch e. For
newcomers in epoch e + 1, they can extract the seed from a committed block in epoch e.

3. ViewSync. Let e = [(h + 1)/I'| be the current epoch. Let L, denote the leader of view v
sampled from the stake key table 7 [e] using randomness H (seeds|e],v) (where H; is a hash
function modeled as a random oracle). The nodes enter view v if one of the following happens:

e L, receives a valid QC (or extended QC from the last epoch). The leader will send the
(e)QC to other nodes, who would enter view v and vote after receiving the certificates.

o If L, does not receive a valid QC but receives a timeout certificate (TC) from the last
view v, similarly, the leader sends the TC to other nodes who then enter view v afterward.

« If any honest node reaches the end of view v — 1 but doesn’t receive any evidence to enter
view v, it triggers the Naor-Keidar protocol [90] for view synchrom'zation@

o For the special case where view v — 1 is the last view in epoch e — 1, the honest nodes in
epoch e — 1 will trigger the variant of the Naor-Keidar protocol and send the eQC to the
nodes in epoch e (Sect.|2.4.3).

4. Propose. The leader L, broadcasts (propose, B, v,C} (By))L,. Here,
e By is the proposed block. As its data, it contains a short commitment to a block of raw
transaction data, and an optimistic DA certificate dac from the small DA committee.
e O} (By) is the certificate for the block Bxs to be extended. There are three cases:

o Case 1: By is the first block in an epoch (i.e., kmodI' = 1). Then k' = k — 1
and Bj_, is the last block committed in the previous epoch and C},(Bj_;) is the
extended QC for block Bj_; (See Section 2.4.2#.

o Case 2: By is not the first block in any epoch and k&’ = k — 1. Then C},(Bx_,) =
C,r(B—1) is the QC for the highest certified block Bj_; known to leader.

o Case 3: k' = k and By, is the last block in an epoch (i.e., k mod ' = 0). Then
v/ =v—1 and C},(Bx) = Cw(Bx) is the previous QC for block B.

o If L, obtains seeds|e + 1] (Section [2.4.4), it also includes it in the proposal.

5. Vote. Upon receiving (propose, By, v, C},(By))L., a node sends vote (vote, By,v)) to L, if:
« the node received the VID share for the block commitment inside By, and the DA com-
mittee certificate dac inside By is valid;
« the QCs in C},(By) are valid given the stake table 7[[(k’)/I']] for height k';
o ifkmod I’ =1, then k' = k—1 and C},(Bx-1) is the extended QC of Bi—1; if k mod I" = 0
and k' = k, then v’ = v—1and C},(By) = Cy—1(Bk) is the previous QC for Bi; otherwise
C*,(Bw/) is the QC for B._.. which is ranked no lower than the node’s locked block:
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« the random beacon seed field in the proposal is either empty or DF.Eval(C\ (B, 1)p+1))
(i.e., the valid seed for epoch e + 1).
If the conditions hold, the node updates lock to By_; if kmodI" # 1 and k¥’ = k — 1. The
node also sends a vote (vote, C},(By+),v)) to leader L,+1 where C;,(Bx) is included as part
of the vote. If the node does not receive any valid message from the leader L, after timeout,
the node sends a timeout vote (vote, L,v)) to L.

Commit rule. Commit block By iff 3] > k such that C,/(B;), Cy41(Bj41) are formed.

“The NK protocol setups multiple random relays so that at least one of them is honest. The nodes first
send votes to the first random relay, who aggregates votes and sends back the threshold signature as a viewsync
certificate. If a node does not receive a response after a timeout, it sends vote to the next random relay and runs
similar procedures, etc. We refer to Section 5.2 of [90] for more details of the algorithm specification.

Figure 4: The HotShd¥ Consensus Protocol.
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1: pi,...,Ppk + interpret B as polynomials 2: Pi,...,Pk + KZG commitments to p1,...,pk
2: P1y...,Pk + KZG commitments to p1,...,pk 3: h < hash(pi,...,px)
3: forj=1,...,n 4: forj=1,...,n
4: ej < (p1(J),...,pkr(7)) evaluate polynomials 5: ej < (p1(4),...,px(7)) evaluate polynomials
5: endfor 6 : endfor
6: h <+ hash(p1,...,px) 7: v ve(er,...,en)
71 v ve(er, ... en) 8: return commitment (h,v)
8: t + hash-to-field(h,v)
k .
9: pé Zt'pi (random lin combo)
i=1
10: (w1,...,wn) ¢+ batch-KZG-prove(p) Retrieve(c, cert(c))
11: forj=1,...,n > Client
12: v; ¢ open v at €; 1: Check validity of cert(c)
13 : Send to storage node j: 2: Retrieve pi,..., P, v from somebody
14: Py .- Pk, v and e, w;, v; 3: h < hash(pi,...,pk)
15: endfor 4: Verify ¢ = (h,v)
> Storage node j 5: t « hash-to-field(h,v)
16 : Receive p1,..., Pk, v and ej, w;, vj X koL
17 :  Verify vector opening v; of v at e; 6: pe ;t pi
18: h ¢ hash(p, ..., Px) 7: Send to all storage nodes: “retrieve c, cert(c)”
19: Commit(B) « (h,v) b Storage node j
20: ¢  hash-to-field(Comnit(B)) 8: Receive “retrieve c, cert(c)”
21: P itiﬁi 9: Retrieve e;, w;,v; and send to Client
=1 > Client
ko 10 : Receive e;,w;,v; from storage node j
22: p(j) & 2 t'pi(4) 11 : Verify vector opening v; of v at e;
L k
23:  KZG-verify(p, 7, p(5), w;) 120 p(j) « Ztipi(j)
24: Store p1,...,Pk,v and e;,w;,v; i=1
25 indexed by Commit(B) 13:  KZG-verify(p, 7,p(5), w;)
26 : Send to Sender: sign(Commit(B)) 14 : Store j, ¢;
> Sender 15 : Retrieve from m storage nodes j1,...,7m
27 1 Wait for g valid sigs s1,...,8q 16: fori=1,...,k
28 of message Commit(B) from storage nodes 17 : p: + Interpolate from p;(71),...,pi(Jm)
29 : s ¢ aggregate sigs s1,...,58, 18 : endfor
30 : return certificate of retrievability 19: B « Interpret p;,...,px as a block payload
31: cert(Commit(B)) = (s, Commit(B)) 20: return B
Figure 9: VID
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St XME === dliE HI0[E S 0= AtE

SUXZEE O| HIO[EE 4l 4 MY =
i =
Ha SLIXtol|A gretetct,

C j= ML HOJE | REYS HARILE R2E AP &3
flst MEstL, 43S HEZ| ?I3i Commit(B)oll tigh M

X e oMo R4 ZAKS THe Tt 20| TIREICE

1. voll Chah e ;2 HiEf 2T v, 5 ABSICL,
2. (1)0f w2 tE71l*f |z, Ch2 ot Z4o| FHBlHE pot Wzt p(7)S Alkstct,

=1
k .
p(7) = > _t'pi(4) (4)
1=1
3. KZG AZ2 datstol 30l w7t p, j, 1211 p(j) 2t LBHE|=X| EolsiTt
SMRHS 24 7| XE = 2 8E Commit(B)ol| et MBS CH7[BHCL (q2f M2 M A 401N &=
ofsict) 22 Hlo|2E Bofl et 27 7H5 4 QBN 0] gHel M-I Commit(B)e| WA|Z 7SIt

A.3 Retrieve

Retrieve(c cert(c))=
Z210|HE = ClatA] 7481
Eﬁlﬂ — 7M1 Chs

c= (hash(ﬁl, ey PE), v).

CHSo 2 20N EE= (1)0ll w2t AZEtEE Alttetn, (3)0f et CHetAl HBIHE pE A LT

|HEQ} MZEH o= AFO|Of|A 2=
b1, ..., Pl HIE] HolpiE
AB3101 0| HAHESO| HEPMS SlQIGHCL,

-

E_I_l_oE| E|‘—S—E—Q AFixl'-g- EEE—E—OUZF
N

2ct0

HE
o 7
=

18}

0| E = cert(c) 2ZEEH
St=E OI0|H QS T&EH
O|Eof|AH| MaslCt.

o

NE & J22H 0| HIO|HE =415t 22I0|ME= H0|E{2] RZ2H S Ch3ut 20| HASHCH

—

1. voi| chal ejol “H @ d v; S FSeCt,
2. (L)l met p(5)E Adsta, p, 5, 2212 p(j)oll thell KZG B2l w,;E AS3IC

SEO|UEE ME L jq, ..., jBRE ElA mIle] MEXQI 22 (a2t = 1,. . ., kof
I1H3 , BEH0|UEE mIH2 "It p; (1), - - -, pi(Jm ) 2FE EZH(interpolation)g S3l x4
— 19| ot p; & SF6ICh pe, - . ., P2l HI5-E0| HIZ £2 H|0|Z2= B2 tf|0|E{o|Ct.

No. 54 / 63



A4 X% 2 27

57 7t5d QABMo| == ME 20| & g ZoH fIH2] Ao|FQl ME L E7F EXfstE2tE

Disperse $4IXtet Retrieve 22I0|AETL BF dSetS HESHE S MEAEICE T2ty

m+ f < q<n— fS 78It 0| TS UFt= (f, m, q)2 MEHS CHYSICE of A7

OIRYOR Qlst QHF == 27 ZEH|E r = m/nof| BHHEEI0, Ol m = n — 2 follA Z[ch3i=|
0,018*q=n— fILECL E= O A2 rS ME6IH O 2 f =0 22 g2 588 = Tt

A.5 HE| HSIHES| T Hoj Chs}oq

MM A10IM Commit(B)E CHetA ot 1y« €n)0ll ChSt HSUHE vE ZEISHE = Ho|519d
CF. 7 Ol 20101, 24 jol s ClAFRALS] AZat t BHEA| BIRE 1 (5), - - ., pr(f)0l ©
2ol CHHM = =25 KZG 32l dae = 7 &

5t0{, JEX| oo™ ko[ KOl SAIXPIt AR El Wt

o|ct.

”“E1 HUHMES| HRYE Wat= A2 E, 2t MY L& jof T3l M2 THE 222t &

t; = hash(Commit(B), pi(j), - . ., pr(j)) 2 Helstn, t chil ¢ ;2 AHE3104 2t A& L =0t}
MZ CH2 gAlo2 §, p, _’E'-II'_p( )% A= gheo] QL

Je2iLt O|2{gt A2 Feist—Khovratovich 2 112|E2| AFEE 27+l ot i, SAIKFe| A3l A7
M LE £ nof| Cist 0|x}(quadratic) S|&ME T ISICH HotShotoM e =M% A 7
HMolez2, &4Ixtel O(n ) A AIZF O HE T v,0f THE F7H &4 EsIE

A6 NN BT

|B|, |open|g 2zt 22 mlo|2E Be| 37|9 #E| @m v;0| 27|12} 51kt QH{S| =2 HQIst Hlo|=
C Boj chst MH| HEY 3 s42¢2 O(|B))olct. ==¢ 2#s| =& O(k + |open|)olct. knol
O(|B|)&g A7I5txt. w2tM |open|o| 442tH Savoiardis Z|X2| M2X £4 28& O(|B|)2

Disperse®} Retrievel| M2 A ALt SH 0= HE HAIHES| At & 4S5 22 0121 H[E0| ZelE|
7QI':Ir 0[2{5t H|E2 0|5 Z=EZ0||M =lik[= 0|4 F2|of| HEH(DFT)oll 2fsH X|8iEICh. &|(field) SI4t
T(group) ALEHCI MEFHSIE 2, R2|= 0| F H|ES Z2(510 12Tt

Disperse. 2t = 1,. .., kol chali CtatA "ot p; (1), ..., pi(n)= O

(nlogmn)el HgO| S0,
% H182 O(|B|log n)2l & ¢34tolct BiX| KZG Z¥2 O(nlogn)el & ¢lttH

|&0] =L,

Retrieve. k702 CI&tAl B2t py, ..., preE 22 O(n log2 n)2| H|&0| E04 [25], Z H|IE2
O(|B|log?® n)e| #| 3ato|ct,
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Field ops  Group ops

Disperse |B|logn nlogn
Retrieve |B|log’n 1

Table 1: Dominant DFT costs of two main procedures in Savoiardi.

E 1: SavoiardiQ| & FL EXIM XAl DFT H|E.

52 58 B

of #1023 [10]2] AVID-1 Dispersedi= “echo” ¥ “ready” A7t ZX5t04, 2f 0|2{5t EHAZ0|

HotShotO| M= OFHSHA MAE 4= Q=71 0]2{6t HHASE2 AVID-10|M 26t 2 BES eH5H7] 9
sff 2 5iCt MO Z AVID-12 E&(termination)(SAX7F HElst AL D= HEISHNE =7}
DisperseE &t=g})2t §el(agreement) (™ HZISt K& L. E7} DisperseE etestH 2E FZIsh K

& E7} DisperseE &t=gh)E B 5 st

N ES [93]0f|M BEE|RUZO, Ol2{6t 2t B& HE2 HotShott 242 ZTEESO0|M= ZQ5HX| &
Ct. CHAl, Disperseo| Chsll @2Igt SA4IX0H0| ZREZS @tEst R&st =57 7S CISME &=
ASE E’é%fm S EoICt. o[2fst O ofst HE2 M& & 7to| Tl 7H(all-to-all) HA|E gio|= EHd
2 £+ A28 = HotShotOl| M= 0[2{st EHAIE FESHA| HAHg =~ QICH.

UL VID Z2EZ2 5t 7t84 HEUS MSSICL &, YIS 22t0|MET} Retrieve(C, cert(C))E
SE2 [{0|2E B'E 8|5& 4= QoL Commlt(B') CY2S E&E|X| o

| = 3|
=CF ol2{st efst 718d EAE2 W O thest W2 VID T2EZS 7tsotA 5t ool A7 ZESf
lolo| sfA| et2 A E 4 UL} 0]2{8t K| |4 VID MEEEOI O|2= AVID-M [123]2t 2102
5 [9]e 2y T2E=0| QC}

-

oFSt I8N HEE oo|HMo 2 BAE H|0|2E7} Disperse THAMAM = HALX| 42 2 AUSE 208
Ct. CHAL 0218t 2L X|= Retrieve THAO|A, 220 EZF Commit(B')E A &tat0 HUHE Cto
Ut g stolel mof|of YA EIC,

HotShot HtiX7t VID Disperse S4IXt2 PHotShotOI =2t DA ?I33 THIE 25 &4A174, DA
TI°42|7f01[H°+E1I0|E1EX1’E> [X| oA £l 278 22 0|25 B/7t HAHE Co YREX| o2 F

(]
=
<0l Ci|o|E 7%%“OI AAE 5 QULH f°Ho|E Commit(B') \neq C2t= At?d XtA|7t &4 El Disperse

SUAE A&t XMEst| ?lgt 5717t E == RUCh

o O|Al: =27HME ol BEEE SE 7A5t0] B'E 275tn, S7t CoF 2UXIge ZYste
SNARK 3= dde += Ct.

o OflAl: ME L=2f #Z0] Z[X}
ALCt.

-
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2Lt of={gt 2t 7|HS2 STt H|80[ A0t S5k H|E0| 20 =24 AF8E

|-. =] -I [
5| @70l F/efstct. ofst 718-H VID7 MiSshe dedtel 010 0[2{8 #[&E H+e BHE 7IX]
L

x| wisksix| Qi

rr

0

i

L
]
§

I

A9 B 917

M 30|, Savoiardi= S& B&0| H kgt AVID-1 [10]2] HYFO|CL |AFSH 2[4 &
Nazirkhanova—Neu—Tse [93]2| Semi-AVID-PRO| QICt. Semi-AVID-PR2 £t MX 1} w2
O|At 21 7|8t ZMof cist X[t 242 EAE 7IXBEE ) 22|29 VID ZEEZE UH| A E =X QUL
J2Lt & = 271 2 HL, Semi-AVID-PRE AVID-10] Hlal A5 & EA EX7HH =CH= Eg|
O|EQIZE JITICE

MM A80 M= efst 7t HEg 2= 2[4 VID ZEEZ2| 0|2 & 1ES [123, 9]E 2/&SIRICL

B 28{(Instantiations)

= H0|M= HotShot &2 Z2EZ0|M AIE[= 714 242 H|0|E 22| FA|Z{Ql 35 HAletCt,

B.1 ¥ H|Z

S2l0| ¥ H|ZS IBYSIE YAOR 05 2IHSEID HIHSEO DHSINS MR ML
Ol 2lc) M2 Z2ES, ofe] 7484 9IRS MBY, J2|1 Blo| o] B 57|52 9lst 9oR 57|

=TIst o 2= E5 SiALL 22 S5 MY 2RE HERL|E FES F 0|E Rlot= 2Z2 offalst
£ BEH0| AUCEH J2Lf 0[2{$t a2 R E AEZL| A A0 QES 0|E 5 U= MOiXtof 2fs HEF=| ALt
0| 7tsshiE 4= QUCt

HCfxp7F E|Ch f ctelo] AE|0|A2 EXME 4 ATt 7HHSIE R ) R2|= & 7IEX(7HE|A f + 120 MY
o ZEH H|ZS Mg 4~ Qlon, 0] £Etol|= BHEA| otLt 0] &2| MEotA| MdE MHO| EEHEICE
J2Lt O|2{st MY S S EZEIHAESHH D st S4 QEE|EIHHYSIEZ ) M3 412 sty 2lsl
st 2|H7H 2E MY S +8sHE S STk MBS $85H= 2|67 ofH MY S ZateX| Qlo|2 MEfgto
2SS HA T = WS EX[ot7| floll, R2l= “FH8l -2l (commit—reveal)” 2 S AE4SH
Ct. &, H|Z22| AEZL| AAE FE HIE gfS 5+ 7| Mol| D-E[1 78I =|0{0f SHC, 0[2{$h A2
Ol HE At 55 718 XHp S 56 &oiXi2t stE2te Y Al7H0] Gutsty| Moz S5 Y2+
Sle X/91 gf~(delay function)E Eal 2M=ICt
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X191 gf~(delay function, DF)= X|¢1 O{7H# 4
2 T2 N AME AIRSIHELE HAS 7t4E 4 gl

D7} =0 W DYl =X TS 2R 2 5, 8

)
2f=0[Ct Ehe=shE 2fall X 074 D= AIKC =z

= AT
olZstx| 94m, X|of gl4E 5&5t= 492 y « DF.Eval(z)2 #7]3t,

74

2 172[Z 10f LIEFCH HEQE 20|, Q2|9 Z2EZS2 LS &2 {82 7HEICt,
2L 22 2|Hs 0|0l ZIIEXI7LRA 2 f + 19 TA MY S Z&tet= #E QISME ALSITH= |
2 M7[otkt R2|= 0| MBS UE H|Z22| AEZL| AAZ IYALEE 4= QIC
£ =0| ho|Mo| MZ2 HIZ 22 22 h — k2ol HE ISAMZEH c'i“EIDL =2 h — k=0|
0| Z|Bste|QACtD 7PYEICY, ek siE HIZ 442 k7l 22 oM = oS24 gt
X|¢d gt DF2| £ 2 AMst= O 28 A|Zt2 HIHTN S EZ5H7| flof el ZI&l A[ZHECH S
25| Z0{oF SiCt, SHH | MZ2 H|Z 210 238t A|™o||l= 00| AlAto| 2tZ2E|0{0Fst2 2 ) k71| 2
£2 Melsts ol Z2l= AZHECHs FOLof §hot,
22|= EF H|Z A& FH|0f| it DDoS 3422 MLijX7t &M S XMalste AdS WX|sH | 2l8h,
= FOIX7} O] XA &t~ ALSHES QF6ICt, M2t HE 7Hsst X[ &ta=(verifiable
delay function)E AHEst= a0t &2, B2 242 Thed| 4o SYHTHE SRlgoc =N A5e

A2, A|7H0]| 0| AQE[= BH MM thl= Mefst 4 QICt

Algorithm 1: Decentralized Random Beacon protocol

> When block h =T,2T, ... is decided

as everyone
Let qc.sig be the quorum certificate aggregate signature of block h
Begin computing candidate__seed +— DF.Eval(qc.sig) asynchronously
We assume that the computation will be done before block h + k

> On block h + k

as a leader
Let candidate seed be the output of DF computed in block h
Propose a block that contains candidate seed

as a node
Fetch candidate seed from the leader’s block proposal
Let candidate_seed be the output of DF computed in block h
Proceed to accept the block if candidate seed = candidate _seed

> When block h + k is decided

as everyone
Update the random seed to be the most recent finalized candidate seed

B.2 A%l fl2l=e|

=
=

[t
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5t AB[0|2 E012 AAFS MABH AlZHZHA T, BIE 22 HAsts B W8 AlZHZEH0l Kk O
AQI2 CHA| B ¥ Qolict

OFRI2toZ, 2ICi7t ME @ 222 TI9HE! ) 9I915 THRISO0| Hl0[EE Dj2| HEE 4 UEE, MEYE
Slelsls Z25 AH AIZHS 52 =SS0 LR{xof sict,

Algorithm 2: SampleRandomCommittee(curBlock,N)
// root,..ive corresponds to the lastest stake table snapshot which is at least I' blocks ahead

for i€ [1..N]
2:  j < SampleRandom(seed||t, |keys_list|)

[

3: key < T .Sample(rootacrive;])
4: committee.append(key)
5: endfor

(2}

res +— set(committee) [/ Remove duplicates

return res

-]

B.3 4 oI5 M
HiE

#HH 213 XM(quorum certificate, QC)= 1 0|F0] A|AFSHR 0|, S8t 2| MZ Ef% =Ho{X}t7} ot
HIAIX|LE Tl=0f Cis £EE S S SY5H= QIS MO0|CH QCE= HotShote| 412| 756t 1l E

HAMM =M Y TEESO0M S22t ALS 50, I 2HEE2 7|8t TEES0||M HIZESE SAA M =
T E 2dot= ol 24X0ICE o E S0 L3t 242 ALIZ[20( M FHE IS 7 AFZEICE

ol
—
[l =1
==

i

st
5to

2| 2| = Arele] AHSIHE H|etof thalf S22 ¢t 2| FEE 418t =, 0| FESS 5t QC= =5t
1, 3y QCE LHE el LES0i7| T&5H0 HBIHE Hets L2748l /SIS =S Birt

oiojE] 7+24.
Savoiardi Z2EZ20| M= 5 MR KA ES0A HO|2E 222 BAAZICE MY LESS
2tE +AIRSS Eelsts MBS Mol BHetelt), Metit= O FESS 3H—f9-| QC(0| 22 DA ¢!
M)2 ZEeHF, siiE DA QISME XA HIER A0 A=Y QU7 B2 EF]AES

ES DA QISME st 0|=, ti8kl= =5 H0|E7t 2= E= F&et FoIXol|A 7t8s&

M3 HOIRHE
YL IS 2 Qrt
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HIa=EQIE,

HotShotO| L1t A/FHA ZIESHE (sequencer contract)E
MEIMO 2 MILRIGISH = TS H7(SHRE AIEM ADE 7

2t DAQISME 25 xeh)E ez 2ot 25 FHEIHE| thsi QCE &4
HBIHEE FII5tt,

== T

QCE Fdst= xlst H2 YA 2 2 Fo{XE7H HIAIX[of| M) AKX MY 558 JcHE A0
QCE AtEvst= a | 2 3Y 37[ AT AZH0| MY o= SISt R #E 37|17t 2
2(0]: 1000)0ll= HEXO|X| ZLLC}. Ciete 2= A MB(threshold signature) AZE AHE5H0,
o[o| #FHO| &=dsl0] ThY MHZS MMotll 0|2 QCE AtEst= &10| QUCt, J2{Lt o] HAI2 FH0{X}S0]
HIZZ|o MY 7|1 E SRE & AULE ot 80| 2 24 7] &4(distributed key generation, DKG)
[132, 62, 42, 73] ZE2EZS Q78]

EESH AH|0|3 7] H|0|=0] SX0|0{ X3 AAE £ QloB 2 DKGE F7|M 2 = CHA| AlE[0{0F SHCL
O LIOP7F MSA Q! A MH2 QCE2EE MHXI =2
StALE 2ho| M 2| E ot HOIXIE el dotd= Z2 HiE2lst £4

(accountable threshold signature) 2Z/[17, 8

=Eds ettt

o

o

)

O

2 Hoj|A 22]0] 2 TARRIO| S5t 71X Trast QC 1A WAL MUBITE 0| ALSS 3
t 7

CHEF 18H(10K) =21 A0

H1
A

B.3.2 9|

XMooz 2(s HE ABM(QC)7H HEstH 22501 MY I HES o|8ot7[E LTSI MEiX o
2, QC7t #2/&(accountable)E 27|15 , t
(0l: M2 BZ=5t= & =5)01 thall = 7H2| QCo| MYMS 4L 0|2 BB 755

ofstct,

T = {(pki, wi) }icpn) S X 2012 7| H|0|20[2} 5tXL 017|M n2 SEE ©H| 7|2 200,
N =" wEHH A Zgto|ct. 2t 37H 7| pki= thE == HIY 7| sk, of OHLEICE 22
A

= QCet &HEl HAE|F

fujn
10
-4
MO
fjo
il
ojo
=
my!
o
gl
1z
il

{02 Folsit,

o sig — QC.Sign7(sk, m): H|2 7| skt HAIX| me LYHOZ 2ot MY sigE E23ICL sig
£ H|Y 7| skE ER8H Z0IXI HIAX| mofl tisl #ALSH 7HE S 3 (weighted vote) 2 Ofsigt

= AL

 qc — QC.Assembles({sig_i}, S): MHES| 2|AEQ EEHE S C [n]S Y22 ghot
QCEx= | E &9ttt

* b~ QC.Checks(qc, m): QC qc2t HAIX| mE Y22 8o} sliT QCT7t RETHA|E LIEfLY
= H|E 2/2 &E5sit

e {pk_i} — QC.Traces(m, qc): HA|IX| m2t QC qcE Y2 = 20}, g2l MO £015H S7H
7|E2| 2|AEE STt
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QC 2o 2892 ¢l 1eIES2 A Al QCe| 27| = FHSi.

QC 2ol A™H 37| YAXIE T2t stAk &2|X el QC AZ0| BHEsjoF & £ 4SS HIPAIM o= THgat

[

Z0| 7|=eitt.

o 2tMM(Completeness). Z AH|0|37} £|A T 0|40l Qlo|of #ofXt ERETEE (U|2f HA|X|
of EH°H) QC HAIE S1fste & O__* Qcs g = Qo
o fIX= "”(Unforgeablllty) AE|0|37} T Ojgtol Qlojo| Atofxt TEte & ﬁE1|O|ﬂ7}

T olatel me izt § C [n] 2t HAIXI me Yzicz QC 282

= o2 4 QITIRlE, BT AE 0hE Q83 QCE 9IxE 4 giCt,

s ﬂJIO

MeHoz, MeINg 2HE OC AUS TS S & £712 BHE3ICY,

o #QlM(Accountability). HAIX| moil chst QC geo| AAof| &o{gt @lo|o| zto{x} ElEH Sof cf
s, &12|E QC.Trace(qc, m)& Mg Soil thSEl= 371 7|52 23!
o

IIJ

« H|2EHY(Non- frameability) 2lolo| M5t Z0ix} 4 € [n ] Sh
gc, m) #g 2I=3104 QC.Trace(qc, m)2| 20| pk; 7} L& =2 Ot 4 gict

—

B.3.3 74

QC 7182 &A AZF(aggregate signature) A2 7|2 718 QAE AFESICE

A MH 22 TI g, = (Sign, Verify, Aggregate )= LBl M AZIDE QARSHR|RH FI1H
oI APIQI IT 54, . AggregateS MISEICL.

O] EA API= MES2| 2|AELITHSE= 37/l 7|52 YHZ 2ot T MY s1gp 4, S E=BITE
751 0| 2= BLS T MY [16]0] ACH.

x

DR A WELS ZE5H S| M

CHSo 2, A 8 QC 4 S dystct. AN o =2 QCe A MY sl QC stollM MHSH ZoIx} EEt
LIEHLE = H|E #E{ 2 2 EIC.

k=3
=

sig «— QC.Sign7(sk, m):

1. 222 TERH AH|0|3 H|O|Z HBUHE cmJsE &lSett.
2. sig « N_Agg.Sign(sk, (cm7 || m))S B2kt

qc < QC.Assembles({sig_i}, S):

E AH|O|ZIEER] Y . g w7t MY YAIX| TRCROH |
AE|0|F B2 7RLE S0H 7| T8 pks = {pki }z sE
sigagg < Ilage- Aggregate({sig;}, pks)s 7ltreict.

ts € {0, 1}"el bl et wsis) Tsli] = 121 3P 92ld € S ol eeck
qc := (sig_Agg, v_S)Z gtatsict

V‘{'\WE\-’!—‘
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b — QC.Checks(qc, m):

= (sig_Agg, v_S)Z
HIE “—*.51 VgERE SE F&3

E AHOIZ MR Y . g w7
AHO|Z E|O|E T2EE 374 7|
Q2 JTERE AHI0|Z H|0|Z2 7S
b « N_Agg.Verify(pk_S, si

Q

b2l

Ct.

e '7|7‘<I THCH2oM o0 BHatsict,
A& pks = {pki}ic
.jE cme SE=x]nly

ig_Agg, (cm7 || m))E Htetsict,

o UJ
i
h
M
rot
ful

.@Sﬂw?\w.wa—‘

{pk_i} < QC.Traces(qc, m):

1. qc = (sig_Agg, v_S)Z= otaetrt,

2. AH|0|3 H|0|E 7ot HIE HE vg2RE 37 7| FE pksS TSI

3. REE TERH AH0|Z H|0|Z HBHE cmsE &lSs8H,

L. b := M_Agg.Verify(pk_S, sig_Agg, (cmz || m))E ALttt

5. b = 10|H pkgE gtatstn, JHX| fo™ | & HH8lIsICt
2 A9'01|*1 QC= otLte| MEI nH|E HEE AMEN) no| &7 #2Y 42 AN 2 0f =T
ol n = 10000' i H|E #lE{=125B0|11, n = 10000 = 1.25KBO|CE.
QC 7.:1?58 370 7| A AR Y Yt MY ABOE 0|R0{X|H, UBHEQI AT E SHE0|N &3]
Al o|c},
T2t 370 7| EA A= A|EAM ADLE HEE|M H3l57|0f= H|E0| HE 322 R2|= Of2{of| A
7tA 228l AE 2 Yot Y E AZS HQHstTt

Jal
o
1A
|0

, = B AZ0M QC= EAl M, EAE S71 71, 22|11 s S7H 7171 SHEEA EA =R S

2 ZY5t= SNARK 3¥ o2 PMEICt
IIgnaRk := (-, Prove, Verify)S SNARK AZ0|2} 5tk MK 7| A Z ¢/8t SNARK 3|2
C = M3}

)

agg (pkagga T’ cmr, ’BS; T):

H
Kf

()

. 12: TAE B 7| pRagg, HE 37| UAIX| T, AE0|Z EH|O|E HAUHE cmy, J2|1 M
4 HIE] g
ol Zol: Ag0|=2 7| Hlolg T
e SNARK M2 =7:
1. pkg = {pk: }ZES( {wz}'LeS)7 F AE|0|2 E|0]2 T LHO|IA HE] v g7t LIEILH= EE
Sol| == 271 7|(L AH0|2 7IEX|)e| REXIE0| £ =2 M|k}, ol T = {8l
E cm7 0l HiIZE|of QlCt,
2. JHERI &Y, g w7t AP YAX| TS Zst= = Hofsict,
3. pkagg?t 37H 7| TE phgol T Zotet SUSt=Z X ASILCL.

0% OH
kel
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=
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H|2 B.1.
H| D B.20IIM HZ5H=0], QC AZIO| A|HA ADIE AEHEO|MTE ALRE|= ZR0= vgE H| Z010

2 0|[SAIZ &= L.

= Him QC A2 QCo= & 817 QC AZ QC4 ot SYst Sign, Trace API 78S ALREICY,
0{7| M= Assemble & Check & 112|E0f|X 2| X AtatOtES MG},
Ofz MHO|AM AE|0|2 HIO|E HEIHE cm ot HE AR T= SIHHCZE i QT 7HYSHCE,

qc < QC,.Assemble7({sig}, S):

1. g¢ + QC,. Assemble T (sigi, S)Z Atsict.

2. g/ =10|H | Sptststn, J=X| gfoW gc’ 1= ($igagg, Us)E THAIEICE.

3. AH0|Z H|0|E 7ot WH vg2RE 7K 7| ME pkg 1= {pk; }icsS FESICL

b BN 7| EEt pkg2RE EAE 274 7| pkage S ALSHTL

5. 3|2 Cagg (pkagg, T,cmyr, Vg; T)Oﬂ CHet SNARK 3Y mgNARK = AlLFSiCt.

6. qc := (gc’, pk_{\text{agg}}, m_{\text{SNARK}})E Btat5tc}.
b — QC,.Check7{(qc, m):

1. gc =_10[H oS ekl

2. qc = (sig_{\text{aggl}}, \vec{v}_S, pk_{\text{aggl}},
\pi_{\text{SNARK}}) 2 mtAl5tC},

3. 222 7258H AH|0|3 H|0|Z HUHE cmE &lS$EiTt

4. SNARK 270 2182 PI := (pk_{\text{agg}}, T, cm_{\mathcal{T}},
\vec{v}_S)=Z MFsIC},

5. CtS= dhat

| My

fujo
g

Ct.

b := Il pgs. Verify(pkagg, $i9age, (cm7||m)) A IlIsnark- Verify(msnark, PI)

H|1 B.2 (Z|™3}).

9| 22 SXt= HIE HE vg7t QCOll ZatE|= 01K 7t MM S 51| 2[gto|H, 0|2 Salf =X}
QIS L= ZES AlE £ QIS S BHEEE 4 Qlrt

ololME A Hmf QC 22 QC 12 MEstEz, MM 0|0] ZMEICE

2R Al ADLE ZAERE M 0| A O3 42 £[M3tE HEd = Ut

(i) QC2.qcollM BIE HE| v gZE ®7HICt.

i)
1
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x
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5t
(ii) 7| A SNARK 3|20 M vgE 27
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